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Why GAO Did This Study 
Virtual currencies—digital 
representations of value that are not 
government-issued—have grown in 
popularity in recent years. Some virtual 
currencies can be used to buy real 
goods and services and exchanged for 
dollars or other currencies. One 
example of these is bitcoin, which was 
developed in 2009. Bitcoin and similar 
virtual currency systems operate over 
the Internet and use computer 
protocols and encryption to conduct 
and verify transactions. While these 
virtual currency systems offer some 
benefits, they also pose risks. For 
example, they have been associated 
with illicit activity and security 
breaches, raising possible regulatory, 
law enforcement, and consumer 
protection issues. GAO was asked to 
examine federal policy and interagency 
collaboration issues concerning virtual 
currencies.  

This report discusses (1) federal 
financial regulatory and law 
enforcement agency responsibilities 
related to the use of virtual currencies 
and associated challenges and (2) 
actions and collaborative efforts the 
agencies have undertaken regarding 
virtual currencies. To address these 
objectives, GAO reviewed federal laws 
and regulations, academic and industry 
research, and agency documents; and 
interviewed federal agency officials, 
researchers, and industry groups. 

What GAO Recommends 
GAO recommends that CFPB take 
steps to identify and participate in 
pertinent interagency working groups 
addressing virtual currencies, in 
coordination with other participating 
agencies. CFPB concurred with this 
recommendation. 

What GAO Found 
Virtual currencies are financial innovations that pose emerging challenges to 
federal financial regulatory and law enforcement agencies in carrying out their 
responsibilities, as the following examples illustrate:  

• Virtual currency systems may provide greater anonymity than traditional 
payment systems and sometimes lack a central intermediary to maintain 
transaction information. As a result, financial regulators and law enforcement 
agencies may find it difficult to detect money laundering and other crimes 
involving virtual currencies. 

• Many virtual currency systems can be accessed globally to make payments 
and transfer funds across borders. Consequently, law enforcement agencies 
investigating and prosecuting crimes that involve virtual currencies may have 
to rely upon cooperation from international partners who may operate under 
different regulatory and legal regimes.  

• The emergence of virtual currencies has raised a number of consumer and 
investor protection issues. These include the reported loss of consumer 
funds maintained by bitcoin exchanges, volatility in bitcoin prices, and the 
development of virtual-currency-based investment products. For example, in 
February 2014, a Tokyo-based bitcoin exchange called Mt. Gox filed for 
bankruptcy after reporting that it had lost more than $460 million. 

Federal financial regulatory and law enforcement agencies have taken a number 
of actions regarding virtual currencies. In March 2013, the Department of the 
Treasury’s Financial Crimes Enforcement Network (FinCEN) issued guidance 
that clarified which participants in virtual currency systems are subject to anti-
money-laundering requirements and required virtual currency exchanges to 
register with FinCEN. Additionally, financial regulators have taken some actions 
regarding anti-money-laundering compliance and investor protection. For 
example, in July 2013, the Securities and Exchange Commission (SEC) charged 
an individual and his company with defrauding investors through a bitcoin-based 
investment scheme. Further, law enforcement agencies have taken actions 
against parties alleged to have used virtual currencies to facilitate money 
laundering or other crimes. For example, in October 2013, multiple agencies 
worked together to shut down Silk Road, an online marketplace where users paid 
for illegal goods and services with bitcoins.  

Federal agencies also have begun to collaborate on virtual currency issues 
through informal discussions and interagency working groups primarily 
concerned with money laundering and other law enforcement matters. However, 
these working groups have not focused on emerging consumer protection issues, 
and the Consumer Financial Protection Bureau (CFPB)—whose responsibilities 
include providing consumers with information to make responsible decisions 
about financial transactions—has generally not participated in these groups. 
Therefore, interagency efforts related to virtual currencies may not be consistent 
with key practices that can benefit interagency collaboration, such as including all 
relevant participants to ensure they contribute to the outcomes of the effort. As a 
result, future interagency efforts may not be in a position to address consumer 
risks associated with virtual currencies in the most timely and effective manner. 

View GAO-14-496. For more information, 
contact Lawrance L. Evans, Jr. at (202) 512-
8678 or evansl@gao.gov. 
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441 G St. N.W. 
Washington, DC 20548 

May 29, 2014 

The Honorable Thomas R. Carper 
Chairman 

The Honorable Tom A. Coburn 
Ranking Member 
Committee on Homeland Security and Governmental Affairs 
United States Senate 

While not widely used or accepted, virtual currencies, such as bitcoin, 
have grown in popularity in recent years and have emerged for some as 
potential alternatives to traditional currencies issued by governments. 
Virtual currencies operate over the Internet and, in some cases, may be 
used to buy real goods and services and exchanged for traditional 
currencies. They offer potential benefits over traditional currencies, 
including lower transaction costs and faster funds transfers. Because 
some virtual currency transactions provide greater anonymity than 
transactions using traditional payment systems, law enforcement and 
financial regulators have raised concerns about the use of virtual 
currencies for illegal activities. Additionally, recent cases involving the 
loss of funds from virtual currency exchanges have highlighted potential 
consumer protection issues. 

You asked us to examine potential policy issues related to virtual 
currencies and the status of federal agency collaboration in this area. This 
report focuses on the federal financial regulatory agencies and selected 
federal law enforcement agencies that have a role in protecting the U.S. 
financial system and investigating financial crimes.1

                                                                                                                     
1Other federal agencies that were outside the scope of this report, such as the Internal 
Revenue Service (IRS), have responsibilities related to virtual currencies. For example, as 
we reported in May 2013, IRS is responsible for ensuring taxpayer compliance for all 
economic areas, including virtual economies and currencies. For more information, see 
GAO, Virtual Economies and Currencies: Additional IRS Guidance Could Reduce Tax 
Compliance Risks, 

 Specifically, this 
report addresses (1) agency responsibilities related to the use of virtual 
currencies and the emerging challenges these currencies pose to the 

GAO-13-516 (Washington, D.C.: May 15, 2013). In March 2014, IRS 
determined that virtual currencies will be treated as property for purposes of U.S. federal 
taxes. Therefore, general tax principles that apply to property transactions apply to 
transactions using virtual currency. See IRS Notice 2014-21. 
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agencies; and (2) actions the agencies have taken in response to the 
emergence of virtual currencies, including interagency collaborative 
efforts. We selected the law enforcement agencies included in our review 
based on their involvement in investigating virtual-currency-related crimes 
and participation in interagency collaborative efforts and congressional 
hearings on virtual currency issues. 

To describe agency responsibilities related to the use of virtual currencies 
and the emerging challenges these currencies pose, we reviewed the 
following agency information: testimony and written statements from 
relevant congressional hearings, written responses to congressional 
questions, unclassified intelligence assessments, financial reports, 
training presentations, and descriptions of missions and responsibilities 
from agencies’ websites.2 We also reviewed prior GAO reports, 
Congressional Research Service reports, and relevant laws and 
regulations, including the Bank Secrecy Act (BSA) and related anti-money 
laundering provisions such as Title III of the USA PATRIOT Act, to gain 
an understanding of agencies’ responsibilities in administering and 
enforcing anti-money-laundering laws and regulations, as well as in 
investigating and prosecuting financial and other crimes.3

• The Board of Governors of the Federal Reserve System (Federal 
Reserve); 

 In addition, we 
reviewed academic articles and papers from industry stakeholders. 
Further, we interviewed officials from the following federal financial 
regulatory and law enforcement agencies: 

• The Bureau of Consumer Financial Protection (also known as the 
Consumer Financial Protection Bureau or CFPB); 

• The Commodity Futures Trading Commission (CFTC); 
• The Department of Homeland Security (DHS), including U.S. 

Immigration and Customs Enforcement–Homeland Security 
Investigations (ICE-HSI) and the U.S. Secret Service (Secret Service); 

                                                                                                                     
2We reviewed testimony and agency statements from two congressional hearings: the 
November 18, 2013, U.S. Senate Committee on Homeland Security and Governmental 
Affairs hearing “Beyond Silk Road: Potential Risks, Threats, and Promises of Virtual 
Currencies,” and the November 19, 2013, U.S. Senate Committee on Banking, Housing, 
and Urban Affairs hearing, “The Present and Future Impact of Virtual Currency.” 
3Pub. L. No. 91-508, 84 Stat. 1114 (1970) (codified as amended at 12 U.S.C. §§ 1829(b), 
1951-1959; 31 U.S.C. §§ 5311-5330); Pub. L. No. 107-56, 115 Stat. 272 (2001) (codified 
as amended in scattered sections of U.S.C.). 
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• The Department of Justice (DOJ), including the Criminal Division and 
two of its components—the Asset Forfeiture and Money Laundering 
Section and Computer Crime and Intellectual Property Section—and 
the Federal Bureau of Investigation (FBI); 

• The Department of the Treasury (Treasury), including the Financial 
Crimes Enforcement Network (FinCEN) and the Office of the 
Comptroller of the Currency (OCC); 

• The Federal Deposit Insurance Corporation (FDIC); 
• The National Credit Union Administration (NCUA); and 
• The Securities and Exchange Commission (SEC). 

Additionally, we interviewed an academic whose research focused on 
virtual currencies and industry stakeholders, including the Bitcoin 
Foundation, the Digital Asset Transfer Authority (DATA), and the National 
Money Transmitters Association, which represent the interests of a large 
number of virtual currency and money transmission businesses. 

To examine the actions and collaborative efforts federal agencies have 
undertaken in response to the emergence of virtual currencies, we 
reviewed agency information, including FinCEN’s regulatory guidance 
and administrative rulings on the applicability of BSA to virtual currency 
participants, testimony and written statements from the previously 
mentioned congressional hearings, written responses to congressional 
questions, intelligence assessments, a CFPB query of its Consumer 
Complaint Database, and press releases.4

                                                                                                                     
4FinCEN, Application of FinCEN’s Regulations to Persons Administering, Exchanging, or 
Using Virtual Currencies, FIN-2013-G001, March 18, 2013; FinCEN, Application of 
FinCEN’s Regulations to Virtual Currency Mining Operations, FIN-2014-R001, January 30, 
2014; FinCEN, Application of FinCEN’s Regulations to Virtual Currency Software 
Development and Certain Investment Activity, FIN-2014-R002, January 30, 2014; and 
FinCEN, Application of Money Services Business Regulations to the Rental of Computer 
Systems for Mining Virtual Currencies, FIN-2014-R007, April 29, 2014. 

 We also interviewed officials 
from the agencies listed previously to obtain further information on the 
actions they have taken to address the emergence of virtual currencies 
and their efforts to collaborate with other federal agencies on this issue. 
Additionally, we interviewed the academic and industry stakeholders 
noted previously, as well as the Digital Economy Task Force, to 
determine the extent to which private sector groups were involved in 
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interagency collaborative efforts.5 We reviewed GAO’s key practices on 
collaboration and assessed whether interagency collaborative efforts 
related to virtual currencies were consistent with practices concerning the 
inclusion of relevant participants.6

We conducted this performance audit from November 2013 to May 2014 
in accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

 

 
Virtual currencies are financial innovations that have grown in number 
and popularity in recent years. While there is no statutory definition for 
virtual currency, the term refers to a digital representation of value that is 
not government-issued legal tender. Unlike U.S. dollars and other 
government-issued currencies, virtual currencies do not necessarily have 
a physical coin or bill associated with their circulation. While virtual 
currencies can function as a unit of account, store of value, and medium 
of exchange, they are not widely used or accepted. Some virtual 
currencies can only be used within virtual economies (for example, within 
online role-playing games) and may not be readily exchanged for 
government-issued currencies such as U.S. dollars, euro, or yen. Other 
virtual currencies may be used to purchase goods and services in the real 
economy and can be converted into government-issued currencies 
through virtual currency exchanges. In previous work, we described the 

                                                                                                                     
5The Digital Economy Task Force was established in 2013 by Thomson Reuters (a 
multinational media and information firm) and the International Centre for Missing & 
Exploited Children to explore the benefits and risks of the emerging digital economy, 
including the use of virtual currency. This task force includes members from both the 
public and private sectors. 
6GAO, Managing for Results: Key Considerations for Implementing Interagency 
Collaborative Mechanisms, GAO-12-1022 (Washington, D.C.: Sept. 27, 2012) and 
Managing for Results: Implementation Approaches Used to Enhance Collaboration in 
Interagency Groups, GAO-14-220 (Washington, D.C.: Feb. 14, 2014). 

Background 
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latter type of virtual currencies as “open flow.”7 Open-flow virtual 
currencies have received considerable attention from federal financial 
regulatory and law enforcement agencies, in part because these 
currencies interact with the real economy and because depository 
institutions (for example, banks and credit unions) may have business 
relationships with companies that exchange virtual currencies for 
government-issued currencies. Throughout the remainder of this report, 
we use the term virtual currencies to mean open-flow virtual currencies, 
unless otherwise stated.8

Virtual currency systems, which include protocols for conducting 
transactions in addition to digital representations of value, can either be 
centralized or decentralized. Centralized virtual currency systems have a 
single administering authority that issues the currency and has the 
authority to withdraw the currency from circulation. In addition, the 
administrating authority issues rules for use of the currency and maintains 
a central payment ledger. In contrast, decentralized virtual currency 
systems have no central administering authority. Validation and 
certification of transactions are performed by users of the system and 
therefore do not require a third party to perform intermediation activities. 

 

A prominent example of a decentralized virtual currency system is bitcoin. 
Bitcoin was developed in 2009 by an unidentified programmer or 
programmers using the name Satoshi Nakamoto. According to industry 
stakeholders, bitcoin is the most widely circulated decentralized virtual 
currency. The bitcoin computer protocol permits the storage of unique 
digital representations of value (bitcoins) and facilitates the assignment of 
bitcoins from one user to another through a peer-to-peer, Internet-based 

                                                                                                                     
7GAO-13-516. In that report we described “closed-flow” virtual currencies as those that 
can be used only within a game or virtual environment and cannot be cashed out for 
dollars or other government-issued currencies. We also described hybrid virtual currencies 
as those that have characteristics of both open- and closed-flow currencies—for example, 
such currencies can be used to buy real goods and services but are not exchangeable for 
government-issued currencies. 
8Some stakeholders with whom we spoke said they preferred the term digital currency to 
virtual currency, due partly to the connotation that something which is virtual cannot be 
used in the real world. We use the term virtual currency to be consistent with terminology 
used in prior GAO work and in key federal guidance on participants in virtual currency 
systems.   
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network.9 Each bitcoin is divisible to eight decimal places, enabling their 
use in any kind of transaction regardless of the value. Users’ bitcoin 
balances are associated with bitcoin addresses (long strings of numbers 
and letters) that use principles of cryptography to help safeguard against 
inappropriate tampering with bitcoin transactions and balances.10

Because peer-to-peer bitcoin transactions do not require the disclosure of 
information about a user’s identity, they give the participants some degree 
of anonymity. In addition, computer network communication can be 
encrypted and anonymized by software to further hide the identity of the 
parties in transactions.

 When 
users transfer bitcoins, the recipient provides their bitcoin address to the 
sender, and the sender authorizes the transaction with their private key 
(essentially a secret code that proves the sender’s control over their 
bitcoin address). Bitcoin transactions are irrevocable and do not require 
the sender or receiver to disclose their identities to each other or a third 
party. However, each transaction is registered in a public ledger called 
the “blockchain,” which maintains the associated bitcoin addresses and 
transaction dates, times, and amounts. Users can define how much 
additional information they require of each other to conduct a transaction. 

11

                                                                                                                     
9A peer-to-peer network allows users to share data directly and conduct permitted 
activities without a central server. 

 However, the transactions are not completely 
anonymous because the time and amount of each transaction and the 
associated bitcoin addresses are permanently recorded in the blockchain. 
As a result, peer-to-peer bitcoin transactions are sometimes described as 
“pseudonymous.” The anonymity of bitcoin is also limited by data analysis 
techniques that can potentially link bitcoin addresses to personal 
identities. For example, information about a customer’s identity may be 
recorded when an individual exchanges dollars for bitcoins, and this 
information may be combined with data from the blockchain to determine 

10Cryptography is a branch of mathematics that is based on the transformation of data 
and can be used to provide security services such as confidentiality and authentication. 
Bitcoin and other virtual currencies that use cryptography are sometimes called 
cryptocurrencies. 
11According to industry observers, examples of technologies used to increase the privacy 
of participants in virtual currency transactions include (1) anonymizing networks, which 
use a distributed network of computers to conceal the real Internet address of users, such 
as The Onion Router (TOR); (2) “tumblers” such as BitcoinBath and BitLaundry that 
combine payments from multiple users to obstruct identification through the blockchain; 
and (3) alternative virtual currencies such as Zerocoin and Anoncoin that aim to make 
transactions fully anonymous. 
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the identities of participants in bitcoin transactions. In addition, 
researchers have developed methods to determine identities of parties 
involved in some bitcoin transactions by analyzing clusters of transactions 
between specific addresses.12

Bitcoins are created and entered into circulation through a process called 
mining. Bitcoin miners download free software that they use to solve 
complex math problems. Solving these problems verifies the validity of 
bitcoin transactions by grouping several transactions into a block and 
mathematically proving that the transactions occurred and did not involve 
double spending of a bitcoin. On average, this process takes about 10 
minutes. When a miner or group of miners (mining pools) solves a 
problem, the bitcoin network accepts the block of transactions as valid 
and creates new bitcoins and awards them to the successful miner or 
mining pool.

 

13

In addition to mining new bitcoins, users can also acquire bitcoins already 
in circulation by accepting bitcoins as gifts or payments for goods or 
services, purchasing them at bitcoin kiosks (sometimes referred to as 
bitcoin automated teller machines), or purchasing them on third-party 
exchanges. These exchanges allow users to exchange traditional 
currencies such as U.S. dollars for bitcoins, and exchange bitcoins back 
to traditional currencies. Individuals may store their bitcoins in a “virtual 
wallet” (a program that saves bitcoin addresses) on their computer or 
other data storage device, or use an online wallet service provided by an 
exchange or third-party virtual wallet provider. To spend their bitcoins, 
individuals can buy goods or services from other bitcoin users. They may 
also make purchases from online businesses that either accept bitcoins 

 (For a diagram on how bitcoins enter into circulation 
through mining, how transactions are conducted, and how miners verify 
transactions, see app. I.) Over time, the computer processing power 
needed to mine new bitcoins has increased to the point where mining 
requires specialized computer hardware and has become increasingly 
consolidated into large mining pools. 

                                                                                                                     
12See Sarah Meiklejohn, et al, “A Fistful of Bitcoins: Characterizing Payments Among Men 
with No Names,” ;Login:, vol. 38 no. 6 (2013), available at 
https://www.usenix.org/system/files/login/articles/03_meiklejohn-online.pdf. 
13By design, there will be a maximum of 21 million bitcoins in circulation once all bitcoins 
have been mined, which is projected to occur in the year 2140. Once all bitcoins have 
been mined, miners will be rewarded for solving the math problems that verify the validity 
of bitcoin transactions through fees rather than bitcoins.  
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directly or use third-party payment processors that take payments in 
bitcoins from buyers and provide businesses the payments in the form of 
a traditional currency or a combination of bitcoins and traditional currency. 
Figure 1 shows various ways that individuals can obtain and spend 
bitcoins. 

Figure 1: Ways to Obtain and Spend Bitcoins 
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Due to limitations in available data, the size of the bitcoin market is 
unclear.14

• According to statistics from the bitcoin blockchain, as of March 31, 
2014, approximately 12.6 million bitcoins were in circulation.

 Nonetheless, some data exist that may provide some context 
for the size of this market: 

15

• At exchange rates as of March 31, 2014 (about $458 per bitcoin), the 
total value of the approximately 12.6 million bitcoins in circulation was 
about $5.6 billion.

 

16 For perspective, the total amount of U.S. currency 
held by the public and in transaction deposits (mainly checking 
accounts) at depository institutions was about $2.7 trillion as of March 
2014.17

• Bitcoin exchange rates against the U.S. dollar have changed 
dramatically over time (see fig. 2). According to one bitcoin price 
index, the price was about $13 per bitcoin in the beginning of January 
2013 and rose to more than $1,100 by the beginning of December 
2013. Prices subsequently fell to about $522 in mid-December 2013 
and have fluctuated between roughly $450 and $950 since then.

 

18

• From April 2013 through March 2014, the number of bitcoin 
transactions per day ranged from about 29,000 to 102,000.

 

19

                                                                                                                     
14Given these limitations, we did not test the reliability of data, such as the data generated 
from the bitcoin network, but we are providing some figures to provide context for the 
possible size of the bitcoin market and other virtual currency markets.  

 In 
comparison, the Federal Reserve Banks processed an average of 44 

15http://blockchain.info. (Accessed on Mar. 31, 2014.) Due to data limitations, it is difficult 
to calculate the velocity, or the rate at which bitcoins are spent, and the number of 
transactions between unique users in a given time period. 
16For data on bitcoin price, see https://www.coindesk.com. (Accessed on Apr. 1, 2014.) 
For data on the total value and number of bitcoins in circulation, see 
https://blockchain.info. (Accessed on Mar. 31, 2014.) 
17See Federal Reserve Statistical Release H.6 “Money Stock Measures” (Apr. 10, 2014) 
at http://www.federalreserve.gov/releases/h6/current/H6.pdf. 
18https://www.coindesk.com. (Accessed on Apr.1, 2014.) This index is a composite price 
calculated as the simple average of bitcoin prices across leading global exchanges that 
meet certain criteria. 
19https://blockchain.info. (Accessed on Apr. 1, 2014.) 
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million commercial Automated Clearing House (a traditional payment 
processor) transactions per day in 2013.20

Figure 2: Bitcoin Price Index in U.S. Dollars, January 1, 2013 through March 31, 2014 

 

 
Note: The index is a composite price calculated as the simple average of bitcoin prices across leading 
global exchanges that meet certain criteria. The values are expressed in current U.S. dollars. 
 

While bitcoin is the most widely used virtual currency, numerous others 
have been created. For example, dozens of decentralized virtual 
currencies are based on the bitcoin protocol such as Litecoin, Auroracoin, 
Peercoin, and Dogecoin. Similar to the bitcoin market, the size of the 
market for these virtual currencies is unclear. However, as of March 31, 
2014, the total reported value of each of these currencies was less than 
$400 million (ranging from about $33 million for Dogecoin to about $346 
million for Litecoin).21

                                                                                                                     
20Federal Reserve. See 

 Other virtual currencies that have been created are 

http://www.federalreserve.gov/paymentsystems/fedach_yearlycomm.htm. (Accessed on 
Apr. 1, 2014.) 
21https://coinmarketcap.com. (Accessed on Apr. 1, 2014.) 
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not based on the bitcoin protocol. One of the more prominent examples is 
XRP, which is used within a decentralized payment system called Ripple. 
Ripple allows users to make peer-to-peer transfers in any currency. A key 
function of XRP is to facilitate the conversion from one currency to 
another. For example, if a direct conversion between Mexican pesos and 
Thai baht is not available, the pesos can be exchanged for XRP, and then 
the XRP for baht. As of March 31, 2014, the total value of XRP was $878 
million.22

Virtual currencies have drawn attention from federal agencies with 
responsibilities for protecting the U.S. financial system and its participants 
and investigating financial crimes. These include, but are not limited to, 
CFPB, CFTC, DHS, DOJ, SEC, Treasury, and the prudential banking 
regulators. The prudential banking regulators are the FDIC, Federal 
Reserve, NCUA, and OCC. Within Treasury, FinCEN has a particular 
interest in the emergence of virtual currencies because of concerns about 
the use of these currencies for money laundering and FinCEN’s role in 
combating such activity.

 

23

 

 Additionally, because virtual currencies (like 
government-issued currencies) can play a role in a range of financial and 
other crimes, including cross-border criminal activity, key components of 
DOJ and DHS have an interest in how virtual currencies are used. 
Relevant DOJ components include the Criminal Division (which oversees 
the Computer Crime and Intellectual Property Section and the Asset 
Forfeiture and Money Laundering Section), the FBI, and the Offices of the 
U.S. Attorneys (U.S. Attorneys). Relevant DHS components include the 
Secret Service and ICE-HSI. 

                                                                                                                     
22https://coinmarketcap.com.(Accessed on Apr. 1, 2014.)  
23Money laundering is the process of disguising or concealing the source of funds 
acquired illicitly to make the acquisition appear legitimate. 



 
  
 
 
 

Page 12 GAO-14-496  Virtual Currencies 

While federal agencies’ responsibilities with respect to virtual currency are 
still being clarified, some virtual currency activities and products have 
implications for the responsibilities of federal financial regulatory and law 
enforcement agencies. Virtual currencies have presented these agencies 
with emerging challenges as they carry out their different responsibilities. 
These challenges stem partly from certain characteristics of virtual 
currency systems, such as the higher degree of anonymity they provide 
compared with traditional payment systems and the ease with which they 
can be accessed globally to make payments and transfer funds across 
borders. 

 
Although virtual currencies are not government-issued and do not 
currently pass through U.S. banks, some activities and products that 
involve virtual currencies have implications for the responsibilities of 
federal financial regulatory and law enforcement agencies. These 
activities and products encompass both legitimate and illegitimate uses of 
virtual currencies. Examples of legitimate uses include buying virtual 
currencies and registered virtual-currency-denominated investment 
products. Examples of illegitimate uses include money laundering and 
purchasing illegal goods and services using virtual currencies. 

FinCEN administers BSA and its implementing regulations.24

                                                                                                                     
24Pub. L. No. 91-508, 84 Stat. 1114 (1970) (codified as amended at 12 U.S.C. §§ 1829(b), 
1951-1959; 31 U.S.C. §§ 5311-5330); 31 C.F.R. chap. X. In 1994, the Secretary of the 
Treasury delegated overall authority for enforcement of, and compliance with, BSA and its 
implementing regulations related to money laundering to the Director of FinCEN. In the 
same year, the Secretary also delegated BSA examination authority to the prudential 
banking regulators. 31 C.F.R. § 1010.810(b)(1)-(5).  

 The goal of 
BSA is to prevent financial institutions from being used as intermediaries 
for the transfer or deposit of money derived from criminal activity and to 
provide a paper trail to assist law enforcement agencies in their money 
laundering investigations. To the extent that entities engaged in money 
transmission conduct virtual currency transactions with U.S. customers or 
become customers of a U.S. financial institution, FinCEN has 

Federal Agencies 
Face Emerging 
Challenges in 
Carrying Out 
Responsibilities 
Related to the Use of 
Virtual Currencies 

Some Virtual Currency 
Activities and Products 
May Have Implications for 
Federal Agencies’ 
Responsibilities 

FinCEN 
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responsibilities for helping ensure that these entities comply with BSA and 
anti-money-laundering regulations.25

FinCEN regulations set forth requirements for money services 
businesses, which include financial institutions and other entities engaged 
in money transmission.

 

26 FinCEN guidance states that the agency’s 
regulations regarding money services businesses apply to virtual 
currency exchangers and administrators.27 FinCEN applies its regulations 
to “convertible virtual currency,” which either has an equivalent value in 
real currency or acts as a substitute for real currency. FinCEN regulations 
require money services businesses to assess their exposure to money 
laundering and terrorist financing and establish risk mitigation plans in the 
form of anti-money-laundering programs.28

                                                                                                                     
25FinCEN shares this responsibility with IRS, to which FinCEN has delegated examination 
authority for money services businesses. See 31 C.F.R. § 1010. 810(b)(8). IRS activities 
were outside the scope of our review. FinCEN has also delegated examination authority 
for BSA compliance to a number of other federal agencies, including the prudential 
banking regulators, CFTC, and SEC. See 31 C.F.R. § 1010.810(b). These agencies can 
also use their independent authorities to examine entities under their supervision for 
compliance with applicable BSA and anti-money-laundering requirements and regulations. 

 Additionally, money services 
businesses are required to maintain transaction records. For example, for 
money transfers that are $3,000 or more, money services businesses 
must obtain information on the transmitter, the recipient, and the 
transaction itself, and pass on such information to other intermediary 
financial institutions in any subsequent fund transmissions. Money 

26Under 31 C.F.R. § 1010.100(ff)(1)-(7), money services businesses are generally defined 
as any of the following: (1) currency dealer or exchanger, (2) check casher, (3) issuer or 
seller of traveler’s checks or money orders, (4) provider or seller of prepaid access, (5) 
money transmitter, and (6) the U.S. Postal Service. FinCEN’s regulations define a money 
transmitter as a person that provides money transmission services, or any other person 
engaged in the transfer of funds. 31 C.F.R. § 1010.100(ff)(5)(i).The term money 
transmission services means the “acceptance of currency, funds, or other value that 
substitutes for currency to another location or person by any means.” Id. 
27 FinCEN, Application of FinCEN’s Regulations to Persons Administering, Exchanging, or 
Using Virtual Currencies, FIN-2013-G001, March 18, 2013. FinCEN defines an exchanger 
as a person engaged as a business in the exchange of virtual currency for real currency, 
funds, or other virtual currency. Id. FinCEN defines an administrator as a person engaged 
as a business in issuing (putting into circulation) a virtual currency, and who has the 
authority to redeem (to withdraw from circulation) such virtual currency. Id. An 
administrator or exchanger that (1) accepts and transmits a convertible virtual currency, or 
(2) buys or sells convertible virtual currency for any reason is a money transmitter under 
FinCEN’s regulations.  
2831 C.F.R. § 1022.210, subpart C. 
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services businesses are also required to monitor transactions and file 
reports on large currency transactions and suspicious activities. In 
addition, certain financial institutions must establish a written customer 
identification program that includes procedures for obtaining minimum 
identification information from customers who open an account, such as 
date of birth, a government identification number, and physical address.29 
Further, financial institutions must file currency transaction reports on 
customer cash transactions exceeding $10,000 that include information 
about the account owner’s identity and occupation.30

FinCEN also supports the investigative and prosecutive efforts of multiple 
federal and state law enforcement agencies through its administration of 
the financial transaction reporting and recordkeeping requirements 
mandated or authorized under BSA. In addition, FinCEN has the authority 
to take enforcement actions, such as assessing civil money penalties, 
against financial institutions, including money services businesses, that 
violate BSA requirements. 

 

The prudential banking regulators—FDIC, Federal Reserve, NCUA, and 
OCC—provide oversight of depository institutions’ compliance with BSA 
and anti-money-laundering requirements. Therefore, these regulators are 
responsible for providing guidance and oversight to help ensure that 
depository institutions that have opened accounts for virtual currency 
exchanges or other money services businesses have adequate anti-
money-laundering controls for those accounts.31

                                                                                                                     
2931 C.F.R. § 1020.220(a)(2)(i). Under the USA PATRIOT Act, financial institutions also 
must implement appropriate, specific, and, where necessary, enhanced, due diligence for 
correspondent accounts and private banking accounts established in the United States for 
non-U.S. persons. 31 U.S.C. § 5318(i). 

 In April 2005, FinCEN 
and the prudential banking regulators issued joint guidance to banking 
organizations (depository institutions and bank holding companies) to 
clarify BSA requirements with respect to money services businesses and 
to set forth the minimum steps that banking organizations should take 

3031 U.S.C. § 5313(a); 31 C.F.R. § 1010.311. 
31In addition, officials from the prudential banking regulators either stated or 
acknowledged that they would have authority to regulate a supervised entity that issued 
virtual currency, or cleared or settled transactions related to virtual currency. 

Prudential Banking Regulators 
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when providing banking services to these businesses.32 As part of safety 
and soundness or targeted BSA compliance examinations of depository 
institutions, the prudential banking regulators assess compliance with 
BSA and related anti-money-laundering requirements using procedures 
that are consistent with their overall risk-focused examination approach.33 
In examining depository institutions for BSA compliance, the regulators 
review whether depository institutions (1) have developed anti-money-
laundering programs and procedures to detect and report unusual or 
suspicious activities possibly related to money laundering; and (2) comply 
with the technical recordkeeping and reporting requirements of BSA.34 
While most cases of BSA noncompliance are corrected within the 
examination framework, regulators can take a range of supervisory 
actions, including formal enforcement actions, against the entities they 
supervise for violations of BSA and anti-money-laundering requirements. 
These formal enforcement actions can include imposing civil money 
penalties and initiating cease-and-desist proceedings.35

CFPB is an independent entity within the Federal Reserve that has broad 
consumer protection responsibilities over an array of consumer financial 
products and services, including taking deposits and transferring money. 
CFPB is responsible for enforcing federal consumer protection laws, and 
it is the primary consumer protection supervisor over many of the 

 

                                                                                                                     
32FinCEN, Interagency Interpretive Guidance on Providing Banking Services to Money 
Services Businesses Operating in the United States, April 26, 2005. FinCEN concurrently 
issued guidance to money services businesses that identified and explained the types of 
information and documentation that money services businesses were expected to have 
and provide to banking organizations. Bank holding companies are companies that own or 
control one or more banks. In the United States, most banks insured by FDIC are owned 
or controlled by a bank holding company. 
33Under the risk-focused approach, those activities judged to pose the highest risk to an 
institution are to receive the most scrutiny by examiners. 
34See 12 U.S.C. § 1786(q), § 1818(s) (federal banking agencies must promulgate 
regulations requiring insured depository institutions and credit unions to establish 
procedures regarding BSA compliance; regulators’ examinations must include review of 
BSA compliance procedures); see also procedures for monitoring BSA compliance: 12 
C.F.R. § 208.63 (Federal Reserve), 12 C.F.R. § 326.8 (FDIC), 12 C.F.R. § 748.2 (NCUA), 
and 12.C.F.R. § 21.21 (OCC). 
35A civil money penalty is a punitive fine assessed for the violation of a law or regulation or 
for other misconduct. A cease-and-desist proceeding is a formal process that may result in 
an order that a party halt certain activities or practices; the order may also require the 
party to take affirmative action to correct the conditions resulting from the practices. See 
12 U.S.C. § 1786(e), § 1818(b). 

Consumer Financial Protection 
Bureau 
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institutions that offer consumer financial products and services. CFPB 
also has authority to issue and revise regulations that implement federal 
consumer financial protection laws, including the Electronic Fund Transfer 
Act36 and title X of the Dodd-Frank Wall Street Reform and Consumer 
Protection Act (Dodd-Frank Act).37

Other relevant CFPB responsibilities concerning virtual currencies include 
accepting and handling consumer complaints, promoting financial 
education, researching consumer behavior, and monitoring financial 
markets for new risks to consumers. For example, under authorities 
provided by the Dodd-Frank Act, CFPB maintains a Consumer Complaint 
Database and helps monitor and assess risks to consumers in the 
offering or provision of consumer financial products or services.

 CFPB officials stated that they are 
reviewing how these responsibilities are implicated by consumer use (or 
potential consumer use) of virtual currencies. 

38

SEC regulates the securities markets—including participants such as 
securities exchanges, broker-dealers, investment companies, and 
investment advisers—and takes enforcement actions against individuals 
and companies for violations of federal securities laws. SEC’s mission is 
to protect investors; maintain fair, orderly, and efficient markets; and 
facilitate capital formation. Virtual currencies may have implications for a 
number of SEC responsibilities. For example, SEC has enforcement 

 CFPB 
also issues consumer advisories to promote clarity, transparency, and 
fairness in consumer financial markets. 

                                                                                                                     
36Pub. L. No. 90-321, 92 Stat. 3728 (1978) (codified as amended at 15 U.S.C. §§ 1693-
1693r). CFPB issues and enforces Regulation E, which implements the Electronic Fund 
Transfer Act (EFTA). EFTA establishes basic rights, liabilities, and responsibilities of 
consumers who use electronic fund transfer services and of financial institutions that offer 
these services.  
37Pub. L. No. 111-203, § 1021(c)(5), 124 Stat. 1376, 1980 (2010) (codified at 12 U.S.C. § 
5511(c)(5)). For example, section 1032(a) of the Dodd-Frank Act confers authority on 
CFPB “to prescribe rules to ensure that the features of any consumer financial product or 
service, both initially and over the term of the product or service, are fully, accurately, and 
effectively disclosed to consumers in a manner that permits consumers to understand the 
costs, benefits, and risks associated with the product or service, in light of the facts and 
circumstances.” 12 U.S.C. § 5532(a). In prescribing such disclosure rules, section 1032 
requires the Bureau to “consider available evidence about consumer awareness, 
understanding of, and responses to disclosures or communications about the risks, costs, 
and benefits of consumer financial products or services.” 12 U.S.C. § 5532(c).  
38Pub. L. No. 111-203, § 1013(b)(3), § 1021(c), 124 Stat. 1376, 1969, 1980 (2010) 
(codified at 12 U.S.C. §§ 5493(b)(3), 5511(c)). 

Securities and Exchange 
Commission 
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authority for violations of federal securities laws prohibiting fraud by any 
person in the purchase, offer, or sale of securities. SEC enforcement 
extends to virtual-currency-related securities transactions. Additionally, 
when companies offer and sell securities (including virtual-currency-
related securities), they are subject to SEC requirements to either register 
the offering with SEC or qualify for a registration exemption. SEC reviews 
registration statements to ensure that potential investors receive 
adequate information about the issuer, the security, and the offering. 
Further, if a registered national securities exchange wanted to list a 
virtual-currency-related security, it could only do so if the listing complied 
with the exchange’s existing rules or the exchange had filed a proposed 
rule change with SEC to permit the listing. 

Virtual currencies may also have implications for other SEC 
responsibilities, as the following examples illustrate: 

• SEC has examination authority for entities it regulates, including 
registered broker-dealers, to ensure compliance with federal 
securities laws, SEC rules and regulations, and BSA requirements. 
According to SEC officials, if a broker-dealer were to accept payments 
in virtual currencies from customers, this could raise potential anti-
money-laundering issues that the broker-dealer would have to 
account for. 

• SEC also regulates and has examination authority over investment 
advisers subject to its jurisdiction.39 Under the Investment Advisers 
Act of 1940, investment advisers are fiduciaries.40

• If registered broker-dealers held virtual currencies for their own 
account or an account of a customer, SEC would have to determine 
how to treat the virtual currencies for purposes of its broker-dealer 
financial responsibility rules, including the net capital rule.

 To the extent that 
an investment adviser recommends virtual currencies or virtual-
currency-related securities, the investment adviser’s federal fiduciary 
duty would govern this conduct. 

41

                                                                                                                     
3915 U.S.C. §§ 80b-2(a)(11), 80b-11(g)-(h). 

 

40See 15 U.S.C. § 80b-6(1)-(2); SEC v. Capital Gains Research Bureau, Inc., et al., 375 
U.S. 180 (1963). 
4117 C.F.R. § 240.15c3-1. SEC’s net capital rule requires all broker-dealers to maintain a 
minimum level of net capital consisting of highly liquid assets. Assets that are not liquid 
are deducted in full when computing net capital. 
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CFTC has the authority to regulate financial derivative products and their 
markets, including commodity futures and options.42 In addition, CFTC 
investigates and prosecutes alleged violations of the Commodity 
Exchange Act and related regulations.43 CFTC’s mission is to protect 
market users and the public from fraud, manipulation, abusive practices, 
and systemic risk related to derivatives subject to the Commodity 
Exchange Act. CFTC’s responsibilities with respect to virtual currencies 
depend partly on whether bitcoin or other virtual currencies meet the 
definition of a commodity under the Commodity Exchange Act.44

Similar to SEC, CFTC has examination authority for BSA compliance—in 
this case directed at futures commission merchants and other futures 
market intermediaries—and acceptance of virtual currency payments by 

  CFTC 
officials said the agency would not make a formal determination on this 
issue until market circumstances require one. According to CFTC, such 
circumstances could include virtual-currency derivatives emerging or 
being offered in the United States or CFTC becoming aware of the 
existence of fraud or manipulative schemes involving virtual currencies. 
The officials said that if prospective derivatives that are backed by or 
denominated in virtual currencies that CFTC determines to be 
commodities emerge, CFTC’s regulatory authorities would apply to those 
derivatives just as they would for any other derivative product subject to 
CFTC's jurisdiction. To carry out its regulatory responsibilities, CFTC 
would, among other things, evaluate the derivatives to ensure they were 
not susceptible to manipulation, review applications for new exchanges 
wishing to offer such derivatives, and examine exchanges offering these 
derivatives to ensure compliance with the applicable commodity 
exchange laws. 

                                                                                                                     
427 U.S.C. § 2. Financial derivatives are financial instruments whose value is based on 
one or more underlying reference items. They are used to hedge risk or to exchange a 
floating rate of return for a fixed rate of return. In the virtual currency context, a derivative 
might be used to reduce exposure to volatility in virtual currency exchange rates. 
437 U.S.C. §§ 1-26; 17 C.F.R. chap. I. 
44The Commodity Exchange Act defines a commodity as certain agricultural goods and 
“all services, rights, and interests (except motion picture box office receipts, or any index, 
measure, value or data related to such receipts) in which contracts for future delivery are 
presently or in the future dealt in.”  7 U.S.C. § 1a(9).  

Commodity Futures Trading 
Commission 
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these entities could raise BSA compliance concerns.45

Law enforcement agencies, including but not limited to DHS and DOJ 
component agencies and offices, have responsibilities to investigate a 
variety of federal crimes that may involve the use of virtual currencies and 
to support the prosecution of those who commit these crimes. Like 
traditional currencies, virtual currencies can facilitate a range of criminal 
activities, including fraud schemes and the sale of illicit goods and 
services, that may fall under the purview of federal law enforcement 
agencies. 

 Like SEC, CFTC 
would also have to make determinations about the capital treatment of 
virtual currencies if these entities held virtual currencies for their own 
account or an account of a customer. 

The emergence of virtual currencies has had particular significance for 
financial crimes. According to DOJ officials, the main law enforcement 
interests with respect to virtual currencies are to (1) deter and prosecute 
criminals who use virtual currency systems to launder money (that is, 
move or hide money that either facilitates or is derived from criminal or 
terrorist activities); and (2) investigate and prosecute virtual currency 
services that themselves violate money transmission and money 
laundering laws.46

                                                                                                                     
45Futures commission merchants are entities that solicit or accept orders for the purchase 
or sale of a commodity for future delivery on or subject to the rules of any exchange and 
that accept payment from or extend credit to those whose orders are accepted. 

 A number of DOJ and DHS components, including the 
FBI, ICE-HSI, and Secret Service, investigate financial crimes as part of 
their broader responsibilities. In addition, DOJ’s Asset Forfeiture and 
Money Laundering Section prosecutes money laundering violations, and 
DOJ and DHS manage the seizure and forfeiture of assets that represent 
the proceeds of, or were used to facilitate, federal crimes. Key laws that 
may apply to the use of virtual currencies in financial crimes include BSA, 

46One example would be a centralized virtual currency system that allowed users to make 
untraceable funds transfers. 

Departments of Homeland 
Security and Justice 
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as amended by Title III of the USA PATRIOT Act, and anti-money-
laundering statutes.47

Additionally, because virtual currencies operate over the Internet, they 
have implications for agency components that investigate and prosecute 
computer crimes (also called cybercrimes). For example, DOJ’s 
Computer Crime and Intellectual Property Section stated that virtual 
currencies can be attractive to entities that seek to facilitate or conduct 
computer crimes over the Internet, such as computer-based fraud and 
identity theft. The section’s responsibilities include improving legal 
processes for obtaining electronic evidence and working with other law 
enforcement agencies in improving the technological and operational 
means for gathering and analyzing electronic evidence. The FBI, Secret 
Service, and ICE-HSI also investigate computer crimes. 

 

 
The emergence of virtual currencies presents challenges to federal 
agencies responsible for financial regulation, law enforcement, and 
consumer and investor protection. These challenges stem partly from 
certain characteristics of virtual currencies, such as the higher degree of 
anonymity they provide and the ease with which they can be sent across 
borders. In addition, the growing popularity of virtual currencies has 
highlighted both risks and benefits for agencies to consider in carrying out 
their responsibilities. 

As previously noted, some virtual currency systems may provide a higher 
degree of anonymity than traditional payment systems because they do 
not require the disclosure of personally identifiable information (that is, 
information that can be used to locate or identify an individual, such as 
names or Social Security numbers) to transfer funds from one party to 
another. When transferring funds in the amount of $3,000 or more 
between the bank accounts of two individuals, the banks involved are 
required by FinCEN regulations to obtain and keep the names and other 

                                                                                                                     
47Pub. L. No. 91-508, 84 Stat. 1114 (codified as amended at 12 U.S.C. §§ 1829(b), 1951-
1959; 31 U.S.C. §§ 5311-5330); Pub. L. No. 107-56, tit. III, 115 Stat. 272, 296-342 
(International Money Laundering Abatement and Anti-Terrorist Financing Act of 2001) 
(codified at 31 U.S.C. §§ 5301-5318A) (to prevent, detect, and prosecute international 
money laundering); see also Money Laundering Suppression Act of 1994, Pub. L. No. 
103-325, §§ 401-413, 108 Stat. 2160, 2243-2255 (codified at 31 U.S.C. § 5330 and 
scattered sections of U.S.C.) (requires money transmitting businesses to register with 
Treasury).  
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information of the individuals, as well as information on the transaction 
itself.48 The customer identification information collected by the banks 
helps create a paper trail of financial transactions that law enforcement 
agencies can use to detect illegal activity, such as money laundering or 
terrorist financing, and to identify and apprehend criminals.49 However, in 
a transfer between two individuals using bitcoins (or a similar type of 
decentralized virtual currency) no personally identifiable information is 
necessarily disclosed either to the two individuals or a third-party 
intermediary.50

Because they operate over the Internet, virtual currencies can be used 
globally to make payments and funds transfers across borders. In 
addition, according to agency officials, many of the entities that exchange 
traditional currencies for virtual currencies (or vice versa) are located 
outside of the United States. If these exchangers have customers located 
in the United States, they must comply with BSA and anti-money-
laundering requirements. Due to the cross-jurisdictional nature of virtual 

 As a result, virtual currencies may be attractive to parties 
seeking to protect personally identifiable information, maintain financial 
privacy, buy or sell illicit goods and services, or move or conceal money 
obtained by illegal means. Further, virtual currency exchangers or 
administrators may be used to facilitate money laundering if they do not 
collect identifying information from customers and retain other transaction 
information. For these reasons, law enforcement and federal financial 
regulatory agencies have indicated that virtual currencies can create 
challenges for agencies in detecting unlawful actions and the entities that 
carry them out. For example, the FBI has noted that because bitcoin does 
not have a centralized entity to monitor and report suspicious activity and 
process legal requests such as subpoenas, law enforcement agencies 
face difficulty in detecting suspicious transactions using bitcoins and 
identifying parties involved in these transactions. 

                                                                                                                     
4831 C.F.R. § 1020.410. 
49Financial institutions are also required to obtain customer information to satisfy “know-
your-customer” or “customer due diligence” identification programs as part of their anti-
money laundering obligations, and financial institutions must subject certain bank 
accounts held by non-U.S. persons to enhanced due diligence procedures. See 31 U.S.C. 
§ 5318(i). 
50However, in a virtual currency transfer between individuals through a third-party 
intermediary (such as a virtual currency exchange), personally identifiable information is 
required to be collected if the transaction is for $3,000 or more. This requirement became 
effective in 2011. We discuss this requirement in the next section of this report. 

Cross-Jurisdictional Nature 
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currency systems, federal financial regulatory and law enforcement 
agencies face challenges in enforcing these requirements and 
investigating and prosecuting transnational crimes that may involve virtual 
currencies. For example, law enforcement may have to rely upon 
cooperation from international partners to conduct investigations, make 
arrests, and seize criminal assets. Additionally, violators, victims, and 
witnesses may reside outside of the United States, and relevant customer 
and transaction records may be held by entities in different jurisdictions, 
making it difficult for law enforcement and financial regulators to access 
them. Further, virtual currency exchangers or administrators may operate 
out of countries that have weak legal and regulatory regimes or that are 
less willing to cooperate with U.S. law enforcement. 

Virtual currency industry stakeholders have noted that virtual currencies 
present both risks and benefits that federal agencies need to consider in 
regulating entities that may be associated with virtual-currency-related 
activities. As previously noted, the risks include the attractiveness of 
virtual currencies to those who may want to launder money or purchase 
illicit goods and services. Another emerging set of risks involves 
consumer and investor protection—in particular, whether consumers and 
investors understand the potential drawbacks of buying, holding, and 
using virtual currencies or investing in virtual-currency-based securities. 
Consumers may not be aware of certain characteristics and risks of 
virtual currencies, including the following: 

• Lack of bank involvement. Virtual currency exchanges and wallet 
providers are not banks. If they go out of business, there may be no 
specific protections like deposit insurance to cover consumer losses.51

• Stated limits on financial recourse. Some virtual currency wallet 
providers purport to disclaim responsibility for consumer losses 
associated with unauthorized wallet access. In contrast, credit and 
debit card networks state that consumers have no liability for 
fraudulent use of accounts. 

 

• Volatile prices. The prices of virtual currencies can change quickly 
and dramatically (as shown previously in fig. 2). 

Additionally, an SEC official told us that virtual-currency-based securities 
may be attracting individuals who are younger and less experienced than 
typical investors. The official expressed concern that younger investors 

                                                                                                                     
51We discuss examples of such losses in the next section of this report.  

Balancing Risks and Benefits 
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may lack the sophistication to properly assess the risks of such 
investments and the financial resources to recover from losses on the 
investments, including losses resulting from fraud schemes.52

While virtual currencies present risks to consumers and investors, they 
also provide several potential benefits to consumers and business. 

 

• Cost and speed. Decentralized virtual currency systems may, in some 
circumstances, provide lower transaction costs and be faster than 
traditional funds transfer systems because the transactions do not 
need to go through a third-party intermediary. The irrevocable feature 
of virtual currency payments may also contribute to lower transaction 
costs by eliminating the costs of consumer chargebacks.53

• Financial privacy. To the extent that bitcoin (or other virtual currency) 
addresses are not publicly associated with a specific individual, peer-
to-peer virtual currency transactions can provide a greater degree of 
financial privacy than transactions using traditional payment systems, 
because no personally identifiable information is exchanged.

 Industry 
stakeholders have noted that cost and time savings may be especially 
significant for international remittances (personal funds immigrants 
send to their home countries), which sometimes involve sizeable fees 
and can take several days. In addition, industry stakeholders have 
indicated that the potentially lower costs of virtual currency 
transactions—for example, relative to credit and debit cards—may 
facilitate the use of micropayments (very small financial transactions) 
as a way of selling items such as online news articles, music, and 
smartphone applications. 

54

• Access. Because virtual currencies can be accessed anywhere over 
the Internet, they are a potential way to provide basic financial 
services to populations without access to traditional financial 

 

                                                                                                                     
52The next section of this report discusses an example of a fraud scheme involving a 
virtual-currency-based security. 
53A chargeback is a payment reversal initiated by a consumer due, for example, to 
nondelivery of a purchased product.  
54As previously noted, that privacy may be lost if a connection is established between a 
bitcoin address and its owner. 
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institutions, such as rural populations in developing countries.55

Federal agency officials have acknowledged the need to consider both 
the risks and benefits of virtual currencies in carrying out their 
responsibilities. For example, the Director of FinCEN has testified that the 
emergence of virtual currencies has prompted consideration of 
vulnerabilities that these currencies create in the financial system and 
how illicit actors will take advantage of them. However, she also noted 
that innovation is an important part of the economy and that FinCEN 
needs to have regulation that mitigates concerns about illicit actors while 
minimizing regulatory burden. Similarly, the former Acting Assistant 
Attorney General for DOJ’s Criminal Division has testified that law 
enforcement needs to be vigilant about the criminal misuse of virtual 
currency systems while recognizing that there are many legitimate users 
of those services. Balancing concerns about the illicit use of virtual 
currencies against the potential benefits of these technological 
innovations will likely be an ongoing challenge for federal agencies. 

 
However, the potential benefit hinges on access to the Internet, which 
these populations may not have, and may be offset by the lack of 
protections against losses noted previously. 

 
Federal financial regulators and law enforcement agencies have taken a 
number of actions related to the emergence of virtual currencies, 
including providing regulatory guidance, assessing anti-money-laundering 
compliance, and investigating crimes and violations that have been 
facilitated by the use of virtual currencies. However, interagency working 
groups addressing virtual currencies have not focused on consumer 
protection and have generally not included CFPB. 

 

                                                                                                                     
55Some industry observers have suggested that virtual currency system protocols may 
have applications beyond financial transactions. For example, just as the bitcoin protocol 
transfers and records ownership rights to currency, it could, in theory, be used to transfer 
and record ownership rights to stocks, among other things. 
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FinCEN has taken a number of actions in recent years to establish and 
clarify requirements for participants in virtual currency systems. For 
example, in July 2011, FinCEN finalized a rule that modified the 
definitions of certain money services businesses.56 Among other things, 
the rule states that persons who accept and transmit currency, funds, or 
“other value that substitutes for currency,” are considered to be money 
transmitters.57 Additionally, in March 2013, FinCEN issued guidance that 
clarified the applicability of BSA regulations to participants in certain 
virtual currency systems.58 The FinCEN guidance classified virtual 
currency exchangers and administrators as money services businesses 
and, more specifically, as money transmitters.59 The guidance also 
specified that virtual currency users are not money services businesses.60 
As a result, the guidance clarified that virtual currency exchangers and 
administrators must follow requirements to register with FinCEN as 
money transmitters; institute risk assessment procedures and anti-
money-laundering program control measures; and implement certain 
recordkeeping, reporting, and transaction monitoring requirements, 
unless an exception to these requirements applies.61

                                                                                                                     
56Bank Secrecy Act Regulations; Definitions and Other Regulations Relating to Money 
Services Businesses, 76 Fed. Reg. 43585 (July 21, 2011). 

 According to 
FinCEN officials, as of December 2013, approximately 40 virtual currency 
exchangers or administrators had registered with FinCEN. 

5731 C.F.R. § 1010.100(ff)(5)(i)(A). 
58FinCEN, Application of FinCEN’s Regulations to Persons Administering, Exchanging, or 
Using Virtual Currencies, FIN-2013-G001, March 18, 2013. This guidance addresses 
convertible virtual currency—that is, virtual currency which either has an equivalent value 
in real currency or acts as a substitute for real currency. 
59According to FinCEN, virtual currency exchangers and administrators with U.S. 
customers must comply with BSA requirements, such as instituting anti-money-laundering 
controls, even if they are based outside of the United States. 
60FinCEN’s guidance defines a virtual currency user as “a person who obtains convertible 
virtual currency and uses it to purchase real or virtual goods or services on the user’s own 
behalf.” Although a user is not considered to be a money transmitter, FinCEN warns that a 
user’s activities must still comply with other federal and state laws and regulations. 
61Most states also regulate money services businesses and some have taken steps to 
address virtual currencies. For example, New York is developing licensing and regulatory 
requirements specific to virtual currency exchanges and Texas has issued a 
memorandum describing how current licensing requirements apply to virtual currency 
exchanges. FinCEN coordinates with its state counterparts to encourage application of 
FinCEN’s guidance on virtual currencies as part of this process. 
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In 2014, in response to questions from industry stakeholders, FinCEN 
issued administrative rulings to clarify the types of participants to which 
the March 2013 guidance applies.62 In January 2014, FinCEN issued 
rulings stating that the way in which a virtual currency is obtained is not 
material, but the way in which a person or corporation uses the virtual 
currency is. As a result, the rulings specify that two kinds of users are not 
considered money transmitters subject to FinCEN’s regulations: miners 
who use and convert virtual currencies exclusively for their own purposes 
and companies that invest in virtual currencies exclusively as an 
investment for their own account.63 However, the rulings specify that 
these two kinds of users may no longer be exempt from FinCEN’s money 
transmitter requirements if they conduct their activities as a business 
service for others. The rulings also note that transfers of virtual currencies 
from these types of users to third parties should be closely scrutinized 
because they may constitute money transmission. In April 2014, FinCEN 
issued another administrative ruling, which states that companies that 
rent computer systems for mining virtual currencies are not considered 
money transmitters subject to FinCEN’s regulations.64

FinCEN has also taken additional steps to help ensure that companies 
required to register as money services businesses under FinCEN’s March 
2013 virtual currency guidance have done so. According to FinCEN 
officials, FinCEN has responded to letters from companies seeking 
clarification about their requirements. Also, officials told us that FinCEN 
has proactively informed other companies that they should register as 
money services businesses. 

 

 

                                                                                                                     
62FinCEN, Application of FinCEN’s Regulations to Virtual Currency Mining Operations, 
FIN-2014-R001, January 30, 2014, and FinCEN, Application of FinCEN’s Regulations to 
Virtual Currency Software Development and Certain Investment Activity, FIN-2014-R002, 
January 30, 2014. 
63For example, a company that purchases and sells virtual currencies whenever such 
purchases and sales make investment sense according to the company’s business plan is 
acting as a virtual currency user, not a virtual currency exchange.  
64FinCEN, Application of Money Services Business Regulations to the Rental of Computer 
Systems for Mining Virtual Currencies, FIN-2014-R007, April 29, 2014. 
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As part of their oversight activities, NCUA and SEC have addressed 
situations involving virtual currencies, and other federal financial 
regulators have had internal discussions regarding virtual currencies. 
NCUA has had two supervisory situations in which credit unions were 
involved with activity related to virtual currencies. These situations 
emerged after reviews of credit unions found that their anti-money-
laundering and antifraud measures needed to be revised in light of activity 
involving virtual currency exchanges. 

• In 2013, NCUA issued a preliminary warning letter to a federal credit 
union that provided account services to money services businesses 
that also served as bitcoin exchanges. The warning letter was based 
on various conditions that NCUA determined could undermine the 
credit union’s stability. For example, the credit union did not have 
adequate anti-money-laundering controls in place for its money 
services business accounts. Further, the letter stated that the credit 
union should not have served money services businesses that were 
not part of the credit union’s strategic plan, and that serving these 
businesses was not consistent with the credit union’s charter, which 
called for serving the local community. The warning letter required the 
credit union to immediately cease all transactions with these money 
services business accounts and establish an appropriate BSA and 
anti-money-laundering infrastructure. As a result, the credit union 
ceased such activity and strengthened its BSA and anti-money-
laundering compliance program. 

• In 2012, NCUA provided support to a state regulator’s review of a 
credit union’s commercial customer. The state regulator found that 
this commercial customer was a payment processor—that is, a 
payment network that allows any business or person to send, request, 
and accept money—that had customers that were bitcoin exchanges. 
According to NCUA, the state regulator worked with the credit union to 
ensure that its BSA compliance program was adequate to monitor and 
address the risks associated with payment processors that serve 
bitcoin exchanges. The state regulator also worked to ensure that the 
payment processor’s risk management practices included sufficient 
antifraud and anti-money-laundering measures. The payment 
processor subsequently suspended all accounts that served virtual 
currency exchanges. 

In addition, SEC has taken enforcement action against an individual and 
entity that are alleged to have defrauded investors through a bitcoin-
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denominated Ponzi scheme.65

• In July 2013, SEC charged an individual and his company, Bitcoin 
Savings and Trust, with offering and selling securities in violation of 
the antifraud and registration provisions of securities laws.

 The agency has also issued related 
investor alerts, has begun to review a registration statement from an 
entity that wants to offer virtual-currency-related securities, and is 
monitoring for potential securities law violations related to virtual 
currencies. 

66

• SEC’s Office of Investor Education and Advocacy has issued two 
investor alerts on virtual currencies.

  
Specifically, SEC alleges that the founder and operator defrauded 
investors through a bitcoin-denominated Ponzi scheme. The founder 
and operator allegedly promised investors up to 7 percent weekly 
interest. However, he allegedly used bitcoins from new investors to 
make purported interest payments and cover investor withdrawals on 
outstanding trust investments, diverted investors’ bitcoins for day 
trading in his personal account on a bitcoin currency exchange, and 
exchanged investors’ bitcoins for U.S. dollars to pay for personal 
expenses. SEC also alleges that Bitcoin Savings and Trust raised at 
least 700,000 bitcoins in investor funds, which amounted to more than 
$4.5 million based on the average price of bitcoin in 2011 and 2012 
when the investments were offered and sold. This case was still 
unresolved as of April 14, 2014. 

67 The first alert, issued in July 
2013, warned about fraudulent investment schemes that may involve 
bitcoin and other virtual currencies.68

                                                                                                                     
65A Ponzi scheme is a type of investment fraud that involves the payment of purported 
returns to existing investors from funds contributed by new investors. 

 The second alert, issued in May 

66Securities and Exchange Commission v. Shavers, No. 413-CV-416 (E.D. Texas Aug. 6, 
2013). 
67In addition, in March 2014, the Financial Industry Regulatory Authority, a self-regulatory 
organization for the securities industry, issued an investor alert about the risks of buying, 
using, and speculating in virtual currencies and the potential for related scams. See 
http://www.finra.org/Investors/ProtectYourself/InvestorAlerts/FraudsAndScams/P456458. 
Also, in April 2014, the North American Securities Administrators Association issued an 
investor advisory on virtual currencies, related investment risks, and the types of 
investments that might involve virtual currencies. See 
http://www.nasaa.org/30631/informed-investor-advisory-virtual-currency. 
68http://www.investor.gov/news-alerts/investor-alerts/investor-alert-ponzi-schemes-using-
virtual-currencies. 
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2014, addressed fraud and other investment risks related to virtual 
currencies.69

• SEC staff have begun to review a registration statement from a 
company that wants to conduct a public offering of virtual-currency-
related securities and has received notice of a company offering a 
private virtual-currency-related security, relying upon an exemption 
from registration. In July 2013, the Winklevoss Bitcoin Trust filed a 
registration statement for an initial public offering of its securities. The 
Trust is structured similarly to an exchange-traded fund and will hold 
bitcoins as its only assets.

 

70 The Trust filed amended registration 
statements in October 2013 and February 2014, but the registration 
statement remains pending as of April 14, 2014, meaning that the 
Trust is not yet permitted to sell its securities in a public offering. Also, 
in October 2013, Bitcoin Investment Trust, a bitcoin-denominated 
pooled investment fund affiliated with SecondMarket, Inc. and 
available only to accredited investors, filed a notice with SEC 
indicating that it had sold securities in an exempt offering in reliance 
on Rule 506(c) of the Securities Act.71 Rule 506(c) allows an issuer to 
raise an unlimited amount of money, but imposes restrictions on who 
can invest in the offering and requires the issuer to take reasonable 
steps to verify that those investing are accredited investors.72

• SEC staff are also monitoring the Internet and other sources, such as 
referrals from other agencies, for potential securities law violations 
involving bitcoin and other virtual currencies. 

 

                                                                                                                     
69http://www.investor.gov/news-alerts/investor-alerts/investor-alert-bitcoin-other-virtual-
currency-related-investments. 
70Exchange-traded funds are commonly structured as open-end investment companies 
and offer investors a proportionate share in a pool of stocks, bonds, and other assets. 
71Rule 506(c) is one of the exemptive rules under Regulation D that allow some 
businesses to offer and sell their securities without having to register the offer and sale of 
securities with SEC. Regulation D is designed to (1) simplify the previously existing rules 
and regulations, (2) eliminate any unnecessary restrictions that those rules and 
regulations place on small business issuers, and (3) achieve uniformity between state and 
federal exemptions to facilitate capital formation consistent with protecting investors. 
7217 C.F.R. § 230.506(c). Accredited investors include, among others, individuals whose 
net worth is more than $1 million (not including the value of their primary residence) or 
whose individual income exceeds at least $200,000 for the most recent 2 years (or joint 
income with a spouse exceeding $300,000 for those years) and a reasonable expectation 
of the same income level in the current year. It also includes certain types of entities, such 
as insurance companies, banks, and corporations with assets exceeding $5 million. 17 
C.F.R. § 230.501(a). 
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Further, all of the federal financial regulatory agencies we interviewed 
have had internal discussions on how virtual currencies work and what 
implications the emergence of virtual currencies might have for their 
responsibilities. While agencies generally told us that their conversations 
have been informal and ad hoc, some efforts have been more organized: 

• In 2013, the Federal Reserve took several steps to share information 
on virtual currencies among the Board of Governors and the 12 
Federal Reserve Banks. Among other things, the Board of Governors’ 
BSA and anti-money-laundering specialist conference included a 
session focused on FinCEN’s virtual currency guidance and recent 
law enforcement actions. The Board of Governors also circulated 
general information about virtual currencies within the Federal 
Reserve System to use in answering questions from media and the 
public about virtual currencies and federal financial regulatory actions 
to date. 

• In 2013, SEC formed an internal Digital Currency Working Group, 
which aims to foster information sharing internally and externally. 
According to SEC, the working group consists of approximately 50 
members from among SEC’s divisions and offices. 

• In 2012, FinCEN held three internal information-sharing events on 
virtual currencies. These events covered issues including how virtual 
currencies compare to traditional currencies and risks related to 
emerging payment systems such as virtual currencies. 

 
Law enforcement agencies have taken actions against parties involved in 
the illicit use of virtual currencies to facilitate crimes. These parties have 
included administrators and users of centralized virtual currency systems 
designed to facilitate money laundering or other crimes, parties who have 
used virtual currencies to buy or sell illicit goods and services online, and 
virtual currency exchanges and online payment processors operating 
without the proper licenses. 

• In 2013 and 2014, law enforcement agencies took actions against Silk 
Road, a black market website that allegedly accepted bitcoin as the 
sole payment method for the purchase of illegal goods and services. 
The website contained over 13,000 listings for controlled substances 
as well as listings for malicious software programs, pirated media 
content, fake passports, and computer hacking services (see fig.3). 
The FBI; Drug Enforcement Administration (DEA); IRS; ICE-HSI; the 
Bureau of Alcohol, Tobacco, Firearms, and Explosives; the Secret 
Service; the U.S. Marshals Service; and Treasury’s Office of Foreign 
Assets Control investigated the case together, along with officials from 
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New York as well as Australia, Iceland, Ireland, and France. In 
September and October 2013, law enforcement shut down the Silk 
Road website and seized approximately 174,000 bitcoins, which the 
FBI reported were worth approximately $34 million at the time of 
seizure.73

 

 In February 2014, DOJ indicted Silk Road’s alleged owner 
and operator on charges including narcotics conspiracy, engaging in a 
continuing criminal enterprise, conspiracy to commit computer 
hacking, and money laundering conspiracy. 

• In May 2013, law enforcement agencies seized the accounts of a 
U.S.-based subsidiary of Mt. Gox, a now-defunct Tokyo-based virtual 
currency exchange with users from multiple countries including the 
United States, on the basis that the subsidiary was operating as an 
unlicensed money services business. The seizure included U.S. bank 
accounts of Mt. Gox that were held by a private bank and Dwolla, an 
online payment processor that allegedly allowed users to buy and sell 
bitcoins on Mt. Gox. According to ICE-HSI, Mt. Gox had moved funds 
into numerous online black markets, the bulk of which were 
associated with the illicit purchase of drugs, firearms, and child 
pornography. At the direction of the U.S. Attorney’s office, ICE-HSI 
ordered Dwolla to stop all payments to Mt. Gox and seized $5.1 
million from the Mt. Gox subsidiary’s U.S. accounts. 
 

• Also in May 2013, law enforcement agencies shut down Liberty 
Reserve, a centralized virtual currency system that was allegedly 
designed and frequently used to facilitate money laundering and had 
its own virtual currency. Secret Service, ICE-HSI, and IRS 
investigated the case together, along with officials from 16 other 
countries. To shut down the site, FinCEN identified Liberty Reserve as 
a financial institution of primary money laundering concern under 
section 311 of the USA PATRIOT Act, effectively cutting it off from the 
U.S. financial system.74

                                                                                                                     
73As of March 31, 2014, these bitcoins were worth about $80 million, according to bitcoin 
prices from 

 DOJ then charged Liberty Reserve with 
operating an unlicensed money transmission business and with 
money laundering for facilitating the movement of more than $6 billion 

https://www.coindesk.com.  
7431 U.S.C. § 5318A. Section 311 of the USA PATRIOT Act grants the Secretary of the 
Treasury the authority, upon finding that reasonable grounds exist for concluding that a 
foreign jurisdiction, institution, class of transaction, or type of account is of “primary money 
laundering concern,” to require domestic financial institutions and financial agencies to 
take certain “special measures” to address the primary money laundering concern. 
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in illicit proceeds.75

 

 As of April 2014, this investigation had produced 
$40 million in seizures and had resulted in the arrests of five 
individuals. 

• In April 2013, law enforcement agencies filed a civil asset forfeiture 
complaint against Tcash Ads Inc., an online payment processor that 
allegedly enabled users to make purchases anonymously from virtual 
currency exchanges, with operating an unlicensed money services 
business. Additionally, law enforcement agencies seized the bank 
accounts of Tcash Ads Inc. The Secret Service worked on the case 
with FinCEN and DOJ’s Asset Forfeiture and Money Laundering 
Section. 
 

• From October 2010 through November 2012, law enforcement 
agencies convicted three organizers of a worldwide conspiracy to use 
a network of virus-controlled computers that deployed e-mail spam 
designed to manipulate stock prices. The organizers paid the 
spammers $1.4 million for their illegal services via the centralized 
virtual currency e-Gold and wire transfers. Charges included 
conspiring to further securities fraud using spam, conspiring to 
transmit spam through unauthorized access to computers, and four 
counts of transmission of spam by unauthorized computers. 

                                                                                                                     
75This case is being prosecuted jointly by the DOJ Criminal Division’s Asset Forfeiture and 
Money Laundering Section and the U.S. Attorney’s Office for the Southern District of New 
York. 
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Figure 3: Screen Shot of the Silk Road Website 

 
 

Law enforcement agencies have also taken other actions to help support 
investigations involving the illicit use of virtual currencies, including the 
following examples. 

• The FBI has produced numerous criminal intelligence products 
addressing virtual currencies. These intelligence products have 
generally focused on cases involving the illicit use of virtual 
currencies, ways in which virtual currencies have been or could be 
used to facilitate crimes, and the related challenges for law 
enforcement. The FBI shares these products with foreign, state, and 
local law enforcement partners as appropriate. 
 

• Through standing bilateral agreements governing the exchange of law 
enforcement information, ICE-HSI is arranging meetings with various 
international partners to exchange intelligence and garner operational 
support on virtual currency issues. 
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• ICE-HSI also developed the Illicit Digital Economy Program, which 
aims to target the use of virtual currencies for money-laundering 
purposes by defining and organizing the primary facets of the digital 
economy, building internal capacity, training and developing agents 
and analysts, engaging other agencies, and promoting public-private 
partnerships. 

 
Federal agency efforts to collaborate on virtual currency issues have 
involved creating a working group specifically focused on virtual currency, 
leveraging existing interagency mechanisms, and sharing information 
through informal interagency channels. For example, in 2012, the FBI 
formed the Virtual Currency Emerging Threats Working Group (VCET), 
an interagency working group that includes other DOJ components, 
FinCEN, ICE-HSI, SEC, Secret Service, Treasury, and other relevant 
federal partners. The purpose of VCET is to leverage members’ expertise 
to address new virtual currency trends, address potential implications for 
law enforcement and the U.S. intelligence community, and mitigate the 
cross-programmatic threats arising from illicit actors’ use of virtual 
currency systems. The VCET meets about once every 3 months. 

Federal agencies have also begun to discuss virtual currency issues in 
existing interagency working groups that address broader topics such as 
money laundering, electronic crimes, and the digital economy, as follows: 

• The BSA Advisory Group—which is chaired by FinCEN and includes 
the prudential banking regulators, Treasury, federal and state law 
enforcement and regulatory agencies, and industry representatives—
has addressed virtual currency issues in a number of ways. In May 
2013, FinCEN provided a briefing on bitcoin, and in December 2013 
three stakeholders from the virtual currency industry gave 
presentations on their business models and regulatory challenges. In 
addition, the BSA Advisory Group invited a representative of the 
virtual currency industry to join the group in 2014. 

• The Federal Financial Institutions Examination Council (FFIEC) Bank 
Secrecy Act/Anti-Money-Laundering Working Group—which is 
currently chaired by OCC and includes the prudential banking 
regulators and CFPB—is in the process of revising the current (2010) 
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FFIEC BSA/Anti-Money Laundering Examination Manual.76

 

 The 
revisions related to virtual currencies may include information on 
FinCEN’s March 2013 guidance and regulatory expectations that 
depository institutions should undertake a risk assessment with a 
particular focus on the money laundering risks posed by new products 
and services. 

• The Secret Service-sponsored Electronic Crimes Task Forces (ECTF) 
includes 35 Secret Service field offices; federal law enforcement 
agencies such as ICE-HSI; and members of the private sector, 
academia, and state and local law enforcement.77

 

 This group’s 
mission is to prevent, detect, and investigate electronic crimes, 
including those involving virtual currency. This group has conducted 
computer forensics and other investigative activity on various virtual 
currencies and made arrests of individuals who have used virtual 
currencies as part of their criminal activities. This group has also held 
quarterly meetings on virtual currencies to discuss legal and 
regulatory issues and trends in crimes involving virtual currencies. 

• The Digital Economy Task Force was established in 2013 by 
Thomson Reuters (a multinational media and information firm) and the 
International Centre for Missing & Exploited Children.78

                                                                                                                     
76FFIEC is a formal interagency body empowered to prescribe uniform principles, 
standards, and report forms for the federal examination of financial institutions by the 
Federal Reserve, FDIC, NCUA, OCC, and CFPB, and to make recommendations to 
promote uniformity in the supervision of financial institutions.  

 This task force 
includes members from both the public and private sectors. Task 
force members from the federal government include representatives 
from the FBI, ICE-HSI, Secret Service, the Department of State, and 
the United States Agency for International Development. This group 
published a report in March 2014 on the benefits and challenges of 

77The Secret Service was mandated by the USA PATRIOT Act to establish a nationwide 
network of Electronic Crimes Task Forces. Pub. L. 107-56, § 105, 115 Stat 272, 277 
(2001) (codified at 18 U.S.C. § 3056 note). The goal of the network is to bring together 
federal, state, and local law enforcement, as well as prosecutors, private industry, and 
academia to prevent, detect, and investigate various forms of electronic crime.  
78The International Centre for Missing & Exploited Children is a nonprofit corporation that 
leads a movement to protect children from sexual exploitation and abduction. The Centre 
is involved in virtual currency issues because of connections between digital technologies 
that facilitate anonymity and commercial child pornography, sexual exploitation, and sex 
trafficking. 
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the digital economy.79

A number of other existing interagency working groups have discussed or 
addressed virtual currency issues to some extent. See appendix II for 
more information on these groups. 

 Among other things, the report recommended 
continuing private and public research into the digital economy and 
illegal activities, investing in law enforcement training, rethinking 
investigative techniques, fostering cooperation between agencies, and 
promoting a national and global dialogue on policy related to virtual 
currencies. 

Federal agencies have also started to collaborate outside of these 
working groups to help improve their knowledge of issues related to the 
emergence of virtual currencies and share pertinent information with 
various agencies. 

• FinCEN and SEC have hosted meetings with industry representatives 
and consultants to discuss how virtual currency systems such as 
bitcoin and Ripple work and what legal, regulatory, technology, and 
law enforcement issues they present. These agencies have invited 
officials from other federal agencies to these sessions. 

• FinCEN consulted with financial regulators and law enforcement 
agencies as it was formulating its March 2013 guidance on virtual 
currencies. These agencies included CFPB, CFTC, DEA, FBI, ICE-
HSI, IRS, the prudential banking regulators, SEC, and the Secret 
Service. 

• SEC notified CFTC of its review of the Winklevoss Bitcoin Trust 
registration statement. 

• FinCEN issued a Networking Bulletin on cryptocurrencies in March 
2013 to provide details to law enforcement agencies and assist them 
in following money moving between virtual currency channels and the 
traditional U.S. financial system. Among other things, the bulletin 
addressed the role of entities that facilitate the purchase and 
exchange of virtual currencies and the types of records these entities 
maintain that could be useful to investigative officials. Also, the 
Networking Bulletin elicited information from its recipients, which in 
turn helped FinCEN issue additional analytical products of a tactical 
nature to inform law enforcement operations. FinCEN has also shared 

                                                                                                                     
79Digital Economy Task Force, The Digital Economy: Potential, Perils, and Promises 
(March 2014). 
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this information with several regulatory and foreign financial 
intelligence unit partners. 

• CFPB officials said they had recently conferred on virtual currency 
issues with a number of domestic and international regulators, 
including the Federal Reserve Bank of San Francisco, the Federal 
Trade Commission, NCUA, OCC, Treasury, New York State’s 
Department of Financial Services, and the European Banking 
Authority. In addition, the officials said they had met with industry 
participants on these issues and conferred with interested academic 
and consumer group stakeholders, as well as law firms, 
consultancies, and industry associations. 

Although there are numerous interagency collaborative efforts that have 
addressed virtual currency issues in some manner, interagency working 
groups have not focused on consumer protection issues. Rather, as 
previously discussed, these efforts have focused on BSA and anti-money-
laundering controls and investigations of crimes in which virtual 
currencies have been used. In addition, CFPB’s involvement in 
interagency working groups that address virtual currencies has been 
limited. GAO’s key practices on collaboration state that it is important to 
include relevant participants in interagency collaborative efforts in order to 
ensure, among other things, that these participants contribute knowledge, 
skills, and abilities to the outcomes of the effort.80 In addition, these key 
practices state that once an interagency group has been established, it is 
important to reach out to potential participants who may have a shared 
interest in order to ensure that opportunities for achieving outcomes are 
not missed.81 CFPB might be a relevant participant in a broader set of 
collaborative efforts on virtual currencies because virtual currency 
systems provide a new way of making financial transactions, and CFPB’s 
responsibilities include ensuring that consumers have timely and 
understandable information to make responsible decisions about financial 
transactions.82

                                                                                                                     
80GAO, Managing for Results: Key Considerations for Implementing Interagency 
Collaborative Mechanisms, 

 Further, CFPB’s strategic goals include helping consumers 

GAO-12-1022 (Washington, D.C.: Sept. 27, 2012). 
81GAO, Managing for Results: Implementation Approaches Used to Enhance 
Collaboration in Interagency Groups, GAO-14-220 (Washington, D.C.: Feb. 14, 2014). 
82CFPB (via the Office of Financial Education) is responsible for educating and 
empowering consumers to make better-informed financial decisions. Pub. L. No. 111-203, 
§ 1013(d), 124 Stat. 1376, 1970 (2010). 
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understand the costs, risks, and tradeoffs of financial decisions and 
surfacing financial trends and emergent risks relevant to consumers. 

Although interagency working groups addressing virtual currencies have 
not focused on consumer protection issues, recent events have 
highlighted the risks individuals face in buying and holding these 
currencies. For example, notable examples of bitcoin thefts by computer 
hackers have occurred in the past few years, including the theft of more 
than 35,000 bitcoins from a virtual wallet provider in April 2013 and 
24,000 bitcoins from a bitcoin exchange in September 2012.83 More 
recently, in February 2014, Mt. Gox filed for bankruptcy, stating that a 
security breach resulted in the loss of 850,000 bitcoins, the vast majority 
of which belonged to its customers. These bitcoins were worth more than 
$460 million when Mt. Gox filed for bankruptcy.84

Certain parties have taken actions to inform consumers about the 
potential risks associated with virtual currencies, but these actions have 
occurred outside of federal interagency efforts and have not included 
CFPB. In April 2014, the Conference of State Bank Supervisors and the 
North American Securities Administrators Association issued joint model 
consumer guidance to assist state regulatory agencies in educating 
consumers about virtual currencies and the risks of purchasing, 
exchanging, and investing in virtual currencies.

 Mt. Gox subsequently 
reported that it had found 200,000 of these bitcoins in an unused virtual 
wallet. 

85 Additionally, from 
February through April 2014, a number of states issued consumer alerts 
about virtual currencies.86

                                                                                                                     
83Congressional Research Service, Bitcoin: Questions, Answers, and Analysis of Legal 
Issues (Washington, D.C.: Dec. 20, 2013). 

 On the international front, the European 

84Data from Coindesk.com. These bitcoins were worth approximately $390 million as of 
March 31, 2014. https://www.coindesk.com. 
85For the Conference of State Bank Supervisors and the North American Securities 
Administrators Association joint model consumer guidance, see 
http://www.csbs.org/legislative/testimony/Documents/ModelConsumerGuidance--
Virtual%20Currencies.pdf. 
86These states include Alabama, California, Florida, Hawaii, Maryland, Massachusetts, 
Nevada, Washington, and Wisconsin. 
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Banking Authority issued a warning to consumers in December 2013 
about the risks involved in buying or holding virtual currencies.87

Federal interagency working groups addressing virtual currency issues 
have not focused on consumer protection, and CFPB has generally not 
participated in these groups, for a number of potential reasons. For 
example, the extent to which individuals using virtual currencies are 
speculative investors or ordinary consumers is unclear, and CFPB has 
received few consumer complaints about these currencies.

 

88

 

 In addition, 
incidents involving the use of virtual currencies for illicit purposes have 
made money laundering and other law enforcement issues primary 
concerns, and existing interagency working groups are primarily 
composed of agencies that share responsibilities for these matters. 
However, emerging consumer risks indicate that interagency collaborative 
efforts may need to place greater emphasis on consumer protection 
issues in order to address the full range of challenges posed by virtual 
currencies. Additionally, without CFPB’s participation, interagency 
working groups are not fully leveraging the expertise of the lead 
consumer financial protection agency, and CFPB may not be receiving 
information that it could use to assess the risks that virtual currencies 
pose to consumers. 

Bitcoin and other virtual currencies are technological innovations that 
provide users with certain benefits but also pose a number of risks. 
Because virtual currencies touch on the responsibilities of multiple federal 
agencies, addressing these risks will require effective interagency 
collaboration. Thus far, interagency efforts have had a law enforcement 
focus, reflecting the attractiveness of virtual currencies to those who may 
want to launder money or purchase black market items. If virtual 
currencies become more widely used, other types of regulatory and 
enforcement issues may come to the forefront. For example, recent 
events suggest that consumer protection is an emerging risk, as 

                                                                                                                     
87European Banking Authority, Warning to Consumers on Virtual Currencies, 
EBA/WRG/2013/01, Dec. 12, 2013. See http://www.eba.europa.eu/-/eba-warns-
consumers-on-virtual-currencies. 
88CFPB’s complaint intake system is not specifically geared towards virtual currency 
complaints. However, in February 2014, CFPB ran a query of its Consumer Complaint 
Database to determine the number of complaints that had mentioned virtual currency or 
bitcoin and found that only 14 out of about 290,000 complaints met that condition. 

Conclusions 
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evidenced by the loss or theft of bitcoins from exchanges and virtual 
wallet providers and consumer warnings issued by nonfederal and non-
U.S. entities. However, federal interagency working groups addressing 
virtual currencies have thus far not emphasized consumer-protection 
issues, and participation by the federal government’s lead consumer 
financial protection agency, CFPB, has been limited. Therefore, these 
efforts may not be consistent with key practices that can benefit 
interagency collaboration, such as including all relevant participants to 
ensure that their knowledge, skills, and abilities contribute to the 
outcomes of the effort. As a result, future interagency efforts may not be 
in a position to address consumer risks associated with virtual currencies 
in the most timely and effective manner. 

 
To help ensure that federal interagency collaboration on virtual currencies 
addresses emerging consumer protection issues, we recommend that the 
Director of CFPB (1) identify which interagency working groups could help 
CFPB maintain awareness of these issues or would benefit from CFPB’s 
participation; and (2) decide, in coordination with the agencies already 
participating in these efforts, which ones CFPB should participate in. 

 
We provided a draft of this report to CFPB, CFTC, DOJ, DHS, FDIC, the 
Federal Reserve, NCUA, OCC, SEC, and Treasury for review and 
comment. CFPB and NCUA provided written comments, which are 
reprinted in appendixes III and IV. In addition, CFPB, CFTC, DHS, DOJ, 
the Federal Reserve, NCUA, OCC, SEC, and Treasury provided technical 
comments, which we incorporated into the report where appropriate. 
 
In its letter, CFPB concurred with our recommendation to identify and 
participate in pertinent interagency working groups addressing virtual 
currencies. CFPB stated that, to date, these groups have primarily 
focused on BSA concerns, anti-money-laundering controls, and the 
investigation of crimes involving virtual currencies. CFPB said that, as a 
result, its participation in these working groups has been limited. CFPB 
also stated that as consumer protection concerns have increased in 
recent months, its own work on virtual currencies and the work of other 
financial regulators in this area could benefit from a collaborative 
approach.  
 
In its letter, NCUA said that the report provides a clear discussion of the 
risks related to virtual currencies as well as a survey of current efforts in 
the regulatory community to address the related policy issues. NCUA also 

Recommendation for 
Executive Action 

Agency Comments 
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expressed support for increasing emphasis on consumer protection 
issues pertaining to virtual currencies. 
 
As agreed with your offices, unless you publicly announce the contents of 
this report earlier, we plan no further distribution until 30 days from the 
report date. At that time, we will send copies of this report to CFPB, 
CFTC, DOJ, DHS, FDIC, the Federal Reserve, NCUA, OCC, SEC, 
Treasury, interested congressional committees and members, and others. 
This report will also be available at no charge on our website at 
http://www.gao.gov. 

If you or your staff have any questions concerning this report, please 
contact me at (202) 512-8678 or evansl@gao.gov. Contact points for our 
Offices of Congressional Relations and Public Affairs may be found on 
the last page of this report. GAO staff who made major contributions to 
this report are listed in appendix V. 

 
Lawrance L. Evans, Jr. 
Director, Financial Markets and Community Investment 
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This appendix shows how bitcoins enter into circulation through “mining,” 
how transactions are conducted, and how miners verify transactions (see 
fig. 4). 

Figure 4: How Bitcoins Enter into Circulation and Are Used in Transactions 
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In this appendix, we present some of the interagency working groups 
(including task forces and other interagency collaborative bodies) that 
have discussed virtual currency issues, and in some cases, taken specific 
actions. This list is based on information we obtained from the federal 
financial regulatory and law enforcement agencies we met with and is not 
intended to be an exhaustive list. 

Table 1: Interagency Working Groups that Have Addressed Virtual Currency Issues, as of April 2014 

Working group Participating agencies Mission and goals 
Ways in which group addressed virtual 
currencies 

Bank Secrecy Act 
Advisory Group 
(BSAAG) 

FinCEN (lead); CFTC; DEA; 
DOJ Criminal Division; FBI; 
FDIC; Federal Reserve; ICE-
HSI; IRS; NCUA; OCC; Office 
of National Drug Control 
Policy; SEC; Secret Service; 
and U.S. Postal Service; as 
well as representatives of 
financial institutions; trade 
groups; self-regulatory 
organizations; and state 
regulatory agencies. 

This public-private group 
serves as a means by which 
the Secretary of the 
Treasury receives advice on 
the manner in which 
reporting requirements in 
BSA should be modified to 
enhance the ability of law 
enforcement agencies to use 
the information. It also 
informs private sector 
representatives of law 
enforcement’s uses of BSA 
reports provided by financial 
institutions. 

Meetings have covered issues related to 
virtual currencies: 
• The May 2013 meeting included a 

briefing on the bitcoin virtual currency 
system. 

• The December 2013 meeting included a 
panel of virtual currency industry 
representatives who discussed business 
models and regulatory compliance 
challenges. 

• In April 2014, a meeting of the BSAAG 
Illicit Finance Committee included a 
presentation on vulnerabilities and 
challenges related to virtual currencies, 
as well as opportunities to enhance 
collective anti-money-laundering efforts 
and information sharing. 

In addition, BSAAG invited a representative of 
the virtual currency industry to join the group 
in 2014. 

Digital Economy Task 
Force 

Thomson Reuters and the 
International Centre for 
Missing & Exploited Children 
(lead); FBI; ICE-HSI; Secret 
Service; Department of State; 
and United States Agency for 
International Development 
(USAID); as well as members 
of the private sector and 
academia. 

This group’s mission is to 
educate the public, work 
collaboratively across 
stakeholder groups, and 
balance the convenience of 
the digital currencies with 
controls to combat illegal 
activity.  

Created in September 2013, this task force 
has formed working groups on such issues as 
safeguarding human rights; regulation; 
interagency coordination; and law 
enforcement. In March 2014, the task force 
published a report on the benefits and 
challenges of the digital economy.a Among 
other things, the report recommended private 
and public sector efforts to continue research 
into the digital economy and illegal activities; 
investing in law enforcement training; 
rethinking investigative techniques; fostering 
cooperation between agencies; and 
promoting a national and global dialogue on 
policy. 
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Working group Participating agencies Mission and goals 
Ways in which group addressed virtual 
currencies 

Electronic Crimes Task 
Forces (ECTF) and 
Working Groups 

35 Secret Service field offices 
(lead) and federal law 
enforcement agencies such 
as ICE-HSI, as well as 
members of the private 
sector, academia, and state 
and local law enforcement. 

The mission of these groups 
is to prevent, detect, and 
investigate various forms of 
electronic crime, including 
potential terrorist attacks 
against critical infrastructure 
and financial payment 
systems.  

ECTFs address issues concerning virtual 
currencies as one of a variety of subjects 
related to the investigations into electronic 
crime. Specifically, ECTFs have: 
• conducted computer forensics and other 

investigative activity concerning various 
virtual currencies; 

• made arrests of individuals who have 
used virtual currencies as part of their 
criminal activities; and 

• discussed virtual currencies at quarterly 
meetings, covering topics such as types 
of virtual currencies and related legal and 
regulatory issues, trends in criminal uses, 
and methods for conducting 
investigations. 

Federal Financial 
Institutions 
Examination Council 
(FFIEC) BSA/Anti-
Money-Laundering 
Working Groupb 

OCC (rotating chair), CFPB; 
FDIC; Federal Reserve; 
NCUA; and the State Liaison 
Committee are voting 
members.c  

FFIEC prescribes uniform 
principles, standards, and 
report forms for the federal 
examination of financial 
institutions by the prudential 
banking regulators—FDIC, 
Federal Reserve, NCUA, 
and OCC—and makes 
recommendations to 
promote uniformity in the 
supervision of financial 
institutions. 
Within this context, the 
FFIEC BSA/Anti-Money-
Laundering Working Group’s 
mission is to enhance 
coordination of BSA/anti-
money-laundering training, 
guidance, and policy. 

The BSA/Anti-Money-Laundering Working 
Group is leading the revision of the current 
(2010) FFIEC BSA/Anti-Money Laundering 
Examination Manual. Revisions related to 
virtual currencies may include information on 
FinCEN’s March 2013 guidance; a brief note 
describing Internet-based electronic cash, 
which includes virtual currency; and 
regulatory expectations that banks should 
undertake a risk assessment with a particular 
focus on the money-laundering risks posed 
by new products, services, and technologies. 
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Working group Participating agencies Mission and goals 
Ways in which group addressed virtual 
currencies 

Financial Action Task 
Force (FATF) 

FATF is an international 
intergovernmental 
organization with 36 member 
countries, including the U.S. 
Treasury as the lead agency 
of the U.S. delegation. Other 
U.S. delegation participants 
include DOJ’s Asset 
Forfeiture and Money 
Laundering Section; DHS 
(including ICE-HSI); SEC; 
IRS; and the Department of 
State. 

This group sets standards 
and promotes effective 
implementation of legal, 
regulatory, and operational 
measures for combating 
money laundering, and the 
financing of terrorism and 
proliferation. 

• In February 2014, FATF developed a 
discussion paper on virtual currencies, 
which described virtual currency 
systems, participants, and some of the 
major virtual currencies such as bitcoin, 
and proposed a common set of terms 
and conceptual framework for analyzing 
virtual currencies. The paper also 
discussed the potential legitimate uses of 
virtual currencies, the risks these 
currencies may pose, and the different 
regulatory approaches countries are 
taking to address virtual currencies. The 
U.S. delegation prepared the paper 
together with delegations from Australia, 
Canada, Russia, and the United 
Kingdom. As of April 2014, the 
discussion paper was not yet public. 

• In March 2014, FATF included a 
discussion of virtual currencies as part of 
the Private Sector Consultative Forum, 
which included experts on virtual 
currencies. The group discussed how 
virtual currencies and their exchangers 
operate; the associated money 
laundering and terrorist financing risks; 
what measures countries and financial 
institutions are taking to assess and 
mitigate those risks; and what regulatory 
approaches are currently being taken. 
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Working group Participating agencies Mission and goals 
Ways in which group addressed virtual 
currencies 

Interagency Bank 
Fraud Enforcement 
Working Group  

DOJ (Criminal Division lead, 
as well as the Asset 
Forfeiture and Money 
Laundering Section, 
Executive Office for U.S. 
Attorneys, Executive Office 
for U.S. Trustees, and FBI); 
CFPB; CFTC; Department of 
Housing and Urban 
Development; DHS (ICE-HSI 
and Secret Service); Export-
Import Bank; Farm Credit 
Administration; FDIC; Federal 
Housing Finance Agency; 
Federal Reserve; IRS; NCUA; 
OCC; SEC; Treasury (Bureau 
of Public Debt, FinCEN, 
Office of Inspector General, 
Office of General Counsel, 
Office of Critical Infrastructure 
Protection, Office of Financial 
Stability, and Special 
Inspector General for the 
Troubled Asset Relief 
Program); U.S. Postal 
Inspection Service; and the 
District of Columbia 
Department of Insurance, 
Securities, and Banking.  

This group’s mission is to 
share information on 
significant trends, 
developments, and other 
issues in financial institution 
fraud and, as appropriate, 
identify and carry out 
projects of common interest 
to the working group’s 
members. 

The working group has occasionally 
discussed virtual currencies in the past year. 
Discussions to date have aimed to educate 
and inform members about virtual currencies. 
Planned activities include a presentation on 
the IRS notice addressing the status of virtual 
currencies under federal tax law. 
Within the Interagency Bank Fraud Working 
Group, the Payments Fraud Working Group 
has also addressed virtual currencies. The 
June 2013 meeting included presentations on 
e-Gold, the Liberty Reserve indictment, and 
FinCEN’s guidance on how BSA regulations 
apply to participants in certain virtual currency 
systems. 
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Working group Participating agencies Mission and goals 
Ways in which group addressed virtual 
currencies 

International 
Organized Crime 
Intelligence and 
Operations Center 
(IOC-2) 

DOJ (lead, including the 
Bureau of Alcohol, Firearms 
and Explosives; Criminal 
Division, DEA, and FBI); DHS 
(ICE-HSI and Secret Service); 
IRS-Criminal Investigation; 
Department of Labor (Office 
of Inspector General); 
Department of State (Bureau 
of Diplomatic Security); and 
U.S. Postal Inspection 
Service. 

This group’s mission is to 
significantly disrupt and 
dismantle transnational 
criminal organizations 
posing the greatest threat to 
the United States. The group 
does so by (1) deconflicting 
and analyzing transnational 
organized crime information 
and intelligence; (2) 
disseminating information 
and intelligence to support 
law enforcement operations, 
investigations, prosecutions, 
and forfeiture proceedings; 
and (3) coordinating 
jurisdictional and 
multiagency operations, 
investigations and 
prosecutions. 

IOC-2 supports member-agency 
investigations of both virtual currency 
administrators that are suspected of violating 
U.S. law and individuals who are suspected 
of using virtual currencies to commit crimes. 
Specifically, IOC-2 assists its member 
agencies by: 
• sharing investigative details that will 

serve to deconflict current investigative 
and prosecutorial targets; 

• identifying current trends in the illicit use 
of virtual currencies; 

• sharing best practices in developing 
investigative and prosecutorial strategies; 

• discussing investigative challenges and 
solutions; 

• identifying tools, points of contact, and 
other areas of interest that offer 
assistance and serve as force multipliers 
in supporting virtual currency 
investigations and prosecutions; and 

• creating cross-agency relationships for 
future cooperation and coordination on 
virtual currency issues, investigations, 
and prosecutions. 
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Working group Participating agencies Mission and goals 
Ways in which group addressed virtual 
currencies 

Terrorist Finance 
Working Group’s New 
Payments Systems Ad 
Hoc Working Group 

Department of State (lead, 
including the Bureaus of 
Economic and Business 
Affairs, Counterterrorism, and 
International Narcotics and 
Law Enforcement Affairs); 
Department of Defense; DOJ 
(Asset Forfeiture and Money 
Laundering Section; Criminal 
Division; DEA; FBI; National 
Security Division; and Office 
of Overseas Prosecutorial 
Development, Assistance and 
Training); FDIC; Federal 
Trade Commission; ICE-HSI; 
IRS-Criminal Investigation; 
Treasury (FinCEN, Office of 
Terrorism and Financial 
Intelligence, and Office of 
Technical Assistance), and 
USAID. 
 

The larger working group’s 
mission is to coordinate 
counter-terrorism-financing 
and anti-money-laundering 
training and technical 
assistance programs to 
countries deemed most 
vulnerable to terrorist 
financing. 
Within this context, the New 
Payments Ad Hoc Working 
Group’s mission is two-fold: 
(1) to help ensure that 
foreign partners providing 
assistance and capacity 
building have a baseline 
understanding of new 
payment systems and the 
counter-terrorism-financing 
and anti-money-laundering 
risks and vulnerabilities that 
they may pose, and (2) to 
collaborate with other federal 
agencies and appropriate 
public and private sector 
entities to develop training 
and technical assistance 
programs in line with 
international standards set 
by groups such as FATF. 

The New Payments Ad Hoc Working Group, 
which formed in 2013 and meets every two to 
three months, has addressed the use of 
virtual currencies at several meetings. Topics 
have included: 
• briefings on virtual currencies, how they 

operate, and risks; 
• the set of common virtual currency 

vocabulary terms proposed in the FATF’s 
discussion paper on virtual currencies; 

• trainings that ad hoc working group 
participants plan to offer through 2015 on 
counter-terrorism-financing and anti-
money-laundering risks associated with 
virtual currencies. 

• workshops that the Department of State, 
USAID, and other ad hoc working group 
participants offered in 2013 and 2014 on 
new payment systems—including virtual 
currencies—to foreign partners in the 
East Africa, Southeast Asia, Latin 
America, and the Caribbean. 

• the ways in which other interagency 
collaborative groups—such as the 
Egmont Group, which is composed of 
FinCEN and financial intelligence units 
from other countries—are addressing 
virtual currencies. 

Virtual Currencies 
Emerging Threats 
Working Group 

DOJ (FBI lead and other DOJ 
components); FinCEN; ICE-
HSI; SEC; Treasury; Secret 
Service; and other relevant 
federal partners. 

To address the illicit use of 
virtual currencies.  

This group leverages members’ expertise to 
address new virtual currency trends, address 
potential implications for law enforcement and 
the U.S. intelligence community, and mitigate 
the cross-programmatic threats arising from 
illicit actors’ use of virtual currency systems. 

Source: GAO analysis of agency interviews and documents, as well as websites of interagency collaborative efforts. 
aDigital Economy Task Force, The Digital Economy: Potential, Perils, and Promises (Mar. 2014). 
bFDIC, the Federal Reserve, and NCUA told us that the FFIEC Taskforce on Supervision, and the 
Taskforce’s Information Technology Subgroup, have also discussed virtual currencies. 
cThe FFIEC State Liaison Committee includes representatives from the Conference of State Bank 
Supervisors, the American Council of State Savings Supervisors, and the National Association of 
State Credit Union Supervisors. Other FFIEC BSA/Anti-Money-Laundering Working Group non-voting 
members include CFTC; FinCEN; IRS; SEC; Treasury’s Office of Foreign Assets Control; and 
Treasury’s Office of Terrorist Financing and Financial Crimes.
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A B S T R A C T

Bitcoin introduced delegation of control over a monetary system from a select few to all who
participate in that system. This delegation is known as the decentralization of controlling power
and is a powerful security mechanism for the ecosystem. After the introduction of Bitcoin, the
field of cryptocurrency has seen widespread attention from industry and academia, so much so
that the original novel contribution of Bitcoin, i.e., decentralization, may be overlooked, due
to decentralizations’ assumed fundamental existence for the functioning of such crypto-assets.
However, recent studies have observed a trend of increased centralization in cryptocurrencies
such as Bitcoin and Ethereum. As this increased centralization has an impact the security
of the blockchain, it is crucial that it is measured, towards adequate control. This research
derives an initial taxonomy of centralization present in decentralized blockchains through
rigorous synthesis using a systematic literature review. This is followed by iterative refinement
through expert interviews. We systematically analyzed 89 research papers published between
2009 and 2019. Our study contributes to the existing body of knowledge by highlighting the
multiple definitions and measurements of centralization in the literature. We identify different
aspects of centralization and propose an encompassing taxonomy of centralization concerns.
This taxonomy is based on empirically observable and measurable characteristics. It consists
of 13 aspects of centralization, classified over six architectural layers: Governance, Network,
Consensus, Incentive, Operational, and Application. We also discuss how the implications of
centralization can vary depending on the aspects studied. We believe that this review and
taxonomy provides a comprehensive overview of centralization in decentralized blockchains
involving various conceptualizations and measures.

1. Introduction

Since the introduction of Bitcoin in 2009, blockchain technology has seen a proliferation of scholarly articles investigating the
potential and limitations of the technology (Androulaki et al., 2018; Beck, Avital, Rossi, & Thatcher, 2017; Beck, Müller-Bloch, &
King, 2018; Davidson, De Filippi, & Potts, 2016; He, Yu, Zhang, & Bao, 2017; Mattila, 2016; Walport, 2016; Wüst & Gervais, 2018;
Yli-Huumo, Ko, Choi, Park, & Smolander, 2016; Zheng, Xie, Dai, Chen, & Wang, 2017). Control over the system is a focal point in a
significant proportion of these studies, as this either enhances or restricts the usability of blockchain in a wider information system
context (Alzahrani & Bulusu, 2018; Azouvi, Maller, & Meiklejohn, 2018; Baliga, 2017; Beck et al., 2017; Beikverdi & Song, 2015;
Cong, He, & Li, 2019; Gencer, Basu, Eyal, Van Renesse, & Sirer, 2018; Gervais, Karame, Capkun, & Capkun, 2014; Judmayer, Stifter,
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Krombholz and Weippl, 2017; Kwon, Liu, Kim, Song, & Kim, 2019; Mattila, 2016; Sai, Buckley, & Le Gear, 2019a; Wang et al., 2018;
Zhang, Xue, & Liu, 2019; Zheng et al., 2017). Indeed, removing central control from the monetary system while continuing to ensure
security has been considered as a core novel contribution of Bitcoin (Bonneau et al., 2015). There are three main types of blockchain
solutions based on the type of control mechanism used: public, private, and consortium (Zheng et al., 2017).

In public blockchains, such as Bitcoin and Ethereum, every participant in the network contributes to the control mechanism,
agreeing on a single state of the data without the need for a trusted third party. All participants can read and write to this single
state without any authorization (Guegan, 2017). This consensus is achieved under the assumption of delegation of power of control,
and the assumption that the majority of the network participants remain honest i.e., non-malicious. This delegation of power of
control is often referred to as decentralization.

Contrary to the decentralized nature of a public blockchain, private and consortium blockchains, such as Hyperledger, tend
to impose constraints on participants by including trusted entities in the system (Androulaki et al., 2018; Xu et al., 2021). These
constraints can also include limitations on read and write permissions of participants (Guegan, 2017). Based on the sensitivity
of the information processed by the blockchain, practitioners may decide to adopt one of these controlling mechanisms (Meijer
& Ubacht, 2018; Peck, 2017; Wüst & Gervais, 2018). As reported by Berdik, Otoum, Schmidt, Porter, and Jararweh (2020), the
sheer number and complexity of various types of blockchain and their attributes can make it difficult to specifically address the
benefits and shortcomings of blockchain as a service for applications within today’s information systems. This decision is potentially
problematic, e.g., in the case of a practitioner who decides to use a public blockchain for decentralizing the control. As reported
by Sai et al. (2019a), decentralization in public blockchain is not a fundamental given by design, but a non-deterministic and
probabilistic guarantee provided by clever integration of cryptography, distributed systems, and incentive engineering.

The removal of trusted entities from a distributed system makes a public blockchain attractive to numerous potential users
in academia and industry (Mattila, 2016). Public blockchain-based cryptocurrencies have a market capitalization of over $1.05
trillion (Sai, Buckley, & Le Gear, 2019b), making the platform a lucrative target for malicious actors. The majority of these
blockchains use decentralization as a security mechanism. In a decentralized system, the malicious actor would need to compromise
half of the consensus power before causing significant harm to the system (Karame, Androulaki, & Capkun, 2012). Because of this
interplay between decentralization and security, it is highly desirable to have a high degree of decentralization in public blockchains.
The security of a public blockchain has been thoroughly investigated in research (Bonneau et al., 2015; Halpin & Piekarska, 2017;
Karame, 2016; Karame & Androulaki, 2016). For example, Bitcoin has been reported as secure, subject to its adherence to the honest
majority assumption, with notable exceptions such as selfish mining attacks (Sapirshtein, Sompolinsky, & Zohar, 2016) where the
attacker only needs to control over 26% of the network.

Even though the initial implementation of Bitcoin was able to circumvent the need for centralization in the system, new avenues
of centralization are surfacing (Gervais et al., 2014). Numerous studies have reported various forms of centralization in Bitcoin and
other decentralized cryptocurrency systems (Azouvi et al., 2018; Beikverdi & Song, 2015; Gencer et al., 2018; Gervais et al., 2014).
These reports of a trend towards centralization have raised security concerns as the security guarantee of a public blockchain is
inherently dependent on the honest majority assumption (Sai et al., 2019a). As reported by Gencer et al. (2018), Bitcoin’s network
is dominated by consortiums of participants working together in groups known as mining pools. We report that the top 4 mining
pools constitute 50.36% of controlling power in Bitcoin with our analysis in Section 5.3. This power accumulation trend is also
evident in Ethereum, where the top 4 mining pools aggregate 63% of controlling power (Section 5.3). Given that successful attacks
on these networks are much more feasible when 50% of the network chose to carry out such an attack, this mining-centralization
implies that only a relatively small number of participants (the heads of these mining pools) need to adopt a dishonest approach
to threaten these Blockchains. This illustrates the importance of mining-centralization to the cryptocurrency-ecosystems and this
research expands that focus to look at the wider implications of centralization in general in Blockchain systems.

Trusting the probabilistic security guarantees of a public blockchain has often been identified as a barrier to entry in the
ecosystem (Iansiti & Lakhani, 2017). Security of Blockchain is considered central to the adoption (Akram, Malik, Singh, Anita,
& Tanwar, 2020). The security of prominent blockchains seem to depend on the appropriate decentralization (Sai et al., 2019a).
Thus deeply understanding the interplay between security and centralization is an important endeavor. The threats of centralization
range well beyond security into adoption, and even crypto-economics (Conti, Kumar, Lal, & Ruj, 2018). The decentralized nature of
bitcoin permits the uncensored execution of transactions in the payment system irrespective of political or geographical associations.
Centralization may threaten the uncensored nature of the decentralized blockchain. Thus, it is crucial for the security and,
consequently, the utility of public blockchain systems that they remain adequately decentralized.

Given the significance of decentralization, several studies have analyzed technical aspects (Beikverdi & Song, 2015; Gencer et al.,
2018; Gervais et al., 2014) as well as social constructs of decentralization (Azouvi et al., 2018). By far, the most commonly measured
aspects of centralization is the consensus power concentration (Azouvi et al., 2018; Beikverdi & Song, 2015; Gencer et al., 2018;
Gervais et al., 2014; Kwon et al., 2019). In a Proof-of-Work based blockchain solution, the individual participants’ consensus power
is defined by their computational power in proportion to the total computational power of the network. However, this measurement
mechanism is only useful in determining the present state of the computational power portions of the network. It fails to capture
the multitude of factors that may constitute the overall centralization of the system, such as system governance (Beck et al., 2018),
wealth concentration (Chohan, 2019), and geographic distribution of participants (Gencer et al., 2018).

To better understand the semantics of decentralization in blockchain, we intend to measure it on all building blocks of the
public blockchain. As reported by Wang, Vergne, and Hsieh (2017), the governance structure of the blockchain can have a profound
impact on the operations of a public blockchain but is often overlooked as a potential source of centralization. The issues caused
by centralization of governance include the long-discussed issue of block size in Bitcoin (Caffyn, 2015) and specific instances
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Fig. 1. Methodology.

of unilateral decision making regarding forks in Ethereum (Wirdum, 2016). Bitcoin and other similar cryptocurrencies rely on
improvement protocols to dictate the changes in the core system. According to the empirical analysis of Azouvi et al. (2018), the
authors report that the vast majority of the improvement proposal in Ethereum are authored by a single user, Vitalik Buterin, the
founder of Ethereum. They also report a similar trend for Bitcoin, where a handful of users contribute to the improvement protocol.
This observation has been cited as a potential source of centralization in the governance of these cryptocurrencies (Gervais et al.,
2014) and may serve to stifle innovation. Alternatively, they may serve to promote high-quality changes from a pool of proposers that
know the Bitcoin/Ethereum ecosystems intimately. But the first step in studying this phenomenon is to acknowledge the potential
for centralization in improvement protocol and to formulate a measurement to assess it.

In this study, we identify other forms of centralization, including end-user application centralization. According to Böhme,
Christin, Edelman, and Moore (2015), 95% of all Bitcoin trades are processed by seven centralized organizations known as exchanges.
Thus, the presence of centralized exchanges may be a contributing factor to the wealth concentration on the blockchain. Based on
the analysis of Srinivasan (2017), Bitcoin and Ethereum have a wealth inequality greater than the worst real-world economy. This
wealth centralization has been linked to severe security threats (Section 4) (see Fig. 1).

Consequently, we reason that we need a vocabulary to discuss and measure centralization in a more holistic manner. To allow
for such modular measurement of centralization, we review the generic architecture (Zhang et al., 2019) of blockchain and use it
to identify potential avenues of centralization, via a literature review of the field. Focusing on the generic architecture enables us
to capture centralization-causing factors that are not implementation-specific, i.e., the same model may be used for both Bitcoin
and Ethereum. We also use the generic architecture to partition different centralization concerns into architectural categories such
as consensus, network, and application. This abstraction allows us to organize and observe centralization holistically. Thus, in this
work, we present the first in-depth analysis of centralization in blockchains to assess the following questions:

RQ1: What are the different aspects of centralization in public blockchains?

RQ2: How can centralization be adequately measured in a decentralized blockchain instance?

To study decentralization in blockchain, we coded and analyzed the content of relevant blockchain literature (see Fig. 1). We
chose ten years subsequent to the publication of the original Bitcoin white paper (Nakamoto, 2008). The survey process was primarily
driven by the guidelines provided by Kitchenham (2004). In adherence to the guidelines, we conducted a five-step systematic
literature review consisting of Search, Selection, Quality Assessment, Data Extraction, and Analysis. This systematic literature review
produced the final article pool of 89 articles. These final articles, partitioned by architectural components, form the basis of the
taxonomy proposed in this review.

Following the development of the taxonomy, we interviewed industrial and academic experts in the blockchain domain to
establish the completeness of the taxonomy and to assess any redundant or less relevant components of the taxonomy. This consisted
of ten expert interviews: four academic researchers and six industry experts. It resulted in an iterative refinement of the taxonomy.

We believe that the taxonomy presented in this article can assist in better understanding the socio-technical nature of blockchain-
based information systems. The taxonomy focuses on reporting the security and performance implications of centralization
systematically to reduce the complexities involved in understanding the benefits and shortcomings of blockchain for information
systems, as reported by Berdik et al. (2020). We also highlight the issues associated with managing a decentralized blockchain
system in the form of governance and protocol improvements. The paper makes the following contributions:

• We systematically review the existing literature to document the different aspects of centralization in public blockchains
(Section 3).

• We outline the different techniques employed in the literature to measure centralization (Section 4).
• We manifest the findings of our review in a conceptual taxonomy that encompasses both categorization and measurement of

different aspects of centralization in public blockchains (Section 4).
• We illustrate the relevance and utility of this taxonomy by presenting the centralization state of the two most prominent

blockchain instances: Bitcoin and Ethereum, based on this taxonomy (Section 5). We also discuss how the adverse impact of
centralization varies depending on aspects (Section 6).

• We identify research gaps specifically with regards to the lack of non-Bitcoin-specific centralization investigations. We also
report on the lack of objective metrics for some centralization causing factors.
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2. Background

The term blockchain is often used as a generic descriptor for the broader field of Distributed Ledger Technologies (Great Britain.
Government Office for Science, 2016). Distributed ledger technology refers to the distributed computing networks that record, share,
and synchronize data across many participants. More specifically, Blockchain is a type of data structure used to record data on these
distributed computing networks. It is a chronologically linked list of data packets received by the participants within a predefined
time period. These blocks are connected in a chronological order to form a chain of blocks. The link between these blocks is secured
by the use of a computationally hard cryptographic hash function (Nakamoto, 2008). As the chain of blocks grows, the difficulty
involved in recalculating the hash value also grows to make any alteration to past data expensive. This growth in difficulty leads
to a deterministic guarantee of data immutability.

The participants of the blockchain-based network have to reach consensus on a single state of this append-only structure.
Blockchain-based systems utilize a peer-to-peer distributed system with a clever incentive mechanism (Baliga, 2017) to accomplish
this consistency of data in an unconstrained distributed environment. Proof-of-work (PoW) and Proof-of-stake (PoS) are two
prominent examples of consensus mechanisms used in blockchain-based systems. In PoW, the participants are expected to perform
computationally expensive operations to solve a puzzle. The first participant to solve and propagate the solution to a majority of the
network is rewarded. PoW is often criticized for the extensive use of electricity (O’Dwyer & Malone, 2014). This issue of electricity
usage is addressed in PoS, where the reward distribution is based on the monetary assets of the participants (Nguyen et al., 2019).
Other notable consensus algorithms include Proof-of-Authority, Proof of Elapsed Time, and Delegated Proof-of-Stake; we refer the
reader to Mingxiao, Xiaofeng, Zhe, Xiangwei, and Qijun (2017) for an in-depth review of consensus algorithms.

As discussed earlier, based on the type of consensus mechanism deployed and the constraints imposed, we can segment
blockchain-based systems in three broad categories: Public, Private, and Consortium. In private and consortium-based blockchain
systems, the participation in consensus is limited to users approved by a trusted authority. However, in Public blockchain systems,
the participation in consensus is open to any individual with appropriate computing and networking capabilities. This unconstrained
access to controlling power for all participants in the network is referred to as decentralization. Bitcoin and other public blockchains
establish consensus on the blockchain through a decentralized, pseudonymous protocol. This protocol can be considered a core
innovation and possibly the most crucial ingredient to the success of public blockchains (Bonneau et al., 2015).

The possibility of decentralized control over a computing network without oversight has resulted in many novel applications
of the blockchain technology in information systems to improve efficiency or increase the security of the operations (Hileman &
Rauchs, 2017). The blockchain technology provides a general-purpose approach to managing information in a non-trusted computing
environment enabling a plethora of information systems use cases such as auditing of big data (Li, Wu, Jiang, & Srikanthan, 2020),
secure information management (Putz, Dietz, Empl, & Pernul, 2021), countering fake news (Chen, Srivastava, Parizi, Aloqaily, &
Ridhawi, 2020), cloud computing (Baniata, Anaqreh, & Kertesz, 2021), health data management (Hardin & Kotz, 2021), copyright
management (Jing, Liu, & Sugumaran, 2021), IoT management (Chen et al., 2020; Zhao, Chen, Liu, Baker, & Zhang, 2020) and
assisting autonomous vehicles in reaching consensus on events (Esposito, Ficco, & Gupta, 2021; Khalid et al., 2021; Oham, Michelin,
Jurdak, Kanhere, & Jha, 2021).

2.1. Decentralization and public blockchain

Decentralization is an essential property of public Blockchain systems where participants can read, write data, and contribute to
consensus without authorization (Davidson et al., 2016). In this subsection, we review the existing discussion around decentralization
in the blockchain.

Consensus on the state of data in a public blockchain is attained by the acceptance of a valid block by the network in a time
interval determined by a stochastic process to maintain a predefined expected time interval. To deter malicious participants from
accepting fraudulent blocks, the majority of the control must be decentralized. This decentralization of control ensures that the
blockchain is secure from malicious participants as long as the majority of the network remains honest. This interplay of security
and decentralization makes it fundamental that the system remains decentralized.

A survey paper by He et al. (2017) identifies decentralization, among other features, as a prominent reason to adopt blockchain
technology for business applications. This view is supported by numerous studies which demonstrate the application of decentralized
Blockchains to the liberalization of financial asset management (Guo & Liang, 2016), the Internet of Things (Panarello, Tapas,
Merlino, Longo, & Puliafito, 2018; Zhu, Loke, Trujillo-Rasua, Jiang, & Xiang, 2019), healthcare (Dwivedi, Srivastava, Dhar, & Singh,
2019) and smart cities (Xie et al., 2019). The extent of literature surveyed by these review articles demonstrates the significance of
decentralization in blockchain applications.

As decentralization is core to the secure functioning of public blockchains, it may be taken as a fundamental given. This assumed
association between decentralization and public blockchains may be a vulnerability that malicious actors attack. Security research
on the blockchain has focused on the assumption of an honest majority. A survey paper by Li, Jiang, Chen, Luo, and Wen (2017)
identifies the centralization of consensus power as a significant security threat to that network. Centralization of consensus power is
intrinsic to attacks on the public blockchain, such as the 51% attack (Bradbury, 2013) and Selfish Mining (Sapirshtein et al., 2016).

In the 51% attack, the attacker is assumed to have gained control of more than half of the consensus power, which can then be
used to enter fraudulent transactions in the blockchain. Unlike the 51% attack, in selfish mining, the attacker only needs to control
26% consensus power to cause harm to the network (Sai et al., 2019a). More detail on the security of blockchains is provided
in Zhang et al. (2019).



Information Processing and Management 58 (2021) 102584

5

A.R. Sai et al.

Fig. 2. Architecture of public blockchain.

Studying blockchain as from solely a technical perspective may be misleading due to the inherent socio-technical nature of
the blockchain (De Domenico & Baronchelli, 2019). As the study of centralization in public blockchain is still fragmented, current
conceptual models, such as security and privacy models, do not provide adequate insights. To overcome this limitation, we devise
a novel centralization taxonomy focusing on the different architectural layers of blockchain to categorize centralization concerns.
We employ a two-step research approach, first conducting a systematic literature review to construct a taxonomy of centralization,
and refine this further through expert interviews.

2.2. Architecture of public blockchains

The first public blockchain, Bitcoin, incorporated the blockchain data structure and consensus mechanism in-depth, but omitted
any formalization of the networking structure (Nakamoto, 2008). Since the introduction of Bitcoin, numerous attempts have been
made to describe the structure of public blockchains more formally.

Some of these attempts have been aspect-specific with a microscopic focus on one or a few components of the blockchain.
For example, Garay, Kiayias, and Leonardos (2015) describe the architecture of blockchain in terms of consensus mechanisms and
participants of the network. Another notable description of blockchain architecture is given by Gervais et al. (2016), who focus on
security and scalability by describing consensus and a peer-to-peer network.

Since the aim of our review is to analyze public blockchains more holistically to capture the factors causing centralization, we
adhere to a more generic description of blockchain used by Zhang et al. (2019) and Zhu et al. (2019). In this generic description,
the authors propose a layered architecture of blockchain. As a blockchain is a peer-to-peer distributed network, it is intuitive that
blockchain systems will share many similarities with a generic, distributed computing architecture, such as the traditional OSI
layered model of a network (Briscoe, 2000).

This layered architecture, illustrated in Fig. 2, describes how the data is stored (Data Layer) and shared (Network Layer) between
different participants of the network. Once the data is shared with peers in the network, the network is tasked with agreeing
a single view of the data (Consensus Layer). Public blockchains attain consensus in the network by incentivizing non-malicious
participants using an incentive mechanism (Incentive Layer). Incentive and consensus operations are performed by the execution of
computational scripts (Contract Layer). The computational capabilities of a blockchain are not just limited to these two operations;
many different applications can be built on top of the blockchain such as cryptocurrencies and decentralized applications (DAPPS)
(Application Layer) (Antonopoulos & Wood, 2018).

In the following subsection, we describe these layers in-depth:

2.2.1. Data layer
The data layer contains the definition of the data structure used by the system, including how transactions are stored,

thus encompassing the transactions component proposed by Bonneau et al. (2015). Other data layer components include the
cryptographic primitives employed on the blockchain. The network participants must adhere to the data layer specifications to
participate in the network, i.e., use the same protocol to communicate. Application layer blockchain clients implement these
specifications for the end-user.

2.2.2. Network layer
The network layer specifies the behavior of the nodes (network participants) in a distributed network. This behavior includes the

network connection establishment and intercommunication mechanism. The network layer is responsible for the discovery of other
nodes on the network and for efficient communication among nodes. The network layer serves as the information dissemination
mechanism of the system. This network layer is identical to the network subsystem in the structure proposed by Judmayer, Stifter
et al. (2017).
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2.2.3. Consensus layer
Once the participating nodes are connected in a predefined topology, the next step is to generate blocks to contribute to the

growing ledger. As all the participating nodes are tasked with the creation of the next block, it is crucial that the network can agree
on a single state of the ledger. The aim of the blockchain network is to deterministically agree on a single state of the data. The
consensus layer assures that the network reaches a consensus with a certain degree of assurance.

2.2.4. Incentive layer
This deterministic assurance in prominent consensus algorithms such as Proof-of-work, and Proof-of-Stake, is based on the

assumption of an honest majority, i.e., the network has greater than 50% non-malicious participants. Blockchain systems use
incentive engineering to ensure that the majority of the network is honest (Sai et al., 2019a). This incentive is often in the form of
a block reward which is assigned to the node that successfully adds a new block to the blockchain. The incentive layer describes
the mechanism used for issuance of reward and the distribution of reward. This layer acts as an interface between the user-facing
layers and the technical implementation layers.

2.2.5. Contract layer
To process transactions in the network, Bitcoin uses a scripting language called script (Antonopoulos, 2017). This scripting

language is significantly limited in terms of functionality as it lacks Turing completeness (Buterin et al., 2013). One example of
this is the lack of loops in Script. Despite the lack of such functionality, the scripting language serves as the building block of Bitcoin
cryptocurrency, enabling complex financial transaction processing.

The limitations on the scripting language of Bitcoin served as a motivation for Ethereum’s developers (Wood et al., 2014).
Ethereum implements a Turing complete computing engine on top of a distributed blockchain. Applications on top of the blockchain
exploit this programmable nature of blockchain. The contract layer also acts as the interface between information systems and the
blockchain (Beck et al., 2017).

2.2.6. Application layer
Public blockchains provide a mechanism that can be used to interact with and run user-defined code on the computing engine

provided by the contract layer. JSON HTTP API is an example of one such public API provided by Ethereum (Lee, 2019). These
public APIs serve as an interface between different Broker–Dealer services such as Wallets and Exchanges and the blockchain. These
services are primarily used by end-users to interact with the blockchain (Chu, 2018).

2.3. Taxonomy development methodology

Classification of logically related objects is a fundamental problem in many disciplines. Taxonomies are considered an important
tool to logically classify objects to better understand complex domains (Guerra García, Espinosa Torre, & García Gómez, 2008).
The concept of taxonomy was initially proposed by Carolus Linnaeus (Lindley, 1836) to group organisms in Biology. Since then,
taxonomies have been used in different knowledge domains such as social science (Bailey, 1994), computer science (Buckley &
Exton, 2003), and information systems (Oberländer, Lösser, & Rau, 2019).

Due to the emerging nature of blockchain technologies, the state taxonomies in the field is preliminary. The most prominent
of taxonomies in blockchain have been architecture (Xu et al., 2017) and security-specific (Zheng, Xie, Dai, Chen, & Wang, 2018).
However, these taxonomies often treat blockchain as a single-dimensional computer science artifact whereas, as discussed earlier, the
secure functioning of the blockchain-based assets is the result of the socio-technical nature of information systems. In the following
subsection, we describe the state of the art in information system specific taxonomy formation and how our methodology aligns
with this existing research.

Information system researchers have recognized the importance of taxonomies in knowledge organization. Specifically, Nicker-
son, Varshney, and Muntermann (2013) observed that despite the significance of taxonomies in information systems, the taxonomy
development process remained largely ad hoc. To address this research gap, Nickerson et al. (2013) proposed a taxonomy
development method specific to information systems. The development method proposed by Nickerson et al. (2013) has served as
the guidelines followed by many information systems taxonomies (Oberländer et al., 2019). In this article, we follow the seven-step
method proposed by Nickerson et al. (2013). We have illustrated the seven-step method in Fig. 3.

The first step of taxonomy construction is the determination of meta-characteristics. According to Nickerson et al. (2013), meta-
characteristic is the most comprehensive characteristic that will serve as the basis for the choice of characteristics in the taxonomy.
For example, if the researcher wants to classify a computer platform based on performance, the meta-characteristics are the hardware
and software characteristics such as processing power, storage, and software optimization. Nickerson et al. (2013) also highlight
the evolving nature of the meta-characteristic as many characteristics only become apparent through the taxonomy construction. In
our taxonomy, we ground our meta-characteristic in the generic architecture described in Section 2.2.2.

After establishing the meta-characteristic, Nickerson et al. (2013) suggest the determination of ending conditions. As the
taxonomy construction process is iterative in nature, it is crucial to establish end conditions. In the Nickerson et al. (2013) model,
there are two types of end conditions: objective and subjective. For our taxonomy construction, we establish one objective and one
subjective end condition. The objective end condition is the exhaustive examination and classification of all survey objects (aspects of
centralization). The subjective end condition for our taxonomy is the determination of comprehensiveness through expert interviews.
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Fig. 3. Taxonomy construction methodology (Nickerson et al., 2013).

Fig. 4. Methodology.

Once we have established the meta-characteristic and ending conditions, Nickerson et al. (2013) propose two taxonomy
construction approaches. In the first approach, conceptual-to-empirical, the researcher attempts to conceptualize the taxonomy
dimensions without an exhaustive analysis of objects. The second approach, empirical-to-conceptual, relies on a review of the objects
before the taxonomy constructions. This is often done in the form of a literature review. In our taxonomy construction, we follow
the empirical-to-conceptual approach.

Within the empirical-to-conceptual model of taxonomy construction in the information system, there are three distinctive steps. In
the first step, we identify a subset of objects. In our taxonomy, we identify new objects through a systematic literature review: Phase
1 and Phase 2 in Fig. 4. The second step is to identify common characteristics and group objects. We perform data extraction and
analysis of the objects shortlisted through the systematic literature review to construct these grouped objects. This is done in Phase
3 of our methodology, as illustrated in Fig. 4. In the last step of the empirical-to-conceptual model, we group characteristics into
dimensions to create or revise the taxonomy. For our taxonomy construction, Phase 4 attempts to construct a conceptual taxonomy
that is refined through iterative cycles and structured via the architectural-layers lens.

In the following section, we describe our research methodology in detail.

3. Methodology

In this section, we describe the research methodology employed for our systematic literature review (SLR) of blockchain through
which we sought to provide a more cohesive overview of centralization in public blockchains. We follow the SLR guidelines proposed
by Kitchenham (2004) to identify the factors associated with centralization. We then use a classification scheme based on the generic
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architecture presented in Section 2.1 to map the identified factors and associated measurement techniques. This mapping is loosely
based on the approach proposed by Petersen, Feldt, Mujtaba, and Mattsson (2008). The mapping of obtained data to the generic
architecture produces an initial taxonomy, which we then refined by conducting ten expert interviews to improve the taxonomy.
This process is graphically illustrated in Fig. 4.

3.1. Systematic literature review

The systematic literature review guidelines suggested by Kitchenham (2004) span four phases:

• In the first phase, we define the two primary research questions for the review and produce relevant keywords for the
subsequent search.

• In phase two, we systematically extract relevant articles from leading research repositories. We filter the resultant articles
through a manual review of titles and abstracts.

• In phase three, the shortlisted articles are then used for data extraction, which is driven by an extraction protocol.
• In phase four, we perform the mapping of the data extracted from phase three to the generic architecture presented in

Section 2.1, leading towards an initial taxonomy of centralization in public blockchains.

Fig. 5 illustrates the literature review employed in the study in more detail.

3.1.1. Phase 1: Research questions and query formation
The primary aim of our review is to provide richer insight into the different types of centralization present in public blockchain.

We also identify techniques used to measure these aspects of centralization quantifiably. This will inform the development of our
initial centralization taxonomy of public blockchains. We define the research questions of our study as follows:

• RQ1: What are the different aspects of centralization in public blockchains?
• RQ2: What techniques are employed to measure these centralization aspects?

Regarding RQ1, if a paper presented a novel centralization-causing factor, it is mapped to the architecture. If our generic
architecture cannot accommodate the identified factor, we modify the architecture. This process is repeated for every novel
factor identified. If a paper identified a factor already present in our taxonomy, we retain the reference to the article, using
number-of-articles to define a proxy for the significance of that particular factor.

For every identified factor, we also recorded any measurement technique used to quantify the factor. If multiple papers employ
different measurement techniques for a single factor, we retained all measurement techniques.

These research questions form the basis of article identification and selection, as they define the relevance of a particular article
to our review. As we aim to capture factors from different socio-technical aspects of the blockchain, we conducted an exhaustive
search on the following leading digital repositories: Google Scholar, ACM Digital Library, IEEE Digital Library, ISI Web of
Science, Science Direct, Scopus and Springer Link. These repositories provided us with access to a wealth of articles, including
gray literature.

Having identified the search repositories, we formed the search query. We adopted a systematic approach to keyword generation
to form the search query:

1. Initial set of keywords: We formulated an initial set of keywords for the search consisting of ‘‘Blockchain’’ and ‘‘Centraliza-
tion’’ with the following synonyms and alternate words:
Blockchain: bitcoin, ethereum, blockchain, cryptocurrencies, cryptocurrency, distributed ledger, DLT, Merkel tree, smart contract
platform, tokenized asset.
Centralization: centralization, centralism, consolidation, decentralisation, decentralization, devolution, dominating, domination,
managed, monopolization, monopolization, monopoly, singular, unipolar.

2. Text Corpus Creation: Complementary to the initial set of keywords, we also reviewed existing studies on centralization to
extract more relevant keywords. We selected the two most cited relevant studies from Google Scholar (Gencer et al., 2018;
Gervais et al., 2014). We performed forward, and backward snowballing on these two articles and generated a list of the most
used keywords from this set. We selected the top 5 keywords from this set. This leads to the inclusion of ‘‘digital currency’’
and ‘‘oligopoly’’ to our initial set of keywords.

The resultant queries from query formation step are present in Appendix A.

3.1.2. Phase 2: Article search and selection
Given that decentralization is fundamental to a public blockchain, we expect that the search will return a high number of articles.

We implement a filtering process to limit the search to relevant articles. We restrict our search to articles published in English after
the introduction of Bitcoin in 2009. We refrain from treating citations as a proxy for quality to filter articles, as it has been questioned
in the past (Galster, Weyns, Tofan, Michalik, & Avgeriou, 2013).

After the execution of a search query, Google Scholar returned the highest number of articles with 4380 results. However, due
to the restrictions imposed by Google Scholar, we can only retrieve the first 1000 most relevant articles (Razzaq, Wasala, Exton, &
Buckley, 2018). After applying the language and publication date constraints, we retrieved 982 articles from Google Scholar. We also
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Fig. 5. Overview of systematic literature review.

Table 1
Quality assignment matrix.

Attribute No Yes

1. Centralization factor identified 0.0 1.0
2. Factor measurement technique proposed 0.0 1.0

retrieved additional 2737 articles from all other sources resulting in a total of 3728 articles. All of these articles were cross-checked
to identify duplicate entries. After the removal of duplicate articles, the final set contained 3572 articles.1

Due to the high number of articles, we first analyzed the title and abstract to establish relevance. This was based on explicit
inclusion criteria. The shortlisted, relevant articles were then scanned further to assign a quality score. These shortlisted articles

1 A list of selected articles is available at www.github.com/ashishrsai/centralization.



Information Processing and Management 58 (2021) 102584

10

A.R. Sai et al.

were assessed for quality with regards to our research questions. To ensure that the assessment process is reliable, we followed the
inclusion criteria for titling, abstraction, and full-text screening. This process obeyed the following inclusion criteria:

1. The paper’s title mentions centralization, or any of the synonyms mentioned above, or is potentially relevant to the study of
centralization.

2. The abstract is relevant to the identification or measurement of centralization-causing factors.

During the review of the title, we tried to avoid eliminating articles that might have some relevance to the topic of centralization.
This relevance was evaluated by the review of the abstract. We excluded articles that did not pass both criteria.

The first author conducted this analysis. To test for reliability, we performed cross-validation by following Fleiss and Cohen
(1973). We specifically use the guidelines proposed by Sim and Wright (2005) for the calculation of sample size. We select 89
articles with a confidence level of 95% and a margin of error of 10%. This sampling contained an equal number of accepted and
rejected articles by the first author to eliminate the possibility of only sampling accepted or rejected articles. The second author
was then tasked with the evaluation of these 89 articles based on the guidelines provided above. Results from the cross-validation
suggest that both the reviewers were in almost perfect agreement over the acceptance and rejection of the articles with the Cohen’s
Kappa.2 exceeding 0.8 (Landis & Koch, 1977).

Using this process, we retrieved 212 relevant articles for our study. Subsequently, we performed quality assessment of these
articles by conducting full-text review. We assigned a quality score between 0 to 2 based on the relevance of the article to our
research question. Table 1 outlines the assignment matrix employed for quality assessment.

We reviewed each article on two attributes - (1) factor identification and (2) measurement techniques used. If an article identifies
a novel centralization-causing factor, we assign a score of 1.0 for Attribute 1. Articles that do not identify a novel centralization or
refer to already identified factors are assigned a score of 0.0 for Attribute 1.3

We follow a similar quality assignment scheme for Attribute 2, where we assign a score of 1 for the identification of a novel
measurement technique. Articles not proposing or using any existing measurement techniques are assigned a score of 0.0 for attribute
2.

To ensure that the quality assignment process is reliable, we again perform a similar reliability test but with a smaller data set of
9 articles. We observe that both the reviewers (first and fourth authors) agree on eight score assignments with one score difference
for the ninth article. This disagreement is resolved when the article is reviewed by the third author.

This filtering process resulted in a set of 89 articles. These articles are used in the third phase of our study: Data Extraction.

3.1.3. Phase 3: Data extraction
Having identified relevant studies, the next step is to extract relevant data from them. For this purpose, we design a protocol

to analyze the articles towards the development of an initial taxonomy of centralization. In this context, we focused on the factors
identified and measurement techniques proposed or used. We reviewed all of the shortlisted articles to create a list of factors and
associated measurement techniques. The extracted data from this step serves as a building block for our taxonomy.

3.1.4. Phase 4: Development of initial taxonomy
As we aim to structure the findings of the review in an initial taxonomy, we use the data extracted in Phase 3 and map it

to appropriate layers in the generic blockchain architecture. We repeat this process for all identified factors; if a factor cannot
reasonably be mapped to the existing layers, we typically refine the architecture by including an additional layer. This iterative
refinement results in a blockchain architecture specific to the study of centralization. Results from this mapping analysis are
illustrated in Fig. 6. Out of all shortlisted articles, 63 considered the consensus layer as prone to centralization, the highest reported
count for any layer in our survey: This is represented in Fig. 6 by the size of the bubble, but we discuss these results in more depth
in Section 4.

To further validate the initial taxonomy and refined architecture, we conducted interviews with industry and academic experts.

3.2. Interview with experts

The initial taxonomy, as referred to in Section 3.1, is based on the review of existing literature. To raise confidence that the
initial taxonomy proposed by the study provides relevant coverage and is accurate, we further refine and validate it by interviewing
experts.

To identify experts in the blockchain field, we relied on the epicenters of the bibliographic map generated by Ramona, Cristina,
Raluca, et al. (2019). We approached 112 active researchers based on their prominence determined by their location on the
bibliographic map. Out of 112 researchers approached for the study, we received a response from 10 and subsequently interviewed
them. We interviewed four academic experts (𝐼1 to 𝐼4) and six experts from industry (𝐼5 to 𝐼10). Interviews were typically one hour
in duration and involved open-ended questions4 These open-ended questions were designed to:

2 Cohen’s kappa is a statistic measure of the agreement between two raters based on the classification of items in mutually exclusive categories.
3 Although we do record the paper, as this helps us identify the significance of that centralization aspect in the literature.
4 The interview script is available at www.github.com/ashishrsai/centralization.
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Fig. 6. Article titling and abstraction process.

1. Extract the view of the expert on centralization and the significance of it in their respective field, i.e., security, economics,
information systems, and industrial application.

2. If needed, refine the taxonomy and/or the architecture.
3. Validate the generic architecture of the blockchain used in this study (Section 2).
4. Assess the accuracy of the initial centralization taxonomy.

The transcripts of these interviews are available in anonymized form5 These transcripts are color-coded based on the relevance
of the conversation to factor identification and measurement.6

3.3. Illustrative walk-through of the four phases

Thus far in this Section, we have described the four phases used for taxonomy development and refinement. In this subsection,
we present an explanatory walk-through of 2 articles through these phases. For this illustration, we select the following two
articles: Gencer et al. (2018) and Peck (2017).

In phase one, we formulate the search query through an initial set of keywords and snowballing on seminal work in
centralization. Gencer et al. (2018) is one of the two articles used for snowballing and keyword formulation due to the high citation
count. After constructing the query, we move to phase 2: executing the query and shortlisting the appropriate articles.

During title screening in phase 2, after performing the search across the academic databases, Gencer et al. (2018) is included for
abstract screening as the title points to the state of decentralization. Likewise, the second illustrative article, Peck (2017), is also
shortlisted as the title refers to the difference between different blockchain forms.

In the abstract screening step, the article Gencer et al. (2018) is considered relevant because the abstract makes direct reference
to the state of decentralization. The second article, Peck (2017), is also shortlisted as the abstract points to the risk of limiting
controlling power to a select few participants.

Both the articles are now evaluated for quality by conducting a full-text review. In the first article, Gencer et al. (2018)
describe the fundamentals of centralization on the network layer in blockchain, identifying novel centralization causing factors,
and suggesting novel measurement techniques. Following the quality assessment matrix in Table 1, we assign a quality score of 2
to Gencer et al. (2018).

The full-text analysis of Peck (2017) reveals that the article does not identify or measure any centralization causing factor,
therefore obtaining a quality score of 0. This article is henceforth excluded from taxonomy formulation.

Having identified the relevant articles, we perform data extraction in Phase 3. In data extraction, we first extract all the
factors identified by Gencer et al. (2018): Consensus Power Distribution (Section 4.3), Geographic Distribution (Section 4.2.2),
Bandwidth Concentration (Section 4.2.3) and Routing Centralization (Section 4.2.4). After identifying the centralization causing
factors, we extract the measurement techniques used or suggested in the article: The authors proposed using a percentage-based
value for Consensus Power Distribution, a latency-based measurement for identifying the geographic location for participating
nodes, clustering for bandwidth concentration, and using AS (autonomous systems) coverage as a metric for routing centralization
(Section 4.2.4).

After extracting the centralization causing factors and measurement techniques, we move to phase 4, constructing the initial
taxonomy. In our representative example article, Gencer et al. (2018) have identified four centralization-causing factors. In this step,
we venture to map these four factors to the generic blockchain architecture described in Section 2. The first centralization causing
factor, consensus power distribution, is mapped to the consensus layer as this factor is within the layer’s scope. The remaining three
centralizations causing factors are all related to the networking aspects of the blockchain network. The geographic distribution

5 The transcripts can be obtained from www.github.com/ashishrsai/centralization.
6 More details on the coding scheme provided in Appendix C.
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Table 2
Taxonomy of centralization in public blockchains.

Layer Centralization factor Measurement techniques

Application layer Wallet concentration Not found
Exchange concentration Centrality & Percentage value
Reference client concentration Satoshi index

Operational layer Storage constraint Ratio of growth
Specialized equipment concentration Not found

Incentive layer Wealth concentration Gini coefficient & Percentage value

Consensus layer Consensus power distribution Percentage value & Gini coefficient & Theil index & Centralization factor

Network layer Node discovery protocol control Not found
Geographic distribution Gini coefficient & Latency
Bandwidth concentration Clustering of provisioned bandwidth
Routing centralization AS-Level coverage

Governance layer Owner control Fractional measurement
Improvement protocol Centrality metrics

results from the open peer-to-peer network topology, whereas the routing, and bandwidth centralization target the network layer’s
information dissemination aspect.

After mapping these factors and their measurement techniques to the architecture, we construct an intermediate form of the
centralization taxonomy. This intermediate form is iteratively refined as we process more articles through the four-phased approach.
The resultant taxonomy is described in-depth in the following Section.

4. Taxonomy of centralization of public blockchain

In this Section, we map the results of the systematic review, and the interviews with experts, to the initial taxonomy of
centralization outlined in Table 2.

As discussed in Section 3.1, this generic architecture is refined to reflect the centralization-related aspects of the blockchain
better. To this end, we refined the generic architecture by removing the Data and Contract layers as none of the surveyed articles
suggested any centralization aspects for either of these layers. As can be seen from Table 2, on average two centralization factors
were identified for each resultant layer. As is also presented in the table, there are some factors for which there are no proposed
measurement techniques (for example ‘Wallet Concentration’). We also note that the existing generic architecture was unable to
capture governance-related aspects of the blockchain system. For example, as blockchain systems evolve, it is crucial to have
a mechanism to handle improvements such as security patches of the system. We account for the governance-related aspects of
centralization by including a Governance Layer.

Another set of centralization causing issues that the generic architecture does not capture are associated with the operation of
a node on the network. These issues include the computational requirements for participation, such as proprietary hardware and
storage. In accordance with the recommendation of interviewee 𝐼10, we include an Operational layer to represent the centralization
associated with operating as a node on the blockchain.

Table 3 considers the factors identified in Table 2 from the perspective of ‘prevalence-of-occurrence’ in the literature and the
interviews, where prevalence is considered as a proxy for whether the factor is ‘‘established’’ or not. The literature references in the
table identify that particular factor as a potential source of centralization.7 The interviewer identifiers are used to indicate explicit
recognition of the factor as a contributor to centralization in the associated interview. Interestingly, based on the data presented
in this table, most of the factors can be considered well established, with the possible exception of Bandwidth Concentration and
Routing Centralization. Even though Node Discovery Protocol Control was only referred to by one academic article, the majority of
interviewees perceived it as a relevant factor.

Based on our taxonomy, we define centralization of public Blockchains as the process by which one or more architectural dimensions
(aspects) of the Blockchain are restrictive to the majority of participants by direct or indirect economic, social, or technical constraints.
We report a total of 13 aspects spread over six architectural layers. The governance layer aims to capture the social constructs of
building and maintaining a public blockchain, specifically reporting on the incentives to build (Owner Control) and maintain a public
blockchain (Improvement Protocol). The governance layer feeds into the economic aspects of the Blockchain in forms of incentives,
this is captured by the Incentive layer, where we review the wealth inequality (Wealth Concentration). This inequality is in part
caused by the technical constraints of participation ranging from Networking aspects such as bandwidth and routing requirements to
operational requirements such as storage and specialized pieces of equipment for participation. These higher storage and specialized
equipment requirements restrict participation in the consensus, which is observable in the consensus layer. We also report on the
centralization of end-user applications such as wallets and exchanges. The following subsections discuss the taxonomy in detail.

7 A complete list of articles is available in Appendix B.
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Table 3
Centralization causing factors found in literature and interviews.

Centralization factor Refereed articles Interviews

Wallet concentration R11, R13, R36, R40, R76, R78, R84, R86, R88 𝐼4, 𝐼5, 𝐼7, 𝐼8
Exchange concentration R11, R13, R27, R34, R37, R40, R57, R64, R73, R78, R84, R86, R89 𝐼1, 𝐼3, 𝐼4, 𝐼5, 𝐼7, 𝐼8
Reference client concentration R4, R6, R8, R26, R36, R50, R67, R83 𝐼2, 𝐼5, 𝐼8, 𝐼9, 𝐼10
Storage growth rate R9, R24, R38, R39, R63, R80 𝐼2, 𝐼10
Specialized equipment concentration R23, R51–R53, R55, R62, R67 𝐼4, 𝐼5, 𝐼7, 𝐼8, 𝐼9, 𝐼10
Wealth concentration R16, R51, R52, R55, R62, R67 𝐼1, 𝐼2, 𝐼3, 𝐼4, 𝐼5, 𝐼6, 𝐼7, 𝐼9
Consensus power distribution R1–R3, R5, R7, R9, R11–R17, R19–R22, R25, R26, R28–R33, R35, R36, R39, R40,

R42–R47, R49, R52–R56, R58, R60, R61, R65–R72, R74–R79, R81, R82, R87
𝐼1, 𝐼2, 𝐼3, 𝐼4, 𝐼5, 𝐼6, 𝐼7, 𝐼8, 𝐼9, 𝐼10

Node discovery protocol control R59 𝐼1, 𝐼2, 𝐼3, 𝐼5, 𝐼10
Geographic distribution R5, R30, R40, R47, R50, R76 𝐼1, 𝐼2, 𝐼3, 𝐼4, 𝐼5, 𝐼6, 𝐼7
Bandwidth concentration R35, R87 𝐼2, 𝐼10
Routing centralization R3, R20, R35 𝐼2
Owner control R14, R18, R26, R41, R48 𝐼1, 𝐼4, 𝐼5, 𝐼7, 𝐼8, 𝐼9
Improvement protocol R4–R6, R10, R26, R36, R41, R48, R76, R83, R85 𝐼1, 𝐼2, 𝐼3, 𝐼4, 𝐼5, 𝐼7

Table 4
Categories of centralization in governance layer.

Ref Owner control Improvement protocol

Identification Measurement Identification Measurement

R4 × × � ×
R5 × × � ×
R6 × × � Centrality metrics
R10 × × � ×
R14 � × × ×
R18 � Fractional measurement × ×
R26 � × � ×
R36 × × � ×
R41 � × � ×
R48 � × � ×
R76 × × � ×
R83 × × � ×
R85 × × � ×

4.1. Governance

Blockchain, like any other information system, is subject to evolutionary changes that are governed by a governance structure.
These evolutionary changes may include security patches, scalability provisions, and improvement proposals. Wang et al. (2017)
theorizes the relationship between the value proposition of blockchain and the governance structure in place. They reason that
the core value proposition of blockchain is rooted in decentralization. This property of decentralization is considered valuable by
investors.

Decentralized governance was also indicted as a vital component of public blockchains by our interview participants. 80%
mentioned governance as a significant centralization threat (𝐼1, 𝐼2, 𝐼3, 𝐼4, 𝐼5, 𝐼7, 𝐼8, 𝐼9). This is best illustrated by a quote from 𝐼1,
with respect to the implication of centralized governance structure: ‘‘if you are talking about the centralization of governance, that for
me is the prime example of a private permissioned Blockchain’’.

Despite the significance of decentralization for blockchain, Wang et al. (2017) argue that a high level of decentralization may
slow down the strategic decision-making process. Contrary to the proposition in favor of some centralization by Gervais et al. (2014)
and Wang et al. (2017) argue against the concentration of decision making power by pointing out instances of unilateral decision
making by core developers in the short history of bitcoin; for example, when the core developers unilaterally decided to lower the
minimum transaction fee. This criticism of governance centralization is shared by Roubini (2018a) who criticizes the centrality of
control over governance as it may concentrate the decision power to a few entities involved in governance of the blockchain. Atzori
(2015) expands the analysis of blockchain governance issues towards the emergence of blockchain governance oligarchy. Azouvi
et al. (2018) conducts an empirical analysis of two of the most prominent blockchain projects, Bitcoin and Ethereum, by comparing
the state of governance to other major open-source projects. They conclude that control governance is usually concentrated in a
handful of people in Bitcoin and Ethereum, which is a big centralization factor.

As reported by Wang et al. (2017), the centralization on the governance layer may not be detrimental due to the advantages
of rapid strategic decision-making. We expand on the argument in favor of some centralization (Wang et al., 2017) in Section 6,
where we discuss how the adverse impact of centralization varies across the different layers of the taxonomy.

Based on the literature review and subsequent interviews, we further divide the issue of governance into owner control and
improvement protocol. These results are presented in Table 4.
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4.1.1. Owner control
As described by Wang et al. (2017), the developers of the blockchain often retain some control over the implementation on the

governance level. This can be in the form of, for example, the native cryptocurrency owned by the developers. Wang et al. (2017)
describes this as Owner Control.

Measurement Technique : This type of owner control can be measured by examining the total cryptocurrency accumulated by the
owners in the early adoption period (Wolfson, 2015). This early adoption period also includes the pre-mined8 cryptocurrency (Wang
et al., 2017). We report studies such as (Chohan, 2019; Wolfson, 2015) that have implemented a proportional measure to quantify
owner control. Owner control can be measured as the fraction of the total allowed cryptocurrency if the supply is capped, as
measured by Eq. (1), where 𝐶𝑂𝑤𝑛𝑒𝑟𝐶𝑜𝑛𝑡𝑟𝑜𝑙 represents the fraction of total cryptocurrency that the owner controls.

𝐶𝑂𝑤𝑛𝑒𝑟𝐶𝑜𝑛𝑡𝑟𝑜𝑙 = 𝑉𝑂𝑤𝑛𝑒𝑟𝐵𝑎𝑙𝑎𝑛𝑐𝑒∕𝑉𝐶𝑎𝑝𝑝𝑒𝑑𝑆𝑢𝑝𝑝𝑙𝑦 (1)

If the supply is uncapped, owner control is measured as the fraction of total currency in circulation, as illustrated in Eq. (2).

𝐶𝑂𝑤𝑛𝑒𝑟𝐶𝑜𝑛𝑡𝑟𝑜𝑙 = 𝑉𝑂𝑤𝑛𝑒𝑟𝐵𝑎𝑙𝑎𝑛𝑐𝑒∕𝑉𝐶𝑢𝑟𝑟𝑒𝑛𝑡𝑆𝑢𝑝𝑝𝑙𝑦 (2)

Most interview participants indicated that the use of fractional measurement for owner control was appropriate. However, 𝐼9
suggested a refinement: ‘‘The fractional calculation of the owner control varies with the supply; a simpler approach might be to use a metric
such as how much power over the network can be achieved with the money in the owner control. How much hardware can you afford, and
what hash power can you get with it. Relating the cryptocurrency to the hashing power would be more informative’’.

Implication of high owner control : Depending on the consensus mechanism used, the owner control has severe impacts on
the network. This adverse impact is particularly worrying in the case of Proof-of-stake based cryptocurrency, where the consensus
power is determined by the quantity of native cryptocurrency owned by the participant. Having a large amount of pre-mined or
early adoption period accumulated cryptocurrency will give the owner a significant advantage over others, resulting in a more
centralized network. This high consensus power pose a security threat as an owner with over 50% consensus power can conduct a
double spending attacks. Ethereum is a prime example of such wealth concentration due to pre-mined cryptocurrency.

The Ethereum platform was crowdfunded by investors who were rewarded in the form of ETH9 during the creation of the first
block in Ethereum. An estimated 60 Million ETH were distributed among the early investors; another 12 Million were distributed
among the developers of Ethereum (Etherscan, 2019a). We calculate the value of 𝐶𝑂𝑤𝑛𝑒𝑟𝐶𝑜𝑛𝑡𝑟𝑜𝑙 by considering the 12 Million
pre-mined ETH that developers control and the total current supply of ETH obtained (from Etherscan, 2019b):

𝐶𝑂𝑤𝑛𝑒𝑟𝐶𝑜𝑛𝑡𝑟𝑜𝑙 = 12, 000, 000∕106, 514, 407.78 = 0.11 (3)

It should be noted that the value of 𝐶𝑂𝑤𝑛𝑒𝑟𝐶𝑜𝑛𝑡𝑟𝑜𝑙 feeds into the issue of Wealth Concentration, which is a significant cause
of economic centralization. A high wealth concentration in a cryptocurrency is against the founding principle and premise of
cryptocurrency providing a more even monetary system. This can consequently disincentivize the adoption.

4.1.2. Improvement protocol
As discussed earlier, evolutionary changes require blockchains to have a robust governance structure in place. As decentralized

blockchains do not have any authorized entities moderating the changes, the process of moderation is delegated to the participants.
Bitcoin improvement protocol (BIP) is a prime example of such an improvement system (Anceaume, Lajoie-Mazenc, Ludinard, &
Sericola, 2016). The formal voting protocol, such as that in BIP, is used to establish consensus over proposed changes, often through
voting. 60% of interview participants (𝐼1, 𝐼2, 𝐼3, 𝐼4, 𝐼5, 𝐼7) mentioned that the improvement protocol performs an essential function
in the network with 𝐼7 suggesting: ‘‘Whoever controls the improvements will inevitably shape the future of the network’’.

The literature review points out the similarities between the Python Enhancement Proposals and BIPs, both of which heavily
draw from the ‘‘canonical’’ approach to consensus (De Filippi & Loveluck, 2016). In the ‘‘canonical’’ based BIP, all the suggested
changes have to be made available to the public for open discussion. However, the final decision as to how proposed changes will
be implemented is taken by the core developers (Gervais et al., 2014).

Measurement Technique: The centralization in a formal voting protocol is measured by analyzing the moderation control. If
specific developers or owners can moderate the voting, the moderation may jeopardize changes these that developers or owners
disagree with. Thus the determination of the control level is done by examining the voting protocol in place and the controls imposed
on it.

As public blockchains often have an open platform for proposing improvements, such as BIP for Bitcoin, and EIP for
Ethereum, Azouvi et al. (2018) suggests reviewing the number of improvement proposals made by each author and the respective
states of those proposals (i.e., approved, rejected or under review). The authors also suggest reviewing the comments on each
proposal to examine the discussions. Based on the data obtained from the author/number of proposals, complemented by comments
per author on the proposal, Azouvi et al. (2018) suggests calculating metrics for centralization measurement. Fig. 7 illustrates this
measurement technique graphically.

8 Pre-mined cryptocurrency refers to the native cryptocurrency issued with the creation of the first block in the blockchain.
9 ETH is the ticker mark for Ether, the cryptocurrency used by Ethereum platform.
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Fig. 7. Improvement protocol centralization measurement technique.

These centrality metrics include Mean, Median, interquartile range (IQR), and interquartile mean (IQMean). IQR is a measure
of variability that assists in locating where the majority of values lie in the data sample. It is calculated as the difference between
75th and 25th percentiles of the data. However, IQR is sensitive to noisy outliers, which can impact the overall result. This can be
overcome by using the IQMean, which allows us to eliminate the outliers from our data set by calculating the median of IQR.

Implication of control over improvement protocol: If a subset of all participants moderate the improvement protocol, it
will result in control over improvements or modifications to the network. The debate over block size in Bitcoin an example of
an issue arising due to this type of control over the network (Bitcoin, 2019; De Filippi & Loveluck, 2016). Other significant
control implications over the improvement protocol include the unilateral decision making in both Bitcoin and Ethereum, where
the governance structure implemented a change not widely supported by the community. This includes the notable transaction
fee reduction in Bitcoin (Gervais et al., 2014) and Ethereum hard fork due to DAO attack which led to the subsequent creation
of Ethereum classic (Wirdum, 2016). More incidents of unilateral decision making include the changes to the Ethereum consensus
algorithm in 2018, where developers decided to modify the algorithm to disable newer mining hardware (Kim & Zetlin-Jones, 2019).
These incidents not only represent the lack of a systematic governance model in terms of improvement but also present a challenge
in terms of newer participation and updates. This type of centralization impacts the presumed open nature of the Blockchain, which
is one of the core contributions of Blockchain to the field of financial technologies.

4.1.3. State-of-the-art for centralization on the governance layer
Based on the literature review, we report that there are two distinctive approaches to centralization in governance. In the first

approach, pioneered by Wang et al. (2017), governance centralization is essential for rapid strategic decisions. This approach is
countered by the empirical analysis of Azouvi et al. (2018). Those authors report that other non-cryptocurrency open source projects
have attained a higher level of decentralization in governance, specifically in the form of improvement protocol without the need
for centralized control. These two contrasting approaches highlight the need for a more in-depth analysis of the importance of rapid
strategic decision making in the context of blockchain various other open-source projects.

4.2. Network

The network layer acts as the information dissemination mechanism for the blockchain instance. As the decentralized network
cannot have centralized nodes that act as relay points to transmit messages between the participants, the network is largely a peer-
to-peer system. The network layer acts as the information dissemination mechanism for the blockchain instance. This peer-to-peer
network serves as an essential security and usability measure as pointed out by 𝐼8: ‘‘In this peer to peer network, there is no single point
of failure and participants can join and leave the network without risking interruption or degradation of the network’’.

Network connectivity of a node is an important aspect of performing the mining operation (Sapirshtein et al., 2016). Higher
network connectivity results in a higher likelihood of adding the next block on the longest chain as the miner can propagate the
block to a large number of nodes in the network. This interplay between the reward from adding a block to the blockchain and
network connectivity has resulted in networking phenomena such as strategizing networking resource concentration in the form of
bandwidth (Gencer et al., 2018) and strategizing geographic distribution of nodes in the network (Kim et al., 2018; Roubini, 2018b).

Based on the literature review, we identify another source of centralization on the network layer as the topology formation of
the network. This formation includes the node discovery protocol for finding peers in the network (Neudecker & Hartenstein, 2018)
and the routing structure of the network (Apostolaki, Zohar, & Vanbever, 2017). The relevant studies identified by our review are
presented in Table 5. We describe each of the outlined factors in detail in the following Subsections.
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Table 5
Categories of centralization in network layer.

Ref Node discovery Geographic distribution Bandwidth Routing

Identification Measurement Identification Measurement Identification Measurement Identification Measurement

R3 × × × × × × � AS coverage
R5 × × � × × × × ×
R20 × × × × × × � ×
R30 × × � × × × × ×
R35 × × � Latency � Clustering � AS coverage
R40 × × � × × × × ×
R47 × × � × × × × ×
R50 × × � × × × × ×
R59 � × × × × × × ×
R76 × × � × × × × ×
R87 × × × × � × × ×

4.2.1. Node discovery protocol control
In a peer-to-peer topology, participating nodes directly communicate with other participants to transmit data packets. A node

discovery protocol is used to discover nodes in the network with which to communicate (Miller et al., 2015). The node discovery
protocol often relies on a set of seed DNS nodes that distribute the address of other active nodes on the network. These predefined
DNS nodes may be a potential source of security threat, as demonstrated by Jin, Zhang, Liu, and Lei (2017) and Tapsell, Akram, and
Markantonakis (2018). If one of the seed nodes becomes inaccessible, it may result in many participants of the network becoming
undiscoverable. As the new nodes in the network discover others by querying these predefined seed DNS nodes, the literature
identifies seed nodes as a contributor to centralization on the network layer (Neudecker & Hartenstein, 2018).

Measurement Technique : After the review of all relevant articles in our study, we conclude that no measurement technique
focuses on the Node Discovery protocol. Studies such as (Jin et al., 2017; Tapsell et al., 2018) investigate the issue of seed DNS
nodes from a security perspective, specifically focusing on the single point of failure issue. We reason that further investigation into
centralization in node discovery level is warranted due to the significant security threats that it poses.

Implication of control over DNS: Centralized DNS services are linked to security threats in the network (Jin et al., 2017). They
also allow the DNS owners to observe the participants of the network. These centralized DNS services can also act as a single point of
failure, which is of particular concern in the case of a Denial of Service attack (Dietrich, Long, & Dittrich, 2000). As core developers
select these DNS nodes, the issue of node discovery protocol also feeds into that of trust in the core developers (Tapsell et al.,
2018). A malicious developer can also change the DNS seed nodes to conduct an eclipse attack. Several Monte Carlo simulations
have shown the effectiveness of such eclipse attacks on Bitcoin and Ethereum (Heilman, Kendler, Zohar, & Goldberg, 2015).

4.2.2. Geographic distribution
Bitcoin and similar cryptocurrencies have been able to gain significant attention from governments around the world due to their

decentralized uncensored nature. This has prompted many to argue that a significant concentration of the nodes in any geographic
area may be a threat to the network (Roubini, 2018b). This type of geographic concentration may lead to centralization on the
network layer as the nodes become prone to geopolitical manipulation. 70% of interview participants indicated that geographic
concentration is harmful to the network. 𝐼6 suggested that geographic centralization may be disadvantageous for miners who are
not centrally located: ‘‘I fear that in a geographically-focused network, people within the same geographic location will have an edge over
others, they will receive and send transactions first’’.

The nodes are distributed over the participating countries in the network. In an ideal case, the distribution of nodes should be
equal in all participating countries so as to be able to withstand a geopolitical blockade. Findings from our review suggest there is a
trend towards geographic concentration of nodes in both Bitcoin and Ethereum (Gencer et al., 2018; Khairuddin & Sas, 2019; Kim
et al., 2018; Roubini, 2018b).

Measurement Technique : Our review suggests that the geographic location measurement in blockchain can be done by
measuring latency in the peer-to-peer network (Gencer et al., 2018; Kim et al., 2018). This approach draws heavily from Saroiu,
Gummadi, and Gribble (2001), where the authors proposed using latency as a measurement tool in Gnutella. Gencer et al. (2018)
first proposed measuring the distance between their geographically distributed nodes and other peers in the network by sending
a data packet and measuring the round-trip time. Based on the round-trip time, Gencer et al. (2018) calculated upper and lower
bounds between two remote peers in the network. If two nodes take a similar time to respond to the data packet sent by their
nodes, it is reasoned that these two nodes are likely geographically close. This approach is further refined by Kim et al. (2018), who
consider the average of bounds for final latency estimation.

Fig. 8 illustrates this measurement technique graphically using a toy example. In this example, we have two geographic regions
A and B. To identify a blockchain network participant’s relative geographical locations, we deploy two measurement nodes that send
a data packet to the network participant and wait for the response. Upon the receipt of a response, we can calculate the network
latency. In this toy example, the measurement node in geographic area A returns a lower latency; thus, we can assume that the
blockchain participant is geographically closer to area A than area B. In their analysis (Gencer et al., 2018), the authors conduct
this experiment with a large number of measurement nodes spread out geographically.
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Fig. 8. Geographic distribution measurement technique.

Implications of geographical centralization: The most prominent issue with geographic centralization is the potential for
geopolitical manipulation of the network (Roubini, 2018b). Other issues with geographic clustering include the possibility of faster
transmission of packets to nearby nodes promoting faster network propagation. This can lead to more clustering, since participant
must propagate the solution to the majority of the network in order to get rewarded in Proof-of-work based blockchains. If the
majority is located in a geographical cluster away from the participant, that may translate to a loss of revenue. As suggested
by Gencer et al. (2018), a low number of geographic clusters are considered good for the decentralization of the network. This
is due to the association of potentially high block rewards due to faster network propagation. As shown in Sapirshtein et al. (2016),
network connectivity is directly related to the ability to successfully conduct selfish mining attacks, which can support a double
spending attack.

4.2.3. Bandwidth concentration
In a public blockchain’s peer-to-peer network, the network bandwidth often acts as a crucial factor in the successful propagation

of data packets. In Proof-of-Work based blockchain, every consensus cycle acts as a race to first calculate the solution to the
cryptographic puzzle followed by dissemination of the solution to a majority of the network. Dissemination requires a large number
of network connections with peers in the network, thus increasing the bandwidth requirements. This arms race to attain higher
bandwidth may lead to the centralization of mining equipment to services like a centralized data center with high bandwidth (Gencer
et al., 2018).

Measurement Technique : Gencer et al. (2018) proposed measuring the bandwidth of each peer by requesting a large amount
of data and estimating the speed by observing the time taken for the transmission. Once they estimate the speed of each accessible
peer, they calculate and cluster the provisioned bandwidth in groups.

Implication of bandwidth concentration: A high bandwidth requirement may limit the participation to only the participants
with significant bandwidth (Zheng et al., 2018). It may also result in a high concentration of networking devices in centralized
spaces such as data centers (Gencer et al., 2018). This potential increment in bandwidth requirement may limit the participation to
only those entities with high network capabilities making the consensus participation not viable in a domestic setting. The inability
to participate in the network violates the open nature of the public blockchain preventing a widespread adoption of the technology.

4.2.4. Routing centralization
As public blockchain networks run over the existing networking stack, they rely on the networking structure used by IP (Internet

Protocol). Centralization present in the networking structure of IP transfers to the blockchain as well. Our review reports that
this centralization has been studied in blockchain from the privacy (Feld, Schönfeld, & Werner, 2014) and security (Apostolaki
et al., 2017) perspectives. Gencer at al. (2018) reports that concentration on AS-Level10 as a source of centralization for a public
blockchain (Gencer et al., 2018). Interestingly, none of the industrial participants mentioned this concern unprompted, suggesting
that it might be more of an academic concern than a real-world one. However, when the concern was mentioned, one industry
participant agreed.

Measurement Technique : Our review suggests that there is a common network traversing strategy used to determine the
network structure from the AS-Level perspective (Apostolaki et al., 2017; Feld et al., 2014; Gencer et al., 2018). To measure the
number of ASes in a peer to peer network, the observer node traverses the network by recursively collecting IP addresses of each
peer and querying every reachable address. This process is repeated until no new reachable nodes are available in the IP list. For
the determination of AS of each IP, Feld et al. (2014) recommend using Maxmind’s free Geo API.11

Implication of control over ASes: Centralization on AS-Level is reported to have privacy implications for blockchain users as
it allows more traceability on a network level (Feld et al., 2014). This concentration of IP addresses under a few ASes is directly
linked with potential network security issues in Bitcoin (Apostolaki et al., 2017) and Ethereum (Gencer et al., 2018). However,

10 Autonomous systems (AS) in computer networks refers to the collection of connected IP routing prefixes under the authority of one or more networking
entities.

11 https://dev.maxmind.com/geoip/geoip2/geolite2/.
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Table 6
Categories of centralization in consensus layer.

Consensus power distribution Selected studies

Identification R1, R2, R3, R5, R7, R9, R11, R12, R13, R14, R15, R16, R17, R19, R20, R21, R22, R25, R26, R28, R29, R30, R31, R32, R33,
R35, R36, R39, R40, R42, R43, R44, R45, R46, R47, R49, R52, R53, R54, R55, R56, R58, R60, R61, R65, R66, R67, R68,
R69, R70, R71, R72, R73, R74, R75, R76, R77, R78, R79, R80, R81, R82, R87

Factor measurement

Percentage based measure R1, R7, R12, R14, R21, R26, R29, R31, R33, R35, R36, R43, R46, R47, R49, R49, R53, R55, R56, R60, R61, R67, R71, R72,
R73, R77, R78, R80

Gini R15, R16

these privacy and security threats remain largely academic with no real world incident reports in our sample set of articles. This
is further evident through our interviews, where no academic or industrial experts pointed to control over ASes as a centralization
threat unprompted.

4.2.5. State-of-the-art for centralization on the network layer
In a peer-to-peer, network-based blockchain system, both the network connectivity and the network capabilities have an impact

on the likelihood of profit (Sapirshtein et al., 2016). Our survey reports on four types of network-based centralization: node
discovery, geographic distribution, bandwidth, and routing. Among the reported centralization avenues, there are no measurement
techniques to quantify node discovery protocol centralization despite the security threats associated with centralization (Jin et al.,
2017). We reason that a further investigation into the centralization of node discovery protocol is warranted. We also report that
the research into the geographic distribution and bandwidth centralization is primarily focused on Bitcoin and Ethereum. Due to the
association of the monetary reward and the network connectivity and capabilities, we reason that a further empirical investigation
into the network layer for more cryptocurrencies may assist in better understanding network participation’s profitability.

4.3. Consensus

The consensus layer establishes an agreement on a single state of the data in the public blockchain. As described in Section 2.2,
in the case of Proof of Work, it is attained by inducing a race to solve a mathematical problem. The first person to solve and
propagate receives a monetary reward as an incentive. The likelihood of finding the solution to the mathematical problem depends
on the computational power devoted to the solution. Thus a high concentration of computational power is a direct signifier of
centralization in the blockchain. As identified by articles in Table 6, the consensus power distribution is a key contributor to the
centralization of the Proof-of-Work based blockchain. Eight interviewees mentioned this aspect unprompted, suggesting that this is
a prevalent concern. In this subsection, we review how the literature defines and measures the consensus power centralization.

4.3.1. Consensus power distribution
In the case of a Proof-of-Work based blockchain, the Consensus power is also known as the hash power of the miner (participating

node). The centralization of hash power can pose a significant security threat to blockchain solutions such as Bitcoin and Ethereum.
One key contributing factor to centralization is commercial mining pools. The income from mining operations depends on the
probability of finding and propagating the solution of the puzzle before everyone else. The probability of successfully calculating
the solution depends on the hash power of the computing device used for the calculation. Lower probability leads to a lack of stable
income and may prompt users to mine as a group and share the profit. This group mining is also known as pooled mining (Lewenberg,
Bachrach, Sompolinsky, Zohar, & Rosenschein, 2015). Based on the analysis of the shortlisted literature, we report that the concept
of pooled mining in itself is not considered a threat to the decentralization of the network; however, the literature is in agreement
over the harms of a centrally run commercialized mining pool. In these centrally run mining pools, the pool manager decides which
transactions to include in a block and subsequently distributes the workload among participants of the pool. This type of structure
requires trusting the manager of the pool thus limiting the decentralization in the blockchain (Chesterman, 2018).

Measurement Technique : Studies including (Beikverdi & Song, 2015; Gencer et al., 2018; Judmayer, Zamyatin, Stifter,
Voyiatzis and Weippl, 2017; Sai et al., 2019a), have deployed an experimental setup to measure consensus centralization. Judmayer,
Zamyatin et al. (2017) refer to this approach as a ‘‘block attribution scheme’’. In this experimental set-up, a participating node is
connected to the blockchain that actively sniffs the network to extract mined blocks and coinbase addresses.12 The coin base address
is then used to query public blockchain explorers to determine if it belongs to a known mining pool. Based on the results, a list of
the mining pools and the proportion of the blocks mined by each respective public mining pool is constructed. Using this approach,
we can calculate the proportion of total computational power that each mining pool controls. Fig. 9 illustrates the block attribution
scheme graphically.

This proportion can be represented as a percentage value as suggested by referred articles in Table 6 or by using the Gini values,
based on the Lorenz Curve (Bruschi, Rana, Gentile, & Sciuto, 2019; Caccioli, Livan, & Aste, 2016).

12 The coin base address refers to the address of the node that gets the reward for successfully mining a block.
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Fig. 9. Block attribution scheme.

Gini Value Measurement: These are economic measures of inequality (Dorfman, 1979; Gastwirth, 1971) for consensus power
concentration (Bruschi et al., 2019; Caccioli et al., 2016).

The Lorenz curve is a graphical representation of the distribution of wealth. The curve illustrates the proportion of the income
earned by any given percentage of the population. This curve has proven to be of significant importance in economic disparity
measurement. To numerically describe this distribution, we can use the Gini Coefficient, which is based on the difference between
the Lorenz curve and the line of equality.13 We can calculate the Gini Coefficient as follows:

𝐺𝑖𝑛𝑖 = 𝐴∕(𝐴 + 𝐵) (4)

where A is the area between the line of equality and Lorenz curve, and B is the area under the line of equality. The value of Gini
can range between 0 to 1, where 0 represents complete equality, and 1 represents complete inequality.

Implications of consensus power centralization: The impact of centralization in consensus power has been widely studied in
security literature (Chen et al., 2017; Gervais et al., 2016; Karame, 2016; Sai et al., 2019a; Sapirshtein et al., 2016; Zhang et al.,
2019). A concentration of 26% in proof of work-based blockchain can lead to successful selfish mining attacks. Whereas a consensus
power concentration of over 51% can result in a 51% attack.

Smaller cryptocurrecies tend to be more prone to 51% attack as evident by successful attacks on Aurum Coin, Bitcoin Gold,
Ethereum Classic, Flo Blockchain, Monacoin, Verge, Vertcoin and ZenCash (Sayeed & Marco-Gisbert, 2019). These 51% attacks
have, on average, resulted in a loss of $2.5 million per cryptocurrency (Sayeed & Marco-Gisbert, 2019). The significance of these
attacks is evident by the agreement of all our interviewees on the centralization implications of a 51% attack caused by consensus
power concentration.

4.3.2. State-of-the-art for centralization on the consensus layer
Recent successful double-spending attacks due to the consensus power centralization have highlighted the need for a more

encompassing understanding of the incentives behind the honest behavior for participation. Based on the results of Sai et al.
(2019a), it seems that a better understanding of the economics behind the consensus system is needed to ensure secure operation.
This is especially important for smaller cryptocurrencies as the barrier to conduct a 51% attack is lower when compared to major
cryptocurrencies. We suggest a further in-depth investigation of the economic incentives behind conducting a double-spending attack
against smaller cryptocurrencies be conducted.

4.4. Incentive layer

Bitcoin and similar decentralized cryptocurrencies are inherently dependent on the economics associated with rewards (Sai et al.,
2019a). Sai et al. (2019a) reports that the exchange rate of Bitcoin is related to the overall consensus power of the network. If the
exchange rate falls below a given threshold of profitability, the participants of the network may withdraw from active mining,
which may result in a fall in overall hashing power of the network. A low value of hashing power of the network makes it easier for
attackers to attain a higher consensus proportion; thus it may increase the threat of selfish mining and 51% attack. This interplay
between the monetary aspect of public cryptocurrencies and security makes it essential to inspect centralization on the economy

13 Line of equality refers to the equal distribution of hashing power among miners.
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Table 7
Categories of centralization in incentive layer.

Ref Wealth concentration

Identification Measurement

R16 � ×
R51 � Gini
R52 � Percentage value
R55 � ×
R62 � Percentage value
R67 � Gini

driven incentive aspect of the network. A high concentration of wealth to a select few may be an aspect of centralization that
can prove to be harmful to the network. Attacks such as the Whale Transaction Attack (Liao & Katz, 2017) have exploited wealth
concentration. In a whale transaction attack, the attacker attempts to induce disagreement14 between the participants by providing
a high transaction fee in an already published block.

The issue of wealth concentration was raised by 60% of our interview participants unprompted. 𝑃7, for example, noted how
they focused on wealth concentration: ‘‘In general, I follow the money. If the trail of funds leads to one natural person or group of
natural persons (regardless of number of addresses), then the process is relatively centralized along the spectrum of centralized–decentralized
blockchain’’.

Table 7 outlines the result of our review, identifying relevant articles and shortlisted techniques for measurement. In this
subsection, we review the centralization based on Wealth Concentration in depth. This type of centralization may be of significance
for a blockchain solution that employs a wealth-oriented consensus mechanism such as Proof-of-Stake (Kiayias, Russell, David, &
Oliynykov, 2017).

4.4.1. Wealth concentration
High accumulation of native cryptocurrency may give a unique advantage to an adversary. The high wealth concentration can

also be used to increase the overall cost of transactions (Liao & Katz, 2017), as demonstrated in the iFish attack on the Ethereum
network (Cryptoslate, 2018). In the iFish attack, the attacker induced a large number of transactions with a high transaction fee
in a short period. This influx of high transaction fees resulted in a considerable increase in the transaction fee. Another form of
network abuse arising from high wealth concentration involves transaction fee manipulation by artificially increasing the overall
fee required for a successful transaction.

Based on the results from our review, we point that this wealth concentration also has economic impacts on the network. As
reported by Kondor, Pósfai, Csabai, and Vattay (2014), already wealthy nodes in the bitcoin’s transaction graph tend to increase
their wealth at a higher speed than smaller nodes. They call this phenomena the ‘‘rich get richer’’ scheme.

Measurement Technique : Wealth concentration measurement is at the center of disparity studies in economics (Gini, 1921).
One of the most commonly used measures is the Gini Coefficient calculated from the Lorenz Curve. The wealth concentration is mea-
sured in the form of inequality based on the population and what proportion of population controls how much wealth. Translating
this directly to the blockchain could mean calculating Gini over a cryptocurrency and all existing addresses on the blockchain. But
we argue that this may not be the most efficient way as techniques such as Hierarchical Deterministic Wallets (Gutoski & Stebila,
2015) promote the generation of new addresses for every transaction. To overcome this limitation, Srinivasan (2017) proposes
establishing a lower bound value on the cryptocurrency contained in the address for inclusion in the measurement, i.e., a wallet with
0 cryptocurrencies may be excluded from the study, as it most likely resembles an inactive address. Another reported measurement
technique is to use a percentage measure. However, a simple percentage measure fails to capture the distribution. Machine learning-
based transaction clustering approaches have also been employed to extract behavioral patterns (Hu et al., 2021); these heuristics
may also be useful for the calculation of wealth distribution.

Implications of Wealth Concentration: Wealth concentration is linked with a number of potential attacks, such as the possibility
of a 51% attack in the case of a wealthy attacker during a fall in exchange rate (Sai et al., 2019a). Whale attack, as discussed above,
is another example of a wealth oriented security threat to the network. However, both of these potential attacks are without any
real-world incident reports.

One example of wealth concentration in a real-world attack is the transaction fee price manipulation caused by the iFish
attack (Cryptoslate, 2018). During the iFish attack, the attacker was able to artificially inflate the transaction fee of Ethereum by
35%. Another example of a wealth oriented attack is the bZx hack, where a smart contract designed for lending Ether was exploited
by sending high-value transactions and manipulating the platform (Zmudzinski, 2020).

A public blockchain with high wealth concentration contradicts the foundational notion of a more even and open monetary
system. This has a direct implication on the adoption of the technology.

14 The disagreement is in the form of blockchain fork.
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Table 8
Categories of centralization in operational layer.

Ref Storage constraint Specialized equipment concentration

Identification Measurement Identification Measurement

R9 � × × ×
R23 × × � ×
R24 � Rate of growth × ×
R38 � × × ×
R39 � × × ×
R51 × × � ×
R52 × × � ×
R53 × × � ×
R55 × × � ×
R62 × × � ×
R63 � × × ×
R67 × × � ×
R80 � × × ×

4.4.2. State-of-the-art for centralization on the incentive layer
High wealth concentration in public blockchain poses security threats, specifically in the form of manipulating economics

associated with the blockchain system, such as transaction fees and exchange rates. However, measuring the current state of wealth
concentration in the public blockchain is a nontrivial problem due to widespread adoption of technologies that aim to increase
users’ anonymity. Based on our review, we note that the use of clustering techniques and setting a lower bound on the amount
of cryptocurrency stored at an address can help establish the state of wealth distribution. We suggest that further investigation
into deanonymizing the blockchain can improve the accuracy of the techniques used to calculate the Gini value and that this is an
important agenda for research going forward.

4.5. Operational layer

The uncertainty of reward imposes a constraint on participation for rational investors. This reasoning is primarily based on the
cost of mining (Sai, Le Gear and Buckley, 2019). A miner can earn rewards in the form of mining incentives and accumulated
transaction fees from the mined block but to profitably mine on a Proof-of-Work blockchain, the difference between rewards earned
and the expenses of the mining operation should be positive. This is the ‘operations’ we are referring to in this ‘operational’ layer.
The expenses of mining operations include capital costs such as the acquisition of adequate hardware and other recurrent costs such
as the cost of electricity.

After conducting the systematic review, we report two types of centralization associated with operational aspects of the public
blockchain. The first is the move from commercially available mining equipment to proprietary application-specific integrated circuit
machines. This increased capital, operational cost has proven to be a significant barrier to entry for new miners in Bitcoin (Borge
et al., 2017). We categorize this type of specialized hardware centralization as Specialized Equipment Concentration.

Another factor that contributes to the cost of mining is the storage requirements for operating on the network. As all full nodes
in the network are required to store and process all the transactions, the data stored increases (Dai, Zhang, Wang, & Jin, 2018).
This imposes a significant barrier as traditional computing devices may not be able to participate in the network given high storage
requirements. This may limit the participation in consensus to only the participants who can afford greater computational resources
imposing a constraint on participation. A significant storage requirement may deter users with conventional computing devices from
participating in the consensus altogether, resulting in a more centralized network converged on participants with high computational
capabilities. This high storage requirement has been discussed as a centralization causing factor (Guo, Gao, Mei, Zhao, & Yang, 2019;
Reddit, 2019; StopAndDecrypt, 2018).

In this layer of centralization, interviewee 𝐼10 had an interesting perspective suggesting a restructuring of contract layer to widen
our definition of the layer to include other operational concerns.

In this subsection, we report the centralization caused by the operational cost involved in participating in the consensus of the
blockchain. We also manifest the result of our systematic literature review in Table 8.

4.5.1. Size of the blockchain
The traditional computing devices are often limited in-memory capabilities and can only hold a constrained amount of data.

Attaining a higher storage capacity may prove to be costly if the growth rate of the storage requirement is significantly high (Guo
et al., 2019). This growth in requirement may act as a deterring factor for non-organizational users as the requirement of the
investment may be significant (Raman & Varshney, 2017), thus prompting centralization of mining effort.

The issue of storage requirement was articulated by 20% of our interview participants. 𝐼10 said: ‘‘Nothing really stops blockchains
from becoming so large that we will run out of capacity. Personally, I have just experienced the first challenge because my Linux partition
ran out of capacity; however, if I bought additional hard-disks, I will still be able to run a full node, but it is getting more expensive to run
full nodes’’.
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Fig. 10. Storage growth rate measurement technique.

Measurement Technique : To capture the storage-oriented centralization, Raman and Varshney (2017) suggests using the
growth rate as a metric. This growth rate is determined based on historical data about the total size of the blockchain. The growth
rate can be calculated periodically, ideally after every difficulty recalibration.15 Fig. 10 illustrates the growth rate measurement
technique graphically.

𝐼10 stated their expectations for storage growth rate: ‘‘considering that Moore’s Law applies to hard drives, it will be interesting to
measure the growth rate in comparison with Moore’s law’’.

Implication of high storage requirements: Every blockchain instance may have a different storage requirements, based on its
implementation. For example, Bitcoin does not pose significant storage issues as the overall requirement is still low. In contrast,
Ethereum has an important storage requirement where the growth rate may limit participation. A growing storage requirement for
Ethereum may result in fewer people being able to participate in the network as the participating nodes on Ethereum are expected
to store code of smart contracts. A low number of participating nodes increases the likelihood of a successful DDoS attack as it
reduces the attack surface.

4.5.2. Specialized equipment concentration
Proof-of-work based blockchains have seen a surge in the overall computational power of the network (Sai et al., 2019a). This

surge has made it harder to get higher proportional control over consensus and, consequently, over the rewards associated with
incentive. This higher computational requirement has induced an arms race in miners to acquire more efficient and specialized
hardware (Ekblaw, Barabas, Harvey-Buschel, & Lippman, 2016). This type of specialized hardware is often not open source and
gives the developers an advantage over others (Ekblaw et al., 2016).

60% of our interview participants acknowledged specialized equipment concentration as an issue for a public blockchain. 𝐼7
suggested that this concentration may undermine the whole proposition of public blockchains: ‘‘.. but blockchain does not live in a
vacuum, so really it was/is the externalities (ASICs and other special hardware for example) that threw the biggest spanner in the experiment’’.

Measurement Technique : Despite the significance of specialized equipment in Proof-of-work based mining operations, there is
no existing metric to measure the centralization of hardware. Based on our literature review, we reason that this may be due to the
non-public nature of this specialized hardware. As discussed earlier, most of these hardware implementations are not open source
and often not available for public use.

Implication of Specialized Equipment Concentration: As reported by several studies listed in Table 8, the specialized
equipment concentration may have given commercial entities an advantage over normal users. If this results in those commercial
entries becoming focal, they may utilize the efficient computing equipment to attain higher consensus power and only release it
to the public when it becomes less profitable to operate that computing equipment. This approach to hoarding efficient computing
equipment is illustrated as the superhashing power dilemma by Bruschi et al. (2019). As a result of our review, we suggest that
further investigation is warranted into the measurement of specialized equipment and its impact on centralization.

Apart from the above reported DDoS attack due to the low number of nodes, the specialized equipment requirement severely
contains the participation. This higher barrier of entry and lack of profitability with old hardware makes it impractical to contribute
to the network without significant investment. This lack of involvement has been shown to increase the likelihood of a successful
selfish mining and double-spending attack (Sai et al., 2019a).

4.5.3. State-of-the-art for centralization on the operational layer
Our survey reports on two operational aspects of blockchain: the size of the blockchain and the specialized equipment

concentration. The append-only nature of blockchain leads to an ever-increasing size of the ledger that needs to be stored in full

15 In Proof-of-Work based blockchains, the difficulty of finding the solution of the computational puzzle is updated after a predefined number of blocks to
maintain a static block creation time.



Information Processing and Management 58 (2021) 102584

23

A.R. Sai et al.

Table 9
Categories of centralization in application layer.

Ref Wallet concentration Exchange concentration Reference client

Identification Measurement Identification Measurement Identification Measurement

R4 × × × × � ×
R6 × × × × � Satoshi index
R8 × × × × × ×
R11 � × � × × ×
R13 � × � × × ×
R26 × × × × � ×
R27 × × � × × ×
R34 × × � × × ×
R36 � × × × � ×
R37 × × � Centrality × ×
R40 � × � × × ×
R50 × × × × � ×
R57 × × � × × ×
R64 × × � × × ×
R67 × × × × � ×
R73 × × � Centrality × ×
R76 � × × × × ×
R78 � × � × × ×
R83 × × × × � ×
R84 � × � × × ×
R86 � × � × × ×
R88 � × × × × ×
R89 × × � × × ×

nodes. This growth in the storage requirement is considered an adoption barrier. The current research only suggests metrics to
measure it; however, there is a lack of techniques to counter the issue of growth in the storage requirement. We recommend the
development of strategies to reduce the storage requirement in order to decrease this type of centralization. In terms of specialized
equipment concentration, we note that this is yet to be quantifiably measured and we identify this as a high-potential avenue of
future work.

4.6. Application layer

Users often rely on third-party applications to facilitate user interaction with the blockchain (Sai et al., 2019b). These third-party
applications include reference implementations, wallets, and exchanges (Gervais et al., 2014). As a result of our review, we report
on centralization on these three application layer entities. We also suggest that a monopoly in the user end applications for a
blockchain instance is a contributor to the centralization of the blockchain. This issue of centralization on third-party applications
was also pointed out by 𝐼8: ‘‘If you remember the catastrophe that centralized implementations such as Mt. Gox, Bitfinex have brought to
the blockchain world, you can clearly see the desperate need for decentralization in user-facing applications’’.

Results from our literature review are outlined in Table 9.
This subsection is a manifestation of the identified centralization prone application layer entities.

4.6.1. Reference client development concentration
As described in Section 2.2, the data layer definition is implemented by a reference client, which acts as the gateway to

the blockchain system. As any client that implements the protocol can become a part of the network, it is desirable from the
decentralization point of view to have as many developers working on the reference implementation. Each client is expected to fulfill
the protocol specification suggested by the core protocol. The development of the core protocol is decentralized by developing an
open-source reference implementation. If a select few developers primarily drive the development of the core client, it contributes
to centralization (Azouvi et al., 2018; Gervais et al., 2014). The decentralized protocol development factor captures this type of
centralization. We note that this centralization is different from the improvement protocol centralization as the focus here on the
development of a reference client and not improvements to the protocol.

Despite the reported adverse impact of this type of centralization on the blockchain, in Section 6, we present an argument in favor
of some centralization in client development as the developer concentration may be a result of highly skilled developers making
useful contributions.

Measurement Technique : (Gervais et al., 2014) suggests examining the number of unique developers contributing to the
open-source project with the number of commits on the main core client codebase. This approach is then extended by Azouvi et al.
(2018), where they propose using the Satoshi index, which represents the minimum percentage of all contributors required to reach
51% of data contribution.

Implication of reference client development concentration: If only a select few developers work on the reference imple-
mentation, they may gain unfair influence over the network. This concentration of power in the hand of select few feeds into the
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governance issues discussed earlier. As discussed by Azouvi et al. (2018) and Gervais et al. (2014), this type of concentration is
harmful to the decentralization of the network as a few developers may influence the implementation of change to the codebase.
One of the major implications of influential actors in the public blockchain ecosystem is the defiance of open and equal monetary
system assurance provided by the blockchain. As this open and equal system is one of the primary contributions of the public
blockchain, the existence of influential entities severely limits systems capabilities to perform in an open and equal manner.

4.6.2. Exchange
Incentives for honest behavior are at the core of the decentralized, trustless transaction ledger. These incentives are often offered

in the native cryptocurrency such as BTC and Ether. The real-world value of these cryptocurrencies has been debated (Sai et al.,
2019a) with the recommendation that they be determined by the exchange rate to traditional fiat currencies. The exchange of
cryptocurrency to traditional fiat currency is aided by application layer entities known as exchanges. These exchanges act as the
means of consensus formation around the exchange value. This process is also known as Price Discovery. Due to the vital importance
of the exchanges, the exchange applications must not be monopolized.

Measurement Technique : To measure the state of centralization in exchanges, Marvin (2017) propose measuring the centrality
of exchanges by examining the flow of cryptocurrencies between addresses on the blockchain (Marvin, 2017). Addresses with high
centrality in transactions may point to exchanges. This is observed by graphing the transaction flow and identifying nodes with a
high degree of centrality. This was followed by the calculation of a Gini Coefficient that reports on the trend of centralization due
to exchanges.

Other studies, such as Hileman and Rauchs (2017), have employed a percentage-based value measure, where they measure the
proportion of all bitcoin transactions processed by exchanges.

Implication of centralized exchanges: A large number of successful attacks on Bitcoin and Ethereum have focused on exploiting
vulnerabilities in exchanges (Chia et al., 2018). These centralized systems act as a single point of failure in case they also serve as
a central repository of keys. A prominent example of this is the closure of Mt. Gox due to numerous security flaws leading to loss
of Bitcoins owned by its users (Abrams, Goldstein, & Tabuchi, 2014).

Attacks on centralized exchanges not only impact the users of the exchange but the broader cryptocurrency community as it can
instill doubts over the security of the ecosystem. These security attacks contribute to the barring trust and adoption by the wider
community.

The use of these centralized exchanges may also be reflected through the uneven wealth distribution in the blockchain. Using
the block attribution scheme discussed in Section 4.3.1, we report that major centralized exchanges such as Binance can store over
$ 1 Billion in a single wallet location.16

4.6.3. Wallet concentration
Wallet applications are another form of centralized service on the application layer, as these applications are often developed

and maintained by centralized organizations (Sai et al., 2019b).
Measurement Technique: Based on the review of the relevant literature, we report that there are no suggestions regarding the

measurement of wallet concentration. We reason that this may be due to the nature of how wallets operate in a closed commercial
environment. However, as most of these wallets use an exchange service to transmit funds such as Coinbase (Hileman & Rauchs,
2017), it may be reasoned that exchange centralization may provide a rough proxy for wallet based centralization as well.

Implication of centralized wallet: Applications such as wallets have been identified as a single point of failure and are
considered a security threat (Sai et al., 2019b). A high concentration of wealth in centrally managed wallets may give the host
an advantage feeding into the issue of wealth concentration. This concentration may also result in a dependence on centralized
organization, consequently reducing the decentralization.

Similar to exchanges, a centralized wallet poses a potential barrier of entry in the ecosystem. Due to the technical ability required
to host their wallets, most end users tend to prefer hosted wallets, which provides attackers with a small attack surface. This can
aid attackers in conducting more targeted yet profitable attacks on the centralized wallet hosting service.

4.6.4. State-of-the-art for centralization on the application layer
Based on the literature review, we report that the dependence on centralized third party services for user-end applications such as

exchanges, wallets, and reference client leads is a centralization causing factor. To measure the reference client centralization, Azouvi
et al. (2018) suggest using the Satoshi index. However, the empirical data present in the surveyed reports is primarily focused on
Bitcoin and Ethereum. We suggest that further investigation into smaller cryptocurrencies may assist in better understanding the
current state of centralization across cryptocurrencies. Another form of user-end application is wallet applications. Based on our
survey, we report that there are no measurement techniques to quantify this type of centralization. The presence of centralized
wallets can also lead to more wealth concentration and this is specifically true for blockchain addresses used by centralized
exchanges, as reported earlier. As such we propose this as an important area for future research.

16 The identified Binance wallet address on Bitcoin leader is 1NDyJtNTjmwk5xPNhjgAMu4HDHigtobu1s.
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Table 10
State of centralization in Bitcoin and Ethereum.

Centralization factor Bitcoin Ethereum

Wallet concentration No measurement No measurement
Exchange concentration 7 exchanges served more than 97.24% of all trades 7 exchanges served more than 28.27% of all trades
Reference client concentration Single developer authored 25.11% of all files Single developer authored 40% of all files
Storage growth rate 0.5 GB per week 0.68 GB per week
Specialized equipment concentration No measurement No measurement
Wealth concentration Gini = 0.56 Gini = 0.64
Consensus power distribution Top 4 mining pools with 50.36% consensus power Top 4 mining pools with 63.04% consensus power
Node discovery protocol control No measurement No measurement
Geographic distribution Network latency 26.7% less than Ethereum (Gencer

et al., 2018)
26.7% higher than Bitcoin (Gencer et al., 2018)

Bandwidth concentration 1.9 to 2.7 times greater than Ethereum (Gencer et al.,
2018)

1.9 to 2.7 times less than Bitcoin (Gencer et al., 2018)

Routing centralization 30% network with 10 ASes (Apostolaki et al., 2017) 28% network with 1 AS (Gencer et al., 2018)
Owner control 𝐶𝑂𝑤𝑛𝑒𝑟𝐶𝑜𝑛𝑡𝑟𝑜𝑙 = 0.033 𝐶𝑂𝑤𝑛𝑒𝑟𝐶𝑜𝑛𝑡𝑟𝑜𝑙 = 0.11
Improvement protocol Mean = 11.41, Median = 2.0, IQR = 6.5, IQMean =

2.95
Mean = 9.16, Median = 2.0, IQR = 5.0, IQMean = 2.56

5. State of centralization in Bitcoin and Ethereum

The following subsection provides an overview of empirical evidence specific to the two most prominently used blockchain-based
cryptocurrencies: Bitcoin and Ethereum. We present the view of the literature on the centralization of these two cryptocurrencies.
Where feasible, we also report the present state of centralization by conducting measurements following the taxonomy guidelines.
To structure this investigation, we use the initial taxonomy. The results from this investigation are manifested in Table 10.

5.1. Governance layer

Owner Control: Satoshi Nakamoto is largely credited for the authorship and development of bitcoin (Nakamoto, 2008). This
as-yet unknown individual or organization is said to have performed active mining in the early days of Bitcoin, accumulating a
considerable amount of BTC (Bohr & Bashir, 2014). As Bitcoin implements provisions for anonymity, the amount of BTC held by
Satoshi is not publicly known. Based on the data obtained from the Bitcoin blocks mined in 2009 (Blockchain luxembourg s.a, 2019;
Sergio, 2013) performed clustering of similar wallets to identify large entities gathering BTCs. They also report that the largest gain
of around 700,000 BTC belonged to a single entity performing mining in 2009. This gives us a value of 𝐶𝑂𝑤𝑛𝑒𝑟𝐶𝑜𝑛𝑡𝑟𝑜𝑙 = 0.033 for
Bitcoin.

This value is significantly less than that of Ethereum, where the value of 𝐶𝑂𝑤𝑛𝑒𝑟𝐶𝑜𝑛𝑡𝑟𝑜𝑙 is 0.11. Bai, Zhang, Xu, Chen, and Wang
(2020) argues that Ethereum is very unfair since ‘‘the rich are already very rich’’. This high wealth disparity may allow select
participants to conduct attacks based on economic manipulation of the Ethereum ecosystem, such as the Whale transaction attack
and transaction fee manipulation. A reason for the high value has been presented in Section 4.

Improvement Protocol: According to Bitcoin (2019), all changes must be approved by all the developers of the core client.
However, Gervais et al. (2014) reported on one violation of this rule. In this violation, a subset of developers unilaterally decided to
lower the minimum transaction fee to 0.0001 BTC. This illustration strengthens (Gervais et al., 2014) questioning of the transparency,
in the process of handling improvement proposals.

Azouvi et al. (2018) measures the centralization by calculating the centrality metrics for both Bitcoin and Ethereum reported in
Table 10. They report that the collected commits and comments data set contained many outliers pointing out that the top 25% of
developers contribute significantly more than others. They also point out that in their data set for Ethereum, a vast majority of EIP
contributions are from a single user, Vitalik Buterin, the founder of Ethereum. They report a similar trend in Bitcoin, where only a
handful of people are contributing to the improvement protocol allowing these select groups of people to dictate the changes that are
implemented in the protocol. In the past, the block size debate surrounding the scalability has often been cited as a prime example
of this type of governance control. Based on our current analysis, we report that the state of centralization in improvement protocol
remains largely unchanged since the calculation of Azouvi et al. (2018) with Vitalik Buterin still dominating the EIP contributions
in Ethereum and Gavin Andresen remaining responsible for the vast majority of accepted BIP in Bitcoin17

5.2. Network layer

Node Discovery Protocol Control: As reported in Section 4, our literature review suggest that no study has focused on the
measurement of centralization of seed DNS nodes. We postulate that further investigation is required to measure this type of
centralization adequately.

17 The results from our improvement protocol analysis on 02/01/2020 are available at www.github.com/ashishrsai/centralization.
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Fig. 11. Consensus centralization in Bitcoin and Ethereum.

Geographic Distribution: Gencer et al. (2018) conducted an extensive review of both Bitcoin and Etherum to measure
centralization in the network layer. They reported that the Bitcoin network is more geographically centralized than Ethereum. The
average peer-to-peer network latency of Ethereum is 26.7% higher than Bitcoin, suggesting that Ethereum nodes are located at a
greater geographic distance. They reason that this is due to the data center focused approach to mining for Bitcoin, whereas Ethereum
can be mined by using consumer hardware. This association between geographical distribution and operational centralization neatly
illustrates the interdependency between different aspects of centralization, even those based in different layers.

Bandwidth Concentration: Gencer et al. (2018) states that nodes in Bitcoin tend to have about 1.9 to 2.7 times more network
bandwidth than Ethereum nodes. They also report that based on the bandwidth, it can be assumed that Bitcoin nodes are located
in data center clusters, whereas Ethereum exhibits a more spread out distribution of bandwidth.

Routing Centralization: Feld et al. (2014) reports that 30% of the bitcoin network was only made up of 10 ASes, which presents
a level of security threat. This work was expanded by Apostolaki et al. (2017), where they report that 13 ASes covered about 30%
of the network but only consisted of 36 IP prefixes. These 36 IP prefixes cover about 50% of mining power. However, the only
investigation that has reported on AS-Level centralization in Ethereum, Gencer et al. (2018) reports that 28% of Ethereum nodes
belonged to a single AS.

Replicating the experimentation of Gencer et al. (2018) to get the current measurement for network layer centralization requires
access to an extensive geographically spread beacon network. Due to resource constraints, we leave such experimentation for other,
larger research groups.

5.3. Consensus layer

Centralization of consensus power of bitcoin has been studied thoroughly in the literature (Beikverdi & Song, 2015; Gervais
et al., 2014, 2016; Karame & Androulaki, 2016; Sai et al., 2019a). Beikverdi and Song (2015) uses a percentage based centralization
value to derive a new metric called Centralization Factor. They report that at the beginning of 2011, 30% of all hashing power was
controlled by eight mining pools. This concentration sees a significant increase in 2014 when, according to Gervais et al. (2014),
the top mining pool alone controls close to 40% of all hashing power of the network.

Gencer et al. (2018) expands these analyses by also examining Ethereum’s network. During the observation period, Gencer et al.
(2018) reports that Bitcoin had a less centralized consensus mechanism than Ethereum. On average, the top four mining pools in
Bitcoin controlled 53% of the hashing power, whereas in Ethereum the top three mining pools controlled 61% hashing power.

We followed the block attribution scheme for both Bitcoin and Ethereum as discussed in Section 4.3.1 for a week’s period.18 Our
results are in line with the observations of Gencer et al. (2018), with the top four mining pools in Ethereun constituting 63.04% of
the hashing power, whereas, in Bitcoin, the top four mining pools controlled 50.36% of the hashing power. The results from our
analysis are illustrated in the Fig. 11.

5.4. Incentive layer

According to Malik (2016), as of 2016, 11,000 unique Bitcoin addresses, out of a total of 12 million, contained 75.2% of all Bitcoin
in circulation. This disparity shows a significant concentration of wealth to a select few. Chohan (2019) also supports the claim of
significant inequality in the Bitcoin network. The author claims that the level of inequality reflects that of traditional economies
and voids the proposed purpose of Bitcoin: decentralization. Gupta and Gupta (2017) conducted an in-depth investigation of the
inequality of Bitcoin. They report that Bitcoin had a Gini value of 0.995 in the year 2013. This result is then refined by Srinivasan

18 From DEC-25-2020 12:00:00 PM +UTC until JAN-01-2021 12:00:00 PM +UTC.
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Fig. 12. Trend of Gini value in Bitcoin and Ethereum.

(2017), where they set a lower bound on the Bitcoin account to account for Hierarchical Deterministic wallets as described in
Section 3. They report that in 2018, Bitcoin had a Gini value of 0.65, where they set the minimum threshold to 185 BTC per
account. This Gini value suggests that wealth in bitcoin is highly centralized when compared to real economies where, according
to the World Bank (World Bank, 0000), the highest reported Gini value is 0.63.

According to Srinivasan (2017), Ethereum demonstrates a similar trend of significant centralization with a Gini value of 0.76
with a minimum threshold of 2477 ETH per account. This suggested trend is in line with the report by Huobi Blockchain (0000),
where they claim Ethereum to be more centralized in terms of wealth distribution.

In line with the investigation of Gupta and Gupta (2017) and Srinivasan (2017), we parsed daily transactions for both Bitcoin
and Ethereum starting from the genesis block. Our results are in accordance with previous reports of significant wealth inequality
in Bitcoin and Ethereum. However, we also report that there is a downwards trend in Bitcoin where the Gini has been steadily
decreasing with the current Gini value of 0.56. The current Gini value for Ethereum is 0.64, which is lower than the Figure suggested
by Srinivasan (2017), implying a downwards trend. We have visualized these results in Fig. 12.

5.5. Operational layer

In Pustišek, Umek, and Kos (2019), the authors report that the Bitcoin full node requires 204 GB storage space. This storage
requirement is slightly lower than the 385 GB required by Ethereum for a full node (Afanasev, Krylova, Shorokhov, Fedosov, &
Sidorenko, 2018). Pustišek et al. (2019) also reports that the storage growth rate is about 0.1–0.5 GB per day. Our review was
unable to identify any longitudinal studies that observe the growth in storage requirements over a long time. To account for this,
we collected the storage growth rate data for both Ethereum and Bitcoin for a period of a month by hosting full nodes. We report
that Bitcoin’s storage growth rate is on average 0.50 GB per week, whereas Ethereun tends to grow at a faster rate with the weekly
growth rate of 0.68 GB.19

As reported in Section 4, numerous studies identify specialized equipment concentration as a cause of centralization. Despite the
significant attention to this issue, our review suggests that there are no proposed measurement techniques.

5.6. Application layer

Reference Client Concentration: According to Azouvi et al. (2018), a single author wrote about 30% of all files in the bitcoin
reference implementation.20 This is significantly higher in Ethereum, where an individual author wrote 55% of all files. They also
analyze the comments on the GitHub pages of Bitcoin and Ethereum reference clients. They report that only eight people contributed
to half of all comments representing 0.3% of all commenters. This concentration in comments is also observable in Ethereum, where
0.6% commenters contributed to 50% of comments.

We analyzed the core clients for Bitcoin and Ethereum (Geth21) to observe the current state of centralization in the development.
We report that Ethereum has a higher contribution of single developers than Bitcoin. In Ethereum, a single author has contributed
to over 40% of all commits, whereas in Bitcoin, a single author wrote 25.11% of all commits. These observations are in line with
Azouvi et al.’s (2018) results. We have reported the top 5 contributors to Ethereum and Github core clients in Fig. 13.

Exchange Concentration: Intermediary services such as Exchanges that also act as central key stores for Bitcoin have been
suggested as a centralization causing factor by Böhme et al. (2015). A prominent example of the harm caused by exchange

19 Both the full nodes were hosted from DEC-01-2020 to JAN-01-2021, the daily growth reports are available at www.github.com/ashishrsai/centralization.
20 Azouvi et al. (2018) propose using the Satoshi Index to measure centralization in client development. However, the specific values of Satoshi Index for

Bitcoin and Ethereum are not available.
21 https://github.com/ethereum/go-ethereum.
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Fig. 13. Github contributions of top 5 authors for Bitcoin and Ethereum.

concentration is the collapse of Mt. Gox in 2014 (Abrams et al., 2014). In 2014, Mt. Gox was the leading exchange for Bitcoin,
and its closure resulted in a total loss of $450 Million. Böhme et al. (2015) reports that the concentration of exchanges was still
high in 2015 when the seven largest exchanges served more than 95% of all bitcoin trades.

An empirical analysis conducted by Böhme et al. (2015) reported that out of 40 Bitcoin exchanges examined, 18 had closed,
wiping out customers’ account balance as they stored the private keys of customers. They argue that these exchanges operate as the
de facto centralized authorities in the Bitcoin network.

As for Ethereum, we report that there are no studies that explicitly report on the behavior of exchanges for Ethereum. However,
as suggested by Kim and Lee (2018), most of the Bitcoin exchanges also exchange multiple other cryptocurrencies, including Ether.

To account for the lack of empirical data for Ethereum, we measure the centrality of exchanges by observing the flow of
cryptocurrencies between addresses on the blockchain as discussed in Section 4.6.2. We measure centrality for both Bitcoin and
Ethereum for a period of a week.22 We report that the top 7 exchanges on Bitcoin processed over 97.24% of all trades. This ratio
was significantly lower for Ethereum, with the top 7 exchanges contributing to 28.27% of all transactions.

As discussed earlier, based on our systematic review, we conclude that there is no suggestion regarding a measurement technique
to capture wallet based centralization.

So, in terms of Bitcoin, the main centralization threats are at the Network, Consensus, and Application layers. Specifically,
the centralization aspects of the Network layer: geographic distribution, bandwidth, and routing are vulnerabilities for bitcoin in
that they allow the specific threats of geopolitical manipulation of the network, high resource requirement for participation, and
possibility of network attacks. These threats for bitcoin are augmented by the high concentration of consensus power to centralized
mining pools and application layer operations such as exchanges and wallets.

Ethereum also shares the issues of centralization on the application layer as they lead to reliance on centralized entities
such as exchanges and wallets for participation in the network. Other significant centralization threats for Ethereum include
the Governance, Consensus, and Incentive layers. Especially the centralization aspects of the Governance and Incentive layers
may induce vulnerabilities for Ethereum in that they allow unilateral decision making on the governance layer and high wealth
concentration on the incentive layer.

6. Discussion

In this first in-depth investigation of the centralization of public blockchain solutions, we conducted a systematic review of
existing literature to produce an initial taxonomy of centralization. We then refined this initial taxonomy through expert interviews.
We provide an overview of centralization in different aspects of the blockchain. We examine different means of measuring
centralization, also pointing out the absence of measurement techniques in these research studies. This initial taxonomy provides a
framework for a more systematic discussion around the centralization of major blockchain systems. The following section discusses
the findings of our survey.

6.1. Non binary nature of centralization

We observe that decentralization in the public Blockchain literature is a loosely-defined term that can take many shapes and
forms. We also observe that most of the non-decentralization-specific articles reviewed treat decentralization as a binary construct.
That is: a blockchain instance is either centralized or decentralized. However, based on our taxonomy, we define centralization of

22 From DEC-25-2020 12:00:00 PM +UTC until JAN-01-2021 12:00:00 PM +UTC.
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public Blockchains as the process by which one or more architectural dimensions (aspects) of the Blockchain are restrictive to the majority
of participants by direct or indirect economic, social, or technical constraints and so argue that centralization is not suited to binary
classification.

This latter observation aligns with expert interviews, where 60% of participants preferred a spectrum of values for centralization
rather than the conventional binary notion. However, the interviewees also acknowledged that the complexity of a more granular
definition might dilute the meaning to non-experts in the blockchain domain. For example, 𝐼5 said: ‘‘I am an engineer, so I prefer
precision and a multidimensional model, but I know when you are presenting to business people, a single score might be what they are looking
for’’.

This survey presents a novel, initial taxonomy to address this dilution concern and allows for structured discussion on
centralization. The following text discusses the key findings of the taxonomy.

Consensus power concentration was the most recognized form of blockchain centralization by both the literature and experts
interviewed. We reason that this wide recognition is due to the dependence of significant security threats such as the Double
Spending (Karame et al., 2012) and Selfish mining (Sapirshtein et al., 2016) attacks on the consensus power concentration. The
practical implication of this centralization is the heavy the impact of mining pools when operating a profitable mining operation.
The dominance of mining pools is observable in both Ethereum and Bitcoin. In Bitcoin the top 4 mining pools control over 53% of
the hashing power, whereas in Ethereum the top 3 mining pools control over 61% of the hashing power (See Table 10).

A high concentration of consensus power can induce an arm’s race to attain the most efficient hardware (Sai et al., 2019a). Our
survey reports that this race often results in specialized proprietary hardware. The practical implication of this type of hardware
concentration is an indirect limitation to participation as only efficient, and often proprietary hardware can result in a profitable
operation. To remedy this situation, studies such as Cho et al. Hyungmin (2018) (Cho, 2018), have proposed using a consensus
algorithm that is memory heavy, for which specialized hardware design is inefficient.

Surprisingly on a similar operational constraint, the Storage growth rate was less widely recognized to contribute to centraliza-
tion. However, 𝐼10 raised an interesting issue on the ever-increasing append-only nature of Blockchain that may result in consistent
growth in storage requirements. As reported in Table 10, the current growth rate for Bitcoin is around 0.1 to 0.5 GB per day. The
practical implication of this increased storage requirement is the inability of conventional computing devices to serve as nodes
in the blockchain (Guo et al., 2019). Guo et al. (2019) propose a storage optimization scheme based on the redundant residual
number system that can reduce the storage requirement. We suggest that a further investigation into storage optimization in public
Blockchain is warranted.

Another unexpected finding of our survey was that 50% of the interviewees accepted node discovery protocol control as a
threat to decentralization, despite only one research article reporting on the issue. We reason that this may be due to the practical
implications of setting up a new node such as the potential delay in network connection for new nodes due to high traffic through
DNS nodes. This type of delay is often not accounted for in network simulation tools such as NS3, employed by studies such
as (Gervais et al., 2016; Sai et al., 2019a).

Contrary to the previous example, routing and bandwidth centralization in the network was not widely recognized by the
interviewees. One potential explanation could be the experimental nature of the measurement associated with the routing and
bandwidth centralization. Despite these being recognized as issues, both the bandwidth and routing do not cause operational issues
to most participants at present.

Another network-oriented centralization concern widely recognized by both the literature and interviewees is the geographic
distribution of the nodes. Our findings suggest that the Ethereum network is more geographically spread out than Bitcoin. We
reason that this is due to the possibility of using conventional hardware such as GPUs to participate in Ethereum. Despite the
recognition, our literature review did not identify potential strategies to address this centralization. We suggest that strategies to
limit geographic concentration should be investigated.

The lack of mitigation techniques is also persistent in the application layer aspects. The wallet and exchange centralization
have been reported on by the literature and also recognized as centralization issues by expert interviews. As reasoned earlier, the
centralized store of cryptocurrencies may give an advantage to the exchange or wallet operator. This advantage is often in the form
of wealth concentration and can be observed in the centralization of Bitcoin exchange platforms, where only seven exchanges were
reported to serve more than 95% of all trades.

Interviewees and literature also agree on the implication of wealth concentration on the decentralization. Surprisingly, despite
the apparent issue of a ‘‘Rich getting Richer’’ effect in Proof-of-Stake cryptocurrencies (Fanti et al., 2019), most of the reported
literature focused on the wealth concentration in Proof-of-Work. We suggest that the issue of wealth concentration be investigated
in the context of Proof-of-Stake cryptocurrencies.

Another factor that may result in a ‘‘Rich getting Richer’’ effect is the distribution of wealth at the very start of the Blockchain
captured by owner control in our taxonomy. The issue of owner control is also associated with how the Blockchain is governed.
Governance centralization in Blockchain is widely recognized by both the literature and interviewees. Interestingly, Wang et al.
(2017) argue for some centralization in the governance to facilitate quick response to security threats. We expand on this line of
reasoning in the following subsection.

6.2. Aspect based measurement of implications of centralization

As pointed out earlier, not all aspects of our taxonomy are an equal contributor to the overall centralization of the blockchain.
This was also substantiated by six interviewees agreeing that a combined value of centralization for the overall blockchain would
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not be meaningful. For example, storage constraint oriented centralization may be an issue in Ethereum due to the requirement to
store smart contracts. In contrast, this may not be a significant issue for Bitcoin as only transactions drive the storage requirements.
We expand on this category-based significance reasoning that not all centralization is necessarily equally bad for the network:

The governance layer based centralization argument presented by Gervais et al. (2014) assumes that concentrating decision
making power to a select few is bad for blockchain. However, we question this argument, as true decentralization is an impossibility
in real world scenarios (Kwon et al., 2019; Szabo, 1970). The concentration in decision making had also proven to be useful in
instances of network attacks when a prompt response was mandated (Wang et al., 2017). Delegation of controlling power during
the cases of security bugs or attacks may have proven to be detrimental to the network. Despite the lack of decentralization in
governance, it may be to the overall benefit of the network. We present this as a potential future research avenue to explore the
most suitable governance structure for decentralized systems.

We also argue that the results obtained by Azouvi et al. (2018) regarding the centralization in source code development for
core client implementation may not necessarily be bad. It may just be the case that only a handful of developers have an in-depth
understanding of the source code to make useful contributions to the system. This reasoning of limited expertise feeds into the
argument against the decentralization of the improvement protocol. As pointed out by Azouvi et al. (2018), the vast majority of the
Ethereum Improvement Protocol recommendations originated from a single developer, Vitalik Buterin. We reason that this may be
due to the quality of suggestions proposed by Vitalik.

These arguments in favor of some centralization are an example of the complex nature of decentralization in distributed systems.
We propose that the significance of each aspect of centralization be determined based on the empirical evidence specific to each
blockchain instance.

7. Conclusion

In this paper, we conduct a systematic literature review to provide a summary of the research done on the centralization aspect
of blockchain. We structure our findings in a novel initial taxonomy of centralization. This taxonomy is then refined and validated
through expert interviews.

Given the significant growth in the application of blockchain technology in information systems (Chen et al., 2020; Khalid et al.,
2021; Li et al., 2020; Putz et al., 2021), it becomes imperative to understand centralization’s socio-technical nature in the blockchain.
This refined understanding of centralization helps us better understand the security and performance implications associated with
adopting a blockchain-based decentralization approach in existing information systems. Another important aspect associated with
the adoption of blockchain-based decentralization is the management of the decentralized system. This taxonomy report on the
issues associated with the governance of a decentralized system and its potential implications.

7.1. Contribution

Decentralized blockchain solutions provide a means of monetary asset transfer without a trusted third party; this is attained
through the delegation of the validation power to all participants of the system rather than the administrator. This delegation of
control is often referred to as the original contribution of blockchain systems (Bonneau et al., 2015). Based on previous studies, Cong
et al. (2019), Gencer et al. (2018), Gervais et al. (2014) and Sai et al. (2019a), we reason that the preconceived notion that
blockchains are inherently decentralized may not hold in the present situation and that raises the potential of severe issues for
blockchain instances. Due to the lack of an objective measure of centralization, it becomes impractical to discuss improvement in
terms of centralization.

Centralization is a challenging variable to research, in part because of the multiple definitions and measures of centralization
applicable in blockchain and, to date, the implicit nature of several of those aspects and the lack of an encompassing framework. We
report on these myriads of definitions, conceptualizations, and dimensions used to describe this concept by segmenting them based
on a generic architecture proposed by Zhang et al. (2019). Our study contributes to the existing body of knowledge by systematically
surveying and synthesizing the blockchain literature, reporting on the adverse impact of centralization such as security threats, as
well as identifying research gaps such as the lack of Ethereum specific research on centralization.

With this systematic review, we provide the reader with an overview of various forms of centralization in Blockchain resulting
in an initial taxonomy. This taxonomy also contains numerous existing measurement techniques used to measure centralization.
It may help researchers evaluate the centralization of a blockchain instance, but will also allow researchers add more aspects of
centralization as they become known, providing them with a vocabulary of centralization that will allow them address the issues
that arise.

We have also reported on the platform-specific findings for the two most prominently used blockchain-based cryptocurrencies:
Bitcoin and Ethereum. We report that both Bitcoin and Ethereum have similar centralization issues with regards to reference client
implementation, decentralized protocol development, and exchanges. However, in terms of wealth concentration, Ethereum is more
centralized than Bitcoin, primarily due to high owner control. This trend continues with consensus power concentration, where
Ethereum is reported to be more centralized than Bitcoin. Ethereum nodes, however, are geographically more spread out than
Bitcoin, resulting in a low geographic concentration when compared to Bitcoin.

We also discuss that centralization on all aspects is not necessarily adverse for the blockchain by expanding the argument in
favor of some centralization by Wang et al. (2017). We suggest that the unpropitious impact of centralization be measured on each
aspect based on empirical evidence. This aspect-specific investigation may assist the move from the binary notion of decentralization
to a multidimensional scale encompassing adequate measurement and control where necessary.
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7.2. Threats to validity

As decentralization is fundamental to a public blockchain, the term is frequently used in the title and abstract of articles relating
to public blockchains. To not omit any relevant articles, we kept the search queries generic by including any article that includes
the term ‘‘Blockchain’’ and ‘‘Decentralization’’ along with suggested alternate words in Section 3. We acknowledge that despite the
broad terms used, we may have missed relevant articles not present, or with different phrasing, on these leading search repositories.
These missed articles may include ‘‘gray literature’’, which is of significant importance in the blockchain research domain (Casino,
Dasaklis, & Patsakis, 2019). To overcome this limitation, we included Google Scholar in our search process. However, as reported
earlier, the Google Scholar search was limited to the top 1000 entries, even though the relevant articles dropped off significantly
after the top four hundred returned articles.

The literature review may also be limited due to the strict inclusion and exclusion criteria for the title and abstract filtering. We
reason that these strict criteria are warranted due to a large number of articles retrieved by the search queries (3574 non-duplicate
entries). To overcome this limitation, we employed a two-step filtration by reviewing both the title and abstract. We also performed
cross-validation of the filtration process by the independent review of the articles by two authors. This cross-validation process
resulted in Cohen’s Kappa value of 0.84, which is considered an almost perfect agreement. We repeated a similar cross-validation
process for the full-text filtration.

The review process aimed to extract factors from all shortlisted articles despite their core focus. As the study of centralization
in public blockchain is still in the early stage, we included articles where the core focus was not centralization. This inclusion may
have limited the quality of shortlisted articles, as observed by the exclusion of 148 articles after full-text filtration. To overcome
this limitation, we performed a quality review of all 212 shortlisted articles and shortlisted a final set of 89 articles.

To further evaluate the literature-review findings, we interviewed ten experts. The recruitment process was based on the
prominence of authors in the bibliographic map generated by Ramona et al. (2019). As with any other qualitative research method,
interviews have several limitations, as pointed out by Opdenakker (2006). In addressing them, we adhere to the validity dimensions
put forth by Maxwell (1992) for qualitative studies. The first validity threat is the descriptive validity of the data obtained through
interviews. To limit this, we transcribed the audio-captured interview in verbatim form. However, in the interviews that relied on
contemporaneous notes, it is possible that the interviewer may have missed some observations. The second threat to validity is the
interpretive validity of the interviews. To address this, we used open-ended questions and restricted the questions strictly to the
research questions presented in Section 3.2. We also coded the interviews based on the terms used by the interviewees rather than
an interpretation. The transcripts and notes were individually checked by researchers from the author list. The interviewees were
also given back the interview transcripts and notes for validation.

7.3. Future work

Having provided a comprehensive overview of centralization in public blockchain, a case study focused on individual cryptocur-
rencies, and blockchain implementations would complement our study. This case study could include an in-depth centralization
review of, for example, Bitcoin, Ethereum, and Libra (Pilkington, 2019).

The taxonomy developed by our study can also be expanded to provide an objective measure of centralization for blockchain
instances, as a whole, to facilitate comparison. This objective measure may prove to be useful for the evaluation of centralization
from a novice user, or governance perceptive. Four of our ten interviewees stated that they would prefer a single score to measure
centralization objectively, and thought it would assist end-users and nonspecialist researchers.

We also hope to develop different flavors of this initial taxonomy that are specific to implementation details. For instance, the
presented taxonomy is generic and does not consider consensus specific issues such as Stake bleeding (Gaži, Kiayias, & Russell,
2018). It also omits the consideration of source code dependencies in Smart Contracts. In future, we intend to statistically examine
the source code of smart contracts to observe if a handful of libraries dominate the smart contracts in Ethereum.

The work presented here only examines the already identified factors that may lead to centralization and does not analyze the
existence of other novel forms of centralization. As a part of future work, we will consider a thorough review of one of the reference
blockchain implementations to identify factors that may also contribute to centralization directly or indirectly.

We also aim to review existing literature to identify potential solutions to the centralization avenues suggested by our review.
These solutions may facilitate integrating centralization considerations during the development of public blockchains.

CRediT authorship contribution statement

Ashish Rajendra Sai: Conceptualization, Methodology, Data curation, Writing - original draft. Jim Buckley: Writing - review
& editing, Supervision, Project administration, Validation. Brian Fitzgerald: Writing - review & editing, Supervision. Andrew Le
Gear: Visualization, Investigation, Supervision, Validation, Writing - review & editing.

Acknowledgments

This work was supported, in part, by Science Foundation Ireland grant 13/RC/2094 and co-funded under the European Regional
Development Fund through the Southern Eastern Regional Operational Programme to Lero - the Irish Software Research Centre
(www.lero.ie).



Information Processing and Management 58 (2021) 102584

32

A.R. Sai et al.

Appendix A. Supplementary data

Supplementary material related to this article can be found online at https://doi.org/10.1016/j.ipm.2021.102584.

References

Abrams, Rachel, Goldstein, Matthew, & Tabuchi, Hiroko (2014). Erosion of faith was death knell for mt. Gox. New York Times.
Afanasev, Maxim Ya, Krylova, Anastasiya A., Shorokhov, Sergey A., Fedosov, Yuri V., & Sidorenko, Anastasiia S. (2018). A design of cyber-physical production

system prototype based on an ethereum private network. In 2018 22nd conference of open innovations association (FRUCT) (pp. 3–11). IEEE.
Akram, Shaik V., Malik, Praveen K., Singh, Rajesh, Anita, Gehlot, & Tanwar, Sudeep (2020). Adoption of blockchain technology in various realms: Opportunities

and challenges. Security and Privacy, 3(5), Article e109.
Alzahrani, Naif, & Bulusu, Nirupama (2018). Towards true decentralization: A blockchain consensus protocol based on game theory and randomness. In

International conference on decision and game theory for security (pp. 465–485). Springer.
Anceaume, Emmanuelle, Lajoie-Mazenc, Thibaut, Ludinard, Romaric, & Sericola, Bruno (2016). Safety analysis of bitcoin improvement proposals. In 2016 IEEE

15th international symposium on network computing and applications (NCA) (pp. 318–325). IEEE.
Androulaki, Elli, Barger, Artem, Bortnikov, Vita, Cachin, Christian, Christidis, Konstantinos, De Caro, Angelo, et al. (2018). Hyperledger fabric: a distributed

operating system for permissioned blockchains. In Proceedings of the thirteenth eurosys conference (p. 30). ACM.
Antonopoulos, Andreas M. (2017). Mastering bitcoin: Programming the open blockchain. " O’Reilly Media, Inc.".
Antonopoulos, Andreas M., & Wood, Gavin (2018). Mastering ethereum: building smart contracts and dapps. O’reilly Media.
Apostolaki, Maria, Zohar, Aviv, & Vanbever, Laurent (2017). Hijacking bitcoin: Routing attacks on cryptocurrencies. In 2017 IEEE symposium on security and

privacy (SP) (pp. 375–392). IEEE.
Atzori, Marcella (2015). Blockchain technology and decentralized governance: Is the state still necessary? Available at SSRN 2709713.
Azouvi, Sarah, Maller, Mary, & Meiklejohn, Sarah (2018). Egalitarian society or benevolent dictatorship: The state of cryptocurrency governance. In International

conference on financial cryptography and data security (pp. 127–143). Springer.
Bai, Qianlan, Zhang, Chao, Xu, Yuedong, Chen, Xiaowei, & Wang, Xin (2020). Evolution of ethereum: A temporal graph perspective. arXiv preprint arXiv:

2001.05251.
Bailey, Kenneth D. (1994). Typologies and taxonomies: An introduction to classification techniques, Number 102. Sage.
Baliga, Arati (2017). Understanding blockchain consensus models. Persistent, 2017(4), 1–14.
Baniata, Hamza, Anaqreh, Ahmad, & Kertesz, Attila (2021). Pf-BTS: A privacy-aware fog-enhanced blockchain-assisted task scheduling. Information Processing &

Management, 58(1), Article 102393.
Beck, Roman, Avital, Michel, Rossi, Matti, & Thatcher, Jason Bennett (2017). Blockchain technology in business and information systems research. Springer.
Beck, Roman, Müller-Bloch, Christoph, & King, John Leslie (2018). Governance in the blockchain economy: A framework and research agenda. Journal of the

Association for Information Systems, 19(10), 1020–1034.
Beikverdi, Alireza, & Song, JooSeok (2015). Trend of centralization in bitcoin’s distributed network. In 2015 IEEE/ACIS 16th international conference on software

engineering, artificial intelligence, networking and parallel/distributed computing (SNPD) (pp. 1–6). IEEE.
Berdik, David, Otoum, Safa, Schmidt, Nikolas, Porter, Dylan, & Jararweh, Yaser (2020). A survey on blockchain for information systems management and security.

Information Processing & Management, 58(1), Article 102397.
Bitcoin (2019). Bitcoin improvement proposals - github repository. URL=https://github.com/bitcoin/bips.
Blockchain luxembourg s. a (2019). Blocks mined. Bitcoin Block Explorer and Currency Statistics, URL=https://www.blockchain.com/btc/blocks.
Böhme, Rainer, Christin, Nicolas, Edelman, Benjamin, & Moore, Tyler (2015). Bitcoin: Economics, technology, and governance. Journal of Economic Perspectives,

29(2), 213–238.
Bohr, Jeremiah, & Bashir, Masooda (2014). Who uses bitcoin? an exploration of the bitcoin community. In 2014 twelfth annual international conference on privacy,

security and trust (pp. 94–101). IEEE.
Bonneau, Joseph, Miller, Andrew, Clark, Jeremy, Narayanan, Arvind, Kroll, Joshua A., & Felten, Edward W. (2015). Sok: Research perspectives and challenges

for bitcoin and cryptocurrencies. In 2015 IEEE symposium on security and privacy (pp. 104–121). IEEE.
Borge, Maria, Kokoris-Kogias, Eleftherios, Jovanovic, Philipp, Gasser, Linus, Gailly, Nicolas, & Ford, Bryan (2017). Proof-of-personhood: Redemocratizing

permissionless cryptocurrencies. In 2017 IEEE European symposium on security and privacy workshops (EuroS&PW) (pp. 23–26). IEEE.
Bradbury, Danny (2013). The problem with bitcoin. Computer Fraud & Security, 2013(11), 5–8.
Briscoe, Neil (2000). Understanding the OSI 7-layer model. PC Network Advisor, 120(2).
Bruschi, Francesco, Rana, Vincenzo, Gentile, Lorenzo, & Sciuto, Donatella (2019). Mine with it or sell it: the superhashing power dilemma. ACM SIGMETRICS

Performance Evaluation Review, 46(3), 127–130.
Buckley, Jim, & Exton, Christopher (2003). Bloom’s taxonomy: A framework for assessing programmers’ knowledge of software systems. In 11th IEEE international

workshop on program comprehension, 2003. (pp. 165–174). IEEE.
Buterin, Vitalik, et al. (2013). Ethereum white paper. GitHub Repository, 22–23.
Caccioli, Fabio, Livan, Giacomo, & Aste, Tomaso (2016). Scalability and egalitarianism in peer-to-peer networks. In Banking beyond banks and money (pp. 197–212).

Springer.
Caffyn, Grace (2015). What is the bitcoin block size debate and why does it matter. URL: http://www.coindesk.com/what-is-the-bitcoin-block-size-debate-and-

why-does-it-matter/(visited on 27/11/2015).
Casino, Fran, Dasaklis, Thomas K., & Patsakis, Constantinos (2019). A systematic literature review of blockchain-based applications: current status, classification

and open issues. Telematics and Informatics, 36, 55–81.
Chen, Qian, Srivastava, Gautam, Parizi, Reza M., Aloqaily, Moayad, & Ridhawi, Ismaeel Al (2020). An incentive-aware blockchain-based solution for internet of

fake media things. Information Processing & Management, 57(6), Article 102370.
Chen, Lin, Xu, Lei, Shah, Nolan, Gao, Zhimin, Lu, Yang, & Shi, Weidong (2017). On security analysis of proof-of-elapsed-time (poet). In International symposium

on stabilization, safety, and security of distributed systems (pp. 282–297). Springer.
Chesterman, Xavier (2018). The P2pool mining pool (PhD thesis), Ghent University.
Chia, Vincent, Hartel, Pieter, Hum, Qingze, Ma, Sebastian, Piliouras, Georgios, Reijsbergen, Daniel, et al. (2018). Rethinking blockchain security: Position paper.

arXiv preprint arXiv:1806.04358.
Cho, Hyungmin (2018). ASIC-Resistance of multi-hash proof-of-work mechanisms for blockchain consensus protocols. IEEE Access, 6, 66210–66222.
Chohan, Usman W. (2019). Cryptocurrencies and inequality. Notes on the 21st Century (CBRI).
Chu, Dennis (2018). Broker-dealers for virtual currency: Regulating cryptocurrency wallets and exchanges. Columbia Law Review, 118(8), 2323–2360.
Cong, Lin William, He, Zhiguo, & Li, Jiasun (2019). Decentralized mining in centralized pools: Technical report, National Bureau of Economic Research.
Conti, Mauro, Kumar, E. Sandeep, Lal, Chhagan, & Ruj, Sushmita (2018). A survey on security and privacy issues of bitcoin. IEEE Communications Surveys &

Tutorials, 20(4), 3416–3452.
Cryptoslate (2018). Ethereum network under assault: Gas price manipulation may indicate covert EOS attack [interview].



Information Processing and Management 58 (2021) 102584

33

A.R. Sai et al.

Dai, Mingjun, Zhang, Shengli, Wang, Hui, & Jin, Shi (2018). A low storage room requirement framework for distributed ledger in blockchain. IEEE Access, 6,
22970–22975.

Davidson, Sinclair, De Filippi, Primavera, & Potts, Jason (2016). Economics of blockchain. Available at SSRN 2744751.
De Domenico, Manlio, & Baronchelli, Andrea (2019). The fragility of decentralised trustless socio-technical systems. EPJ Data Science, 8(1), 2.
De Filippi, Primavera, & Loveluck, Benjamin (2016). The invisible politics of bitcoin: governance crisis of a decentralized infrastructure. Internet Policy Review,

5(4).
Dietrich, Sven, Long, Neil, & Dittrich, David (2000). Analyzing distributed denial of service tools: The shaft case.. In LISA (pp. 329–339).
Dorfman, Robert (1979). A formula for the gini coefficient. The Review of Economics and Statistics, 146–149.
Dwivedi, Ashutosh Dhar, Srivastava, Gautam, Dhar, Shalini, & Singh, Rajani (2019). A decentralized privacy-preserving healthcare blockchain for IoT. Sensors,

19(2), 326.
Ekblaw, Ariel, Barabas, Chelsea, Harvey-Buschel, Jonathan, & Lippman, Andrew (2016). Bitcoin and the myth of decentralization: Socio-technical proposals for

restoring network integrity. In 2016 IEEE 1st international workshops on foundations and applications of self* systems (FAS* W) (pp. 18–23). IEEE.
Esposito, Christian, Ficco, Massimo, & Gupta, Brij Bhooshan (2021). Blockchain-based authentication and authorization for smart city applications. Information

Processing & Management, 58(2), Article 102468.
Etherscan (2019a). Ethereum transaction information for the gensis block. URL=https://etherscan.io/txs?block=0.
Etherscan (2019b). Total ether supply and market capitalization. URL=https://etherscan.io/stat/supply.
Fanti, Giulia, Kogan, Leonid, Oh, Sewoong, Ruan, Kathleen, Viswanath, Pramod, & Wang, Gerui (2019). Compounding of wealth in proof-of-stake cryptocurrencies.

In International conference on financial cryptography and data security (pp. 42–61). Springer.
Feld, Sebastian, Schönfeld, Mirco, & Werner, Martin (2014). Analyzing the deployment of bitcoin’s P2p network under an AS-level perspective. Procedia Computer

Science, 32, 1121–1126.
Fleiss, Joseph L., & Cohen, Jacob (1973). The equivalence of weighted kappa and the intraclass correlation coefficient as measures of reliability. Educational and

Psychological Measurement, 33(3), 613–619.
Galster, Matthias, Weyns, Danny, Tofan, Dan, Michalik, Bartosz, & Avgeriou, Paris (2013). Variability in software systems—a systematic literature review. IEEE

Transactions on Software Engineering, 40(3), 282–306.
Garay, Juan, Kiayias, Aggelos, & Leonardos, Nikos (2015). The bitcoin backbone protocol: Analysis and applications. In Annual international conference on the

theory and applications of cryptographic techniques (pp. 281–310). Springer.
Gastwirth, Joseph L. (1971). A general definition of the lorenz curve. Econometrica, 1037–1039.
Gaži, Peter, Kiayias, Aggelos, & Russell, Alexander (2018). Stake-bleeding attacks on proof-of-stake blockchains. In 2018 crypto valley conference on blockchain

technology (CVCBT) (pp. 85–92). IEEE.
Gencer, Adem Efe, Basu, Soumya, Eyal, Ittay, Van Renesse, Robbert, & Sirer, Emin Gün (2018). Decentralization in bitcoin and ethereum networks. arXiv preprint

arXiv:1801.03998.
Gervais, Arthur, Karame, Ghassan O., Capkun, Vedran, & Capkun, Srdjan (2014). Is bitcoin a decentralized currency? IEEE Security & Privacy, 12(3), 54–60.
Gervais, Arthur, Karame, Ghassan O., Wüst, Karl, Glykantzis, Vasileios, Ritzdorf, Hubert, & Capkun, Srdjan (2016). On the security and performance of proof of

work blockchains. In Proceedings of the 2016 ACM SIGSAC conference on computer and communications security (pp. 3–16).
Gini, Corrado (1921). Measurement of inequality of incomes. The Economic Journal, 31(121), 124–126.
Great Britain. Government Office for Science (2016). Distributed ledger technology: Beyond block chain. Government Office for Science.
Guegan, Dominique (2017). Public blockchain versus private blockhain. Documents de travail du Centre d’Economie de la Sorbonne 2017.20 - ISSN : 1955-611X.
Guerra García, José Manuel, Espinosa Torre, Free, & García Gómez, José Carlos (2008). Trends in taxonomy today: an overview about the main topics in

taxonomy. Zoológica Baetica, 19, 15–49.
Guo, Zhaohui, Gao, Zhen, Mei, Haojuan, Zhao, Ming, & Yang, Jinsheng (2019). Design and optimization for storage mechanism of the public blockchain based

on redundant residual number system. IEEE Access, 7, 98546–98554.
Guo, Ye, & Liang, Chen (2016). Blockchain application and outlook in the banking industry. Financial Innovation, 2(1), 24.
Gupta, Manas, & Gupta, Parth (2017). Gini coefficient based wealth distribution in the bitcoin network: A case study. In International conference on computing,

analytics and networks (pp. 192–202). Springer.
Gutoski, Gus, & Stebila, Douglas (2015). Hierarchical deterministic bitcoin wallets that tolerate key leakage. In International conference on financial cryptography

and data security (pp. 497–504). Springer.
Halpin, Harry, & Piekarska, Marta (2017). Introduction to security and privacy on the blockchain. In 2017 IEEE European symposium on security and privacy

workshops (EuroS&PW) (pp. 1–3). IEEE.
Hardin, Taylor, & Kotz, David (2021). Amanuensis: Information provenance for health-data systems. Information Processing & Management, 58(2), Article 102460.
He, Pu, Yu, Ge, Zhang, Y. F., & Bao, Y. B. (2017). Survey on blockchain technology and its application prospect. Computer Science, 44(4), 1–7.
Heilman, Ethan, Kendler, Alison, Zohar, Aviv, & Goldberg, Sharon (2015). Eclipse attacks on bitcoin’s peer-to-peer network. In 24th {USENIX} security symposium

({USENIX} security 15) (pp. 129–144).
Hileman, Garrick, & Rauchs, Michel (2017). Global cryptocurrency benchmarking study. Cambridge Centre for Alternative Finance, 33.
Hu, Teng, Liu, Xiaolei, Chen, Ting, Zhang, Xiaosong, Huang, Xiaoming, Niu, Weina, et al. (2021). Transaction-based classification and detection approach for

ethereum smart contract. Information Processing & Management, 58(2), Article 102462.
Huobi Blockchain Big Data Weekly Insights. Vol. 8.
Iansiti, Marco, & Lakhani, Karim R. (2017). The truth about blockchain. Harvard Business Review, 95(1), 118–127.
Jin, Tong, Zhang, Xiang, Liu, Yirui, & Lei, Kai (2017). Blockndn: A bitcoin blockchain decentralized system over named data networking. In 2017 ninth international

conference on ubiquitous and future networks (ICUFN) (pp. 75–80). IEEE.
Jing, Nan, Liu, Qi, & Sugumaran, Vijayan (2021). A blockchain-based code copyright management system. Information Processing & Management, 58(3), Article

102518.
Judmayer, Aljosha, Stifter, Nicholas, Krombholz, Katharina, & Weippl, Edgar (2017). Blocks and chains: Introduction to bitcoin, cryptocurrencies, and their

consensus mechanisms. Synthesis Lectures on Information Security, Privacy, & Trust, 9(1), 1–123.
Judmayer, Aljosha, Zamyatin, Alexei, Stifter, Nicholas, Voyiatzis, Artemios G., & Weippl, Edgar (2017). Merged mining: Curse or cure? In Data privacy management,

cryptocurrencies and blockchain technology (pp. 316–333). Springer.
Karame, Ghassan (2016). On the security and scalability of bitcoin’s blockchain. In Proceedings of the 2016 ACM SIGSAC conference on computer and communications

security (pp. 1861–1862). ACM.
Karame, Ghassan O., & Androulaki, Elli (2016). Bitcoin and blockchain security. Artech House.
Karame, Ghassan O., Androulaki, Elli, & Capkun, Srdjan (2012). Double-spending fast payments in bitcoin. In Proceedings of the 2012 ACM conference on computer

and communications security (pp. 906–917).
Khairuddin, Irni Eliana, & Sas, Corina (2019). An Exploration of Bitcoin mining practices: Miners’ trust challenges and motivations. In Proceedings of the 2019

CHI conference on human factors in computing systems (1–13).
Khalid, Adia, Iftikhar, Muhammad Sohaib, Almogren, Ahmad, Khalid, Rabiya, Afzal, Muhammad Khalil, & Javaid, Nadeem (2021). A blockchain based incentive

provisioning scheme for traffic event validation and information storage in VANETs. Information Processing & Management, 58(2), Article 102464.



Information Processing and Management 58 (2021) 102584

34

A.R. Sai et al.

Kiayias, Aggelos, Russell, Alexander, David, Bernardo, & Oliynykov, Roman (2017). Ouroboros: A provably secure proof-of-stake blockchain protocol. In Annual
international cryptology conference (pp. 357–388). Springer.

Kim, Chang Yeon, & Lee, Kyungho (2018). Risk management to cryptocurrency exchange and investors guidelines to prevent potential threats. In 2018 international
conference on platform technology and service (PlatCon) (pp. 1–6). IEEE.

Kim, Seoung Kyun, Ma, Zane, Murali, Siddharth, Mason, Joshua, Miller, Andrew, & Bailey, Michael (2018). Measuring ethereum network peers. In Proceedings
of the internet measurement conference 2018 (pp. 91–104).

Kim, Tae Wan, & Zetlin-Jones, Ariel (2019). The ethics of blockchain networks] the ethics of contentious hard forks in blockchain networks with fixed features.
Frontiers in Blockchain, 2, 9.

Kitchenham, Barbara (2004). Procedures for performing systematic reviews.
Kondor, Dániel, Pósfai, Márton, Csabai, István, & Vattay, Gábor (2014). Do the rich get richer? An empirical analysis of the bitcoin transaction network. PloS

One, 9(2).
Kwon, Yujin, Liu, Jian, Kim, Minjeong, Song, Dawn, & Kim, Yongdae (2019). Impossibility of full decentralization in permissionless blockchains. arXiv preprint

arXiv:1905.05158.
Landis, J. Richard, & Koch, Gary G. (1977). The measurement of observer agreement for categorical data. biometrics, 159–174.
Lee, Wei-Meng (2019). Using the web3. js APIs. In Beginning ethereum smart contracts programming (pp. 169–198). Springer.
Lewenberg, Yoad, Bachrach, Yoram, Sompolinsky, Yonatan, Zohar, Aviv, & Rosenschein, Jeffrey S (2015). Bitcoin mining pools: A cooperative game theoretic

analysis. In Proceedings of the 2015 international conference on autonomous agents and multiagent systems (pp. 919–927). International Foundation for Autonomous
Agents and Multiagent Systems.

Li, Xiaoqi, Jiang, Peng, Chen, Ting, Luo, Xiapu, & Wen, Qiaoyan (2017). A survey on the security of blockchain systems. Future Generation Computer Systems.
Li, Jiaxing, Wu, Jigang, Jiang, Guiyuan, & Srikanthan, Thambipillai (2020). Blockchain-based public auditing for big data in cloud storage. Information Processing

& Management, 57(6), Article 102382.
Liao, Kevin, & Katz, Jonathan (2017). Incentivizing blockchain forks via whale transactions. In International conference on financial cryptography and data security

(pp. 264–279). Springer.
Lindley, John (1836). A Natural System of Botany, or, A systematic view of the organization, natural affinities, and geographical distribution, of the whole vegetable

kingdom: together with the uses of the most important species in medicine, the arts, and rural or domestic economy. Longman, Rees, Orme, Brown, Green, and
Longman.

Malik, Vladimir (2016). The history and the future of bitcoin. Praha: Bankovní Institut Vysoká škola Praha.
Marvin, Ian (2017). Decentralised? A Study of Concentration in the Bitcoin Network (PhD thesis), University of Cape Town.
Mattila, Juri (2016). The blockchain phenomenon–the disruptive potential of distributed consensus architectures: Technical report, ETLA working papers.
Maxwell, Joseph (1992). Understanding and validity in qualitative research. Harvard Educational Review, 62(3), 279–301.
Meijer, David, & Ubacht, Jolien (2018). The governance of blockchain systems from an institutional perspective, a matter of trust or control? In Proceedings of

the 19th annual international conference on digital government research: Governance in the data age (pp. 1–9).
Miller, Andrew, Litton, James, Pachulski, Andrew, Gupta, Neal, Levin, Dave, Spring, Neil, et al. (2015). Discovering bitcoin’s public topology and influential

nodes. et al.
Mingxiao, Du, Xiaofeng, Ma, Zhe, Zhang, Xiangwei, Wang, & Qijun, Chen (2017). A review on consensus algorithm of blockchain. In 2017 IEEE international

conference on systems, man, and cybernetics (SMC) (pp. 2567–2572). IEEE.
Nakamoto, Satoshi (2008). Bitcoin: A peer-to-peer electronic cash system.
Neudecker, Till, & Hartenstein, Hannes (2018). Network layer aspects of permissionless blockchains. IEEE Communications Surveys & Tutorials, 21(1), 838–857.
Nguyen, Cong T, Hoang, Dinh Thai, Nguyen, Diep N, Niyato, Dusit, Nguyen, Huynh Tuong, & Dutkiewicz, Eryk (2019). Proof-of-stake consensus mechanisms

for future blockchain networks: fundamentals, applications and opportunities. IEEE Access, 7, 85727–85745.
Nickerson, Robert C., Varshney, Upkar, & Muntermann, Jan (2013). A method for taxonomy development and its application in information systems. European

Journal of Information Systems, 22(3), 336–359.
Oberländer, Anna Maria, Lösser, Benedict, & Rau, Daniel (2019). Taxonomy research in information systems: A systematic assessment.
O’Dwyer, Karl J., & Malone, David (2014). Bitcoin mining and its energy footprint. IET.
Oham, Chuka, Michelin, Regio A., Jurdak, Raja, Kanhere, Salil S., & Jha, Sanjay (2021). B-FERL: Blockchain based framework for securing smart vehicles.

Information Processing & Management, 58(1), Article 102426.
Opdenakker, Raymond (2006). Advantages and disadvantages of four interview techniques in qualitative research. In Forum qualitative sozialforschung/forum:

qualitative social research, Vol. 7.
Panarello, Alfonso, Tapas, Nachiket, Merlino, Giovanni, Longo, Francesco, & Puliafito, Antonio (2018). Blockchain and iot integration: A systematic survey.

Sensors, 18(8), 2575.
Peck, Morgen E. (2017). Blockchain world-do you need a blockchain? This chart will tell you if the technology can solve your problem. IEEE Spectrum, 54(10),

38–60.
Petersen, Kai, Feldt, Robert, Mujtaba, Shahid, & Mattsson, Michael (2008). Systematic mapping studies in software engineering. In 12th international conference

on evaluation and assessment in software engineering (EASE) 12 (pp. 1–10).
Pilkington, Marc (2019). The libra project: A transnational monetary dystopia–analysis of the disruption generated by the facebook-led stable coin. Available at

SSRN 3434079.
Pustišek, Matevž, Umek, Anton, & Kos, Andrej (2019). Approaching the communication constraints of ethereum-based decentralized applications. Sensors, 19(11),

2647.
Putz, Benedikt, Dietz, Marietheres, Empl, Philip, & Pernul, Günther (2021). Ethertwin: Blockchain-based secure digital twin information management. Information

Processing & Management, 58(1), Article 102425.
Raman, Ravi Kiran, & Varshney, Lav R. (2017). Dynamic distributed storage for scaling blockchains. arXiv preprint arXiv:1711.07617.
Ramona, Orăştean, Cristina, Mărginean Silvia, Raluca, Sava, et al. (2019). Bitcoin in the scientific literature–a bibliometric study. Studies in Business and Economics,

14(3), 160–174.
Razzaq, Abdul, Wasala, Asanka, Exton, Chris, & Buckley, Jim (2018). The state of empirical evaluation in static feature location. ACM Transactions on Software

Engineering and Methodology (TOSEM), 28(1), 1–58.
Reddit (2019). R/monero - blockchain size issue in future? reddit, URL=https://www.reddit.com/r/Monero/comments/9gymaf/blockchain_size_issue_in_future/.
Roubini, Nouriel (2018a). The big blockchain lie. Project Syndicate. Blog Post, 15.
Roubini, Nouriel (2018b). Blockchain isn’t about democracy and decentralisation – it’s about greed | nouriel roubini.
Sai, Ashish Rajendra, Buckley, Jim, & Le Gear, Andrew (2019a). Assessing the security implication of bitcoin exchange rates. Computers and Security.
Sai, Ashish Rajendra, Buckley, Jim, & Le Gear, Andrew (2019b). Privacy and security analysis of cryptocurrency mobile applications. In 2019 fifth conference on

mobile and secure services (mobisecserv) (pp. 1–6). IEEE.
Sai, Ashish Rajendra, Le Gear, Andrew, & Buckley, Jim (2019). Centralization threat metric.
Sapirshtein, Ayelet, Sompolinsky, Yonatan, & Zohar, Aviv (2016). Optimal selfish mining strategies in bitcoin. In International conference on financial cryptography

and data security (pp. 515–532). Springer.



Information Processing and Management 58 (2021) 102584

35

A.R. Sai et al.

Saroiu, Stefan, Gummadi, P. Krishna, & Gribble, Steven D. (2001). Measurement study of peer-to-peer file sharing systems. In Multimedia computing and networking
2002, Vol. 4673 (pp. 156–170). International Society for Optics and Photonics.

Sayeed, Sarwar, & Marco-Gisbert, Hector (2019). Assessing blockchain consensus and security mechanisms against the 51% attack. Applied Sciences, 9(9), 1788.
Sergio (2013). The well deserved fortune of satoshi nakamoto, bitcoin creator, visionary and genius.
Sim, Julius, & Wright, Chris C. (2005). The kappa statistic in reliability studies: use, interpretation, and sample size requirements. Physical Therapy, 85(3),

257–268.
Srinivasan, Balaji S. (2017). Quantifying decentralization. Medium.
StopAndDecrypt (2018). The ethereum-blockchain size has exceeded 1tb, and yes, it’s an issue.
Szabo, Nick (1970). The dawn of trustworthy computing.
Tapsell, James, Akram, Raja Naeem, & Markantonakis, Konstantinos (2018). An evaluation of the security of the bitcoin peer-to-peer network. In 2018 IEEE

international conference on internet of things (IThings) and IEEE green computing and communications (GreenCom) and IEEE cyber, physical and social computing
(CPSCom) and IEEE smart data (SmartData) (pp. 1057–1062). IEEE.

Walport, Mark (2016). Distributed ledger technology: beyond blockchain. UK Government Office for Science: Technical report, Tech. Rep.
Wang, Wenbo, Hoang, Dinh Thai, Xiong, Zehui, Niyato, Dusit, Wang, Ping, Hu, Peizhao, et al. (2018). A survey on consensus mechanisms and mining management

in blockchain networks. (pp. 1–33). arXiv preprint arXiv:1805.02707.
Wang, Sha, Vergne, Jean-Philippe J. P., & Hsieh, Ying-Ying (2017). The internal and external governance of blockchain-based organizations: Evidence from

cryptocurrencies. In Bitcoin and beyond (pp. 48–68). Routledge.
Wirdum, Aaron van (2016). Rejecting today’s hard fork, the ethereum classic project continues on the original chain: Here’s why. Bitcoin Magazine, 20.
Wolfson, Shael N. (2015). Bitcoin: the early market. Journal of Business & Economics Research (JBER), 13(4), 201–214.
Wood, Gavin, et al. (2014). Ethereum: A secure decentralised generalised transaction ledger. Ethereum Project Yellow Paper, 151(2014), 1–32.
World Bank. GINI index (World Bank estimate). URL=https://data.worldbank.org/indicator/si.pov.gini.
Wüst, Karl, & Gervais, Arthur (2018). Do you need a blockchain? In 2018 crypto valley conference on blockchain technology (CVCBT) (pp. 45–54). IEEE.
Xie, Junfeng, Tang, Helen, Huang, Tao, Yu, F Richard, Xie, Renchao, Liu, Jiang, et al. (2019). A survey of blockchain technology applied to smart cities: Research

issues and challenges. IEEE Communications Surveys & Tutorials, 21(3), 2794–2830.
Xu, Xiaoqiong, Sun, Gang, Luo, Long, Cao, Huilong, Yu, Hongfang, & Vasilakos, Athanasios V. (2021). Latency performance modeling and analysis for hyperledger

fabric blockchain network. Information Processing & Management, 58(1), Article 102436.
Xu, Xiwei, Weber, Ingo, Staples, Mark, Zhu, Liming, Bosch, Jan, Bass, Len, et al. (2017). A taxonomy of blockchain-based systems for architecture design. In

2017 IEEE international conference on software architecture (ICSA) (pp. 243–252). IEEE.
Yli-Huumo, Jesse, Ko, Deokyoon, Choi, Sujin, Park, Sooyong, & Smolander, Kari (2016). Where is current research on blockchain technology?—A systematic

review. PLoS One, 11, Article e0163477.
Zhang, Rui, Xue, Rui, & Liu, Ling (2019). Security and privacy on blockchain. ACM Computing Surveys, 52(3), 1–34.
Zhao, Quanyu, Chen, Siyi, Liu, Zheli, Baker, Thar, & Zhang, Yuan (2020). Blockchain-based privacy-preserving remote data integrity checking scheme for IoT

information systems. Information Processing & Management, 57(6), Article 102355.
Zheng, Zibin, Xie, Shaoan, Dai, Hongning, Chen, Xiangping, & Wang, Huaimin (2017). An overview of blockchain technology: Architecture, consensus, and future

trends. In 2017 IEEE international congress on big data (BigData Congress) (pp. 557–564). IEEE.
Zheng, Zibin, Xie, Shaoan, Dai, Hong-Ning, Chen, Xiangping, & Wang, Huaimin (2018). Blockchain challenges and opportunities: A survey. International Journal

of Web and Grid Services, 14(4), 352–375.
Zhu, Qingyi, Loke, Seng W, Trujillo-Rasua, Rolando, Jiang, Frank, & Xiang, Yong (2019). Applications of distributed ledger technologies to the internet of things:

A survey. ACM Computing Surveys, 52(6), 1–34.
Zmudzinski, Adrian (2020). Decentralized lending protocol bzx hacked twice in a matter of days.





Mkh\^^]bg`l hg MkboZ\r BgaZg\bg` Q^\agheh`b^l ; 2017 (4):307!329

")51,0) (532*363! ')5.36 &6))/.+.6! $,35-, #)2,8.6! )2+ %)557 %)04.2

Ef`aS[OaWgW\U 8SQS\a_OZWgOaW]\ O\R C_WcOQf3
?S``]\` T_][ *. KSO_` ]T DS`SO_QV O\R
8S^Z]f[S\a`
5P`a_OQa3 B_]_hnl[fct_^ msmn_gm [l_ [ mo\m_n i` ^cm/

nlc\on_^ msmn_gm qb_l_ gofncjf_ [onbilcnc_m ]ihnlif ^c`/

`_l_hn ]igjih_hnm [h^ hi [onbilcns cm `offs nlomn_^ \s
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m_lpc]_m X85Y. b[m ]ihnlc\on_^ ni nb_ qc^_ \_fc_` nb[n ^_/
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[h _mn[\fcmb_^ ]iggih ^_&hcncih i` ^_]_hnl[fct[ncih0

Gh nbcm j[j_l q_ [cg [n ^_&hcha ^_]_hnl[fct[ncih [h^

msmn_g[nctcha nb_ q[sm ch qbc]b [ msmn_g ][h \_ ^_/

]_hnl[fct_^. [h^. \s jl_m_hncha nb_ e_s ^_mcah ^_]cmcihm

ch ^_]_hnl[fct_^ msmn_gm. \lcha `ilnb j[mn f_mmihm nb[n

][h ch`ilg [ h_q a_h_l[ncih i` ^_]_hnl[fct_^ jlcp[]s/

_hb[h]cha n_]bhifiac_m0

Qbcm cm hin nb_ &lmn ncg_ nb_l_ b[m \__h [ mola_

i` chn_l_mn ch ^_]_hnl[fct[ncih0 ?m Ails Bi]niliq hin_^

[n nb_ 3127 B_]_hnl[fct_^ T_\ Poggcn; !Gn+m fce_ \_cha

\[]e [n nb_ M+O_cffs N3N ]ih`_l_h]_ ch 2:::." qbc]b

mcah[f_^ [ j_[e i` chn_l_mn [lioh^ ^_]_hnl[fct_^ [l]bc/

n_]nol_m [n nb_ nolh i` nb_ gcff_hhcog X229Y0 Qb_ Zbsj_+

[lioh^ ^_]_hnl[fct[ncih q[m `iffiq_^ ch nb_ _[lfs 3111m

\s l_m_[l]b [h^ ^_jfisg_hn []ncpcns [lioh^ ^_]_hnl[f/

ct_^ msmn_gm0

Qi mig_ _rn_hn. ^_]_hnl[fct[ncih q[m ilcach[ffs [

l_mjihm_ ni nb_ nbl_[n i` ]_hmilmbcj0 N_lb[jm nb_ &lmn

l[ffscha ]ls `il ^_]_hnl[fct[ncih q[m nb_ Cn_lhcns P_l/

pc]_ X9Y0 ?h^_lmih ]l_[n_^ nbcm msmn_g ch l_mjihm_ ni nb_

mo]]_mm i` nb_ Abol]b i` P]c_hnifias [n ]fimcha ^iqh nb_

[hih0j_h_n0& l_g[cf_l X88Y ![m [ g_[hm i` jonncha _f_]/

nlihc] ^i]og_hnm \_sih^ nb_ ]_hmil+m al[mj0" Qbcm ginc/

p[ncih i` ]_hmilmbcj l_mcmn[h]_ cm ]f_[l ch gil_ gi^_lh

msmn_gm; Qil omcha [ ^_]_hnl[fct_^ h_nqile i` [hihs/

giom l_f[sm [h^ [ BFQ/\[m_^ bc^^_h m_lpc]_m h[g/

cha ch`l[mnlo]nol_< @cn]ich _g_lacha [m [ ]_hmilmbcj/

l_mcmn[hn q[s ni nl[hm`_l `oh^m ni ila[hct[ncihm fce_

Tcecf_[em [`n_l nb_ ]_hnl[fct_^ _/Eif^ X73Y ihfch_ ]ol/

l_h]s b[^ \__h mbon ^iqh \s nb_ B_j[lng_hn i` Homnc]_<

il @cnQill_hn mo]]__^cha [m [ j__l/ni/j__l ,N3N- &f_

mb[lcha m_lpc]_ omcha K[chfch_ BFQ X275Y l[nb_l nb[h

b[pcha [ ]_hnl[f ch^_rcha m_lpc]_ fce_ L[jmn_l nb[n ]iof^

\_ mo\d_]n ni l_ko_mnm ni e__j nl[]e i` &f_ ]ijscha X7Y0 Gh

_[]b i` nb_m_ ][m_m. ^_]_hnl[fct[ncih [lim_ [m [ l_mjihm_

ni nb_ mbon^iqh i` [ ]_hnl[fct_^ [onbilcns. [cgcha ni

l_gip_ nb[n mchaf_ h[nol[f jichn i` `[cfol_0

B_mjcn_ nb_ gcff_hhc[f `_lpiol `il ^_]_hnl[fct[ncih.

nb_ 3111m qcnh_mm_^ nb_ lcm_ i` g[mmcp_fs ^cmnlc\on_^.

FYX RSX HIGIRXVEPM^IH. ^[n[ ]_hn_lm [h^ msmn_gm [m nb_

^igch[hn n_]bhc][f j[l[^cag _g\i^c_^ \s nb_ Afio^

]igjoncha ][j[\cfcnc_m i%_l_^ \s Eiiaf_. D[]_\iie. Kc/
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]limi`n. [h^ inb_lm0 Cp_hno[ffs. om_lm q_l_ ^cp_ln_^ [q[s

`lig mi`nq[l_ lohhcha fi][ffs ih nb_cl g[]bch_m. qbc]b

_mm_hnc[ffs cm [ `ilg i` ^_]_hnl[fct[ncih. niq[l^m ]fio^

[jjfc][ncihm nb[n _h[\f_^ [h ohjl_]_^_hn_^ [aal_a[ncih

i` om_l ^[n[ \s nb_ jlipc^_lm0 Phiq^_h+m l_p_f[ncihm ch

3124 ih g[mm molp_cff[h]_ jlial[gm f_p_l[acha nb_ ]_h/

nl[fct_^ h[nol_ i` nb_m_ m_lpc]_m a[p_ ]l_^_h]_ ni fiha/

mn[h^cha jlcp[]s ]ih]_lhm \lioabn [\ion \s nb_ lcm_ [h^

jijof[lcns i` ]_hnl[fct_^ m_lpc]_m0

Qb_ ^_mcl_ ni jl_m_lp_ jlcp[]s. fc\_lns. [h^ nb_ [o/

nihigiom ]ihnlif i` ch`l[mnlo]nol_ [h^ m_lpc]_m b[p_ f_^

ni [ ][ff ni !l_/^_]_hnl[fct_" nb_ Ghn_lh_n X239. 28:Y0 ?m

[ l_mofn. ch nb_ 3121m q_ [l_ i\m_lpcha [h ojmola_ i`

[fn_lh[ncp_m ni ]_hnl[fct_^ ch`l[mnlo]nol_m [h^ m_lpc]_m.

[fnbioab gimn [fn_lh[ncp_m ni Afio^/\[m_^ [jjfc][ncihm

[l_ mncff oh^_l ^_p_fijg_hn0

Gn cm cgjiln[hn `il msmn_g ^_mcah_lm ni h_cnb_l \_

himn[fac] [\ion j[mn msmn_gm hil `[n[fcmnc] [\ion `onol_

ih_m0 Qi^[s+m h_nqilecha [h^ ]igjoncha _hpclihg_hnm

[l_ p[mnfs ^c%_l_hn `lig nbim_ ch 3111; Pg[ln/jbih_m

b[p_ jf[]_^ [ jiq_l`of ]igjon_l ch j_ijf_+m ji]e_nm<

om_lm [l_ omo[ffs ]ihh_]n_^ ni nb_ Ghn_lh_n ip_l `[mn ]ih/

h_]ncihm qcnbion ncg_ il \[h^qc^nb ][jm< ]fc_hnm. mo]b

[m q_\ \liqm_lm. [l_ hiq g[nol_ _h^/om_^ jf[n`ilgm

qcnb N3N ]iggohc][ncihm _h[\f_^ [h^ ]lsjnial[jbc]

][j[\cfcnc_m< [h^ gi\cf_ ]i^_. ch nb_ `ilg i` H[p[m]lcjn.

cm o\ckocniom0

Cp_h nbioab nb_ ^_mcah mj[]_ `il gi^_lh ^_]_hnl[f/

ct_^ msmn_gm cm f_mm l_mnlc]n_^ nb[h ch nb_ j[mn. `oh^[/

g_hn[f ]b[ff_ha_m l_g[ch0 Mol e_s i\d_]ncp_ cm ni moj/

jiln `onol_ qile ih ^_]_hnl[fct_^ jlcp[]s msmn_gm \s

msmn_g[nctcha nb_ j[mn 26 s_[lm i` l_m_[l]b. \_nq__h

M+O_cffs+m jo\fc][ncih i` !N__l/ni/N__l; F[lh_mmcha nb_

Niq_l i` Bcmlojncp_ Q_]bhifiac_m" X229Y ch 3112. [h^

31270 T_ [cg [n bcabfcabncha e_s &h^cham ch ]f[mmc] ^_/

mcahm. [h^ [fmi nb_ cgjiln[hn jli\f_gm `[]_^ \s ^_mcah/

_lm i` j[mn msmn_gm. mi [m ni ch`ilg nb_ ]bic]_m g[^_ \s

_hach__lm jolmocha ^_]_hnl[fct[ncih ni^[s0

+ 9^W`aS[]Z]Uf

8>IJ@& Qb_l_ cm [ qc^_ om_ i` nb_ n_lg Z^_]_hnl[fct_^+0

Gh nbcm j[j_l. q_ l_mnlc]n iolm_fp_m ni ^cm]ommcha msmn_gm

nb[n mojjiln jlcp[]s jlij_lnc_m omcha ^_]_hnl[fct_^ [l/

]bcn_]nol_m0 T_ ^l[q [ ^cmnch]ncih \_nq__h HIGIRXVEPM^IH

[h^ HMWXVMFYXIH [l]bcn_]nol_m. [m `iffiqm;

+DLMKD=NM@? LRLM@G; 2 W]WXIQ [MXL QYPXMTPI GSQTS*

RIRXW XLEX LEZI XLIMV FILEZMSV GS*SVHMREXIH ZME QIWWEKI

TEWWMRK+ ?LIWI GSQTSRIRXW EVI YWYEPP] WTEXMEPP] WITE*

VEXIH ERH GSQQYRMGEXI YWMRK E RIX[SVO) ERH QE] FI

QEREKIH F] E WMRKPI VSSX SJ XVYWX SV EYXLSVMX]+ Bcmnlc/

\oncih cm \_h_&]c[f ni mojjiln li\omnh_mm [a[chmn mch/

af_ ]igjih_hn `[cfol_. m][f[\cfcns \_sih^ qb[n [ mch/

af_ ]igjih_hn ]iof^ b[h^f_. bcab/[p[cf[\cfcns [h^ fiq/

f[n_h]s oh^_l ^cmnlc\on_^ fi[^m. [h^ _]ifiac][f ^cp_l/

mcns ni jl_p_hn msmn_gc] `[cfol_m0 B_p_fijg_hnm f_^ \s

Eiiaf_. l[hacha `lig @caQ[\f_ X46Y ni K[jO_^o]_ X5:Y

[l_ aii^ _r[gjf_m i` ^cmnlc\on_^ msmn_gm0

+@>@HMK<FDS@? LRLM@G; 2 HMWXVMFYXIH W]WXIQ MR [LMGL

QYPXMTPI EYXLSVMXMIW GSRXVSP HM"IVIRX GSQTSRIRXW ERH RS

WMRKPI EYXLSVMX] MW JYPP] XVYWXIH F] EPP SXLIVW+

Diffiqcha @[l[h X24Y. msmn_gm [l_ ]ih]_cp_^ i` [m

h_nqilem i` chn_l]ihh_]n_^ ]igjih_hnm. qb_l_ [ff nb_

]igjih_hnm i` [ msmn_g `ilg [ al[jb. qb_l_ nb_ hi^_m

i` nb_ al[jb [l_ nb_ ]igjih_hnm [h^ nb_ _^a_m nb_ ]ih/

h_]ncihm \_nq__h nb_g ,m__ Dca0 2-0 Bo_ ni nbcm [h[f/

ias qcnb al[jbm. nb_ n_lgm !^_]_hnl[fct_^ h_nqile" [h^

!^_]_hnl[fct_^ msmn_g" n_h^ ni \_ om_^ chn_l]b[ha_/

[\fs0 Fiq_p_l. ^_]_hnl[fct_^ msmn_gm [l_ hin domn h_n/

qile nijifiac_m. \on msmn_gm nb[n _rcmn ni `of&ff mig_

`oh]ncih il m_n i` `oh]ncihm. inb_lqcm_ ][ff_^ Zij_l[/

ncihm0+ Qb_m_ ij_l[ncihm [l_ []]igjfcmb_^ \s j[mmcha

g_mm[a_m \_nq__h [ m_h^_l [h^ [ l_]_cp_l hi^_. qcnb

inb_l hi^_m m_lpcha [m jlirc_m ni l_f[s nb_ g_mm[a_ X:2Y

,lcabn al[jb ch Dca0 2-0 Mh nb_ ]ihnl[ls. ch ]_hnl[fct_^

msmn_gm g_mm[a_m [h^ ij_l[ncihm [l_ il]b_mnl[n_^ \s [

]_hnl[f nlomn_^ [onbilcns ,^_jc]n_^ [m [h il[ha_ ]cl]f_

ch nb_ f_`n al[jb ch Dca0 2-0

A_hnl[fct_^ msmn_gm g[s \_ ^cmnlc\on_^. nsjc][ffs

`il _(]c_h]s il m][fcha. \on hin `il jlcp[]s. [h^ mi nb_

oh^_lfscha ]igjih_hnm [l_ `oh^[g_hn[ffs nlomn_^0 Mhfs

_rn_lh[f _hncnc_m [l_ ]ihmc^_l_^ [^p_lm[lc[f0 Tc^_fs ^_/

jfis_^ msmn_gm mo]b [m @cn]ich. @cnQill_hn. [h^ Qil [l_

ih nb_ inb_l b[h^ ^_]_hnl[fct_^0 Aihnl[ls ni a_h_lc]

^cmnlc\on_^ msmn_gm. ch j[lnc]cj[ncha j[lnc_m g[s ]biim_

nb_cl l_f[ncihmbcjm i` nlomn [onihigiomfs. ch]fo^cha nb_

][m_ qb_l_ nb_l_ ih_ g[s hin nlomn [hs inb_l ]igji/

h_hnm0 Qbcm b[m jli`ioh^ cgjfc][ncihm ch n_lgm i` m_/

]olcns [h^ jlcp[]s; hi mchaf_ _hncns nb[n ][h []n [m [

nlomn_^ ]igjoncha \[m_ ,QA@- X246Y ni _h`il]_ [ afi\[f

m_]olcns il jlcp[]s jifc]s0 ?hs chn_lh[f ]igjih_hn i`

nb_ msmn_g g[s \_ [^p_lm[lc[f. ch [^^cncih ni _rn_lh[f

j[lnc_m. l_koclcha ^_`_h]_m ch ^_jnb0

Gh n_lgm i` m_]olcns [h^ jlcp[]s q_ [^ijn nb_ `if/

fiqcha \li[^ ^_&hcncihm. nb[n q_ g[e_ gil_ ^_n[cf_^

[n nb_ ]ill_mjih^cha m_]ncih qb_h nb_ ]ihn_rn l_kocl_m

]f[lc&][ncih il jl_]cm_h_mm0

8@>NKDMR; AI GSRWMHIV XLI WIGYVMX] EWTIGXW SJ E W]WXIQ

XS FI XLSWI XLEX IRGSQTEWW XVEHMXMSREP MRJSVQEXMSR WI*
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:WU' *' Ckhf \^gmkZebs^] mh ]^\^gmkZebs^] lrlm^fl

GYVMX] TVSTIVXMIW+ ?LMW MRGPYHI SJ GSYVWI GSR#HIRXMEPMX])

MRXIKVMX]) ERH EYXLIRXMGEXMSR0 FYX EPWS PIWW XVEHMXMSREP

SRIW WYGL EW EZEMPEFMPMX]) EGGSYRXEFMPMX]) EYXLSVM^EXMSR)

RSR*VITYHMEXMSR SV RSR*IUYMZSGEXMSR+

5KDO<>R; AI GSRWMHIV XLI TVMZEG] EWTIGXW SJ E W]W*

XIQ XS FI XLSWI VIPEXIH XS XLI TVSXIGXMSR SJ YWIVW& VI*

PEXIH HEXE 'MHIRXMXMIW) EGXMSRW) IXG+(+ ?LMW TVSXIGXMSR

MW YWYEPP] JSVQEPM^IH MR XIVQW SJ TVMZEG] TVSTIVXMIW

'ERSR]QMX]) TWIYHSR]QMX]) YRPMROEFMPMX]) YRSFWIVZEFMP*

MX]( JSV [LMGL [I JSPPS[ XLI HI#RMXMSRW F] <#X^QERR

ERH 8ERWIR C,-,D+ ?LIWI HI#RMXMSRW EVI I\XIRHIH MR XLI

TVMZEG]*SVMIRXIH HMWGYWWMSR MR >IGXMSR .+.0

2@MCI?L # 2I?@F& Qi msmn_g[nct_ ehiqf_^a_ ch ^_/

]_hnl[fct_^ jlcp[]s/jl_m_lpcha msmn_gm q_ j_l`ilg_^ [

msmn_g[nc] fcn_l[nol_ l_pc_q i` [ff j[j_lm jo\fcmb_^ ch

nb_ nij 5 ]igjon_l m_]olcns ]ih`_l_h]_m ,GCCC P*N.

?AK AAP. Rm_hcr P_]olcns. LBPP- [m q_ff [m nb_ mj_/

]c[fct_^ ]ih`_l_h]_m ,NCQP. TNCP [h^ GCCC N3N- nb[n

[l_ jlijimcha il [h[fstcha ^_]_hnl[fct_^ msmn_gm qcnb

jlcp[]s jlij_lnc_m. `lig nb_ s_[lm 3111 ni 31270

Mol &lmn [h[fsmcm l_mofn_^ ch 276 j[j_lm ,39 `lig

GCCC P*N. 67 `lig ?AKAAP. 29 `lig Rm_hcr P_]olcns.

22 `lig LBPP. 22 `lig NCQP. 21 `lig TNCP. [h^ 42

`lig GCCC N3N-0 Dch[ffs nb_ j[j_l ]ihn[chm ihfs :1 l_`/

_l_h]_m `lig nb_m_ p_ho_m ,24 `lig GCCC P*N. 43 `lig

?AK AAP. 21 `lig Rm_hcr P_]olcns. 22 `lig LBPP. :

`lig NCQP. 7 `lig TNCP. [h^ : `lig GCCC N3N-. 2:

[l_ q_ff/ehiqh ^_jfis_^ msmn_gm nb[n ^i hin b[p_ [h

[mmi]c[n_^ j__l/l_pc_q_^ jo\fc][ncih. [h^ nb_ l_mn ]ig_

`lig [h [^^cncih[f jiif i` 41 ]ih`_l_h]_m [h^ qile/

mbijm ,[giha nb_g DMAG. TCGP. LPBG. PGEAMKK.

PGEP?A. il AOVNQM-0 Qb_ m_f_]ncih q[m ^ih_ ih nb_

\[mcm i` bcabfcabncha ^_mcah ^_]cmcihm nb[n l_'_]n [ e_s

f_mmih qilnb i` `onol_ l_`_l_h]_0

Bo_ ni nb_ p[mn [giohn i` c^_hnc&_^ ^_mcahm. \s h_/

]_mmcns q_ ^i hin ^_m]lc\_ _[]b msmn_g ch ^_n[cf. \on

chmn_[^ mbiq biq _[]b msmn_g _r_gjfc&_m [ jlij_lns il

^_mcah ]bic]_0 T_ ^i. nbioab. _rj[h^ ojih Qil. @cn/

Qill_hn. [h^ @cn]ich [m nb_s [l_ [l_ b_[pcfs ^_jfis_^

[h^ b[p_ mo\mn[hnc[f [][^_gc] [h[fsmcm0 ?m cffomnl[n_^

ch Dcaol_ 2. q_ mno^s nb_ jiif i` m_f_]n_^ ^_mcahm qcnb

nb_ chn_hncih ni ^_n_lgch_;

20 Fiq cm nb_ msmn_g ^_]_hnl[fct_^> ,P_]ncih 402-

30 Tb[n [^p[hn[a_m ^i q_ a_n `lig ^_]_hnl[fctcha>

,P_]ncih 403-

40 Fiq ^i_m ^_]_hnl[fct[ncih mojjiln jlcp[]s> ,P_]/

ncih 404-

50 Tb[n [l_ nb_ ^cm[^p[hn[a_m i` ^_]_hnl[fctcha> ,P_]/

ncih 405-

60 Tb[n cgjfc]cn ]_hnl[fct_^ [mmogjncihm l_g[ch>

,P_]ncih 406-

70 Tb[n ][h q_ f_[lh `lig _rcmncha ^_mcahm> ,P_]/

ncih 407-

/HLDBCML0

# ?LI OI] HM"IVIRGI FIX[IIR HMWXVMFYXIH W]WXIQW ERH

HIGIRXVEPM^IH W]WXIQW MW SRI SJ EYXLSVMX] ERH XVYWX

FIX[IIR GSQTSRIRXW+ 5M"IVIRGIW MR EVGLMXIGXYVI ERH

YWI SJ WIGYVMX] ERH TVMZEG] GSRXVSPW WXIQ JVSQ MX+

# 5IGIRXVEPM^IH W]WXIQW IQFSH] E GSQTPI\ WIX SJ VIPE*

XMSRWLMTW SJ XVYWX FIX[IIR TEVXMIW QEREKMRK HM"IVIRX

EWTIGXW SJ XLI W]WXIQ+ @RXVYWXIH MRWMHIVW EVI GSQ*

QSR) ERH WIGYVMX] GSRXVSPW QYWX FI HITPS]IH XEOMRK

MRXS EGGSYRX EHZIVWEVMIW [MXLMR XLI W]WXIQ+

# 9R HMWXVMFYXIH) FYX RSX HIGIRXVEPM^IH) W]WXIQW XLI

I\MWXIRGI SJ E WMRKPI EYXLSVMX] XLEX TVSZMWMSRW ERH

QEREKIW EPP GSQTSRIRXW XLEX EVI XVYWXIH IREFPIW XLI

YWI SJ WMQTPI WIGYVMX]) QER] XMQIW FEWIH SR HIHM*

GEXIH XVYWXIH GSQTSRIRXW XLEX EGX EW VSSXW SJ XVYWX+

# 9R HIGIRXVEPM^IH W]WXIQW RS WMRKPI EYXLSVMX] GER TVS*

ZMWMSR E VSSX SJ XVYWX SV XVYWXIH GSQTYXMRK FEWI)

QEOMRK WIGYVMX] QIGLERMWQW VIPMERX SR XLSWI 'WYGL

EW GIRXVEP EGGIWW GSRXVSP SV XVEHMXMSREP TYFPMG OI] MR*

JVEWXVYGXYVIW( MRETTPMGEFPI+

, 8SQS\a_OZWgOaW]\ O\R C_WcOQf

Qbcm m_]ncih lohm ip_l nb_ e_s ko_mncihm q_ jim_ ch nb_

jl_pciom m_]ncihm qcnb l_a[l^m ni nb_ ]oll_hn mn[n_ i`

[%[clm ch ^_]_hnl[fct_^ msmn_gm0 Q[\f_ 2 ,j[a_ 431- jli/

pc^_m [ mogg[ls i` nb_ ^c%_l_hn ^_mcah ^_]cmcihm [h^

nb_ jlij_lnc_m []bc_p_^ [m [ l_mofn0

,'* <]d =` 8SQS\a_OZWgOaW]\ 5QVWScSR4

T_ l_pc_q e_s [l]bcn_]nol[f ^_]cmcihm; biq ni il]b_m/

nl[n_ nb_ ch`l[mnlo]nol_ i` nb_ h_nqile. biq ni lion_

g_mm[a_m. [h^ biq ni ^cmnlc\on_ nlomn \_nq__h hi^_m0
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,'*'* =\T_O`a_bQab_S

? &lmn e_s ]bic]_ ]ih]_lhm nb_ ^cmnlc\oncih i` n[mem

h__^_^ `il g[chn[chcha [ m_lpc]_ qcnbch nb_ msmn_g0

Qb_ jlipcmcihcha i` ch`l[mnlo]nol_ cgj[]nm nb_ ^_mcah

ch n_lgm i` nlomn [h^ g_mm[a_ lioncha0

:L@K%=<L@? /HAK<LMKN>MNK@0 Pig_ ^_]_hnl[fct_^ msm/

n_g ]ihmcmn mif_fs i` hi^_m nb[n [l_ om_lm [h^ nb_l_ cm

hi [^^cncih[f ch`l[mnlo]nol_0 Qb_s l_fs mif_fs ih om_lm

ni ]iff_]ncp_fs ]ihnlc\on_ l_miol]_m ,\[h^qc^nb. mnil[a_-

ch il^_l ni jlipc^_ [ m_lpc]_0 Qb_ [^p[hn[a_ i` nbcm ^_/

mcah cm nb[n \s h[nol_ cn ^i_m hin l_kocl_ [ nbcl^/j[lns

]_hnl[fct_^ [onbilcns0 Qbcm om_l/\[m_^ ^_mcah ][h moj/

jiln m_lpc]_m mo]b [m bimncha i` _h]lsjn_^ ^[n[. _0a0 ch

Dl__h_n X52Y [h^ A[]b_n X228Y0 ? ^cm[^p[hn[a_ cm nb[n

om_l/\[m_^ ch`l[mnlo]nol_ g[s f_[^ ni jiil j_l`ilg[h]_

^o_ ni _pifpcha chni mj[lm_fs ]ihh_]n_^ nijifiac_m. [h^

ni !]bolh" ][om_^ \s j__lm ]ihmn[hnfs dichcha [h^ f_[p/

cha nb_ h_nqile0

:L@K%DH?@J@H?@HM /HAK<LMKN>MNK@0 F_l_. nb_ `oh]/

ncihm i` nb_ ^_]_hnl[fct_^ msmn_g [l_ l_[fct_^ \s hi^_m

nb[n [l_ hin om_lm0 ? m_n i` nbcl^/j[lnc_m nb[n [l_ hin

h_]_mm[lcfs nlomn_^ g[s jlipc^_ [ff il j[ln i` nb_ `oh]/

ncih[fcns ni om_lm0 Qbcm ^_mcah j[nn_lh oh^_lfc_m ]f[m/

mc] ij_h `_^_l[n_^ jlini]ifm mo]b [m PKQN X234Y [h^

UKNN X:Y \[m_^ ih [ ]fc_hn/m_lp_l gi^_f0 Qb_ [^/

p[hn[a_m i` om_l/ch^_j_h^_hn ch`l[mnlo]nol_ ch]fo^_ ch/

]l_[m_^ [p[cf[\cfcns i` nb_ m_lpc]_. [ l_^o]_^ [nn[]e mol/

`[]_. [h^ cggohcns ni om_l ]bolh0 P_lp_lm ^i hin h_]/

_mm[lcfs nbl_[n_h om_l jlcp[]s0 Qb_ Cn_lhcns P_lpc]_ X9Y.

[m l_[fct_^ ch msmn_gm fce_ Q[bi_/J?DP X24:Y. ]ig\ch_^

_h]lsjncih qcnb nb_ om_ i` m_p_l[f m_lp_lm ]ihnliff_^

\s ^c%_l_hn hih/]iff[\il[ncha [onbilcnc_m `il nb_ jlc/

p[n_ mnil[a_ [h^ l_jfc][ncih i` &f_m0 Mnb_l _r[gjf_m i`

msmn_gm nb[n l_fs ih om_l/ch^_j_h^_hn ch`l[mnlo]nol_ ch/

]fo^_ BN6 X38Y [h^ Ocjimn_ X53Y ch n_lgm i` Nlcp[n_ Gh/

`ilg[ncih O_nlc_p[f X4:Y il [hihsgiom ]iggohc][ncih

msmn_gm fce_ gcr h_nqilem X47Y il BA/h_nm X48Y0

.R=KD? 8RLM@GL0 Doh]ncihm g[s \_ mb[l_^ \_nq__h

om_lm [h^ hi^_m loh \s nbcl^/j[lnc_m0 ?h _r[gjf_ cm

Qil. qb_l_ l_f[sm [l_ g[chfs loh \s pifohn__lm \on Bc/

l_]nils ?onbilcnc_m [l_ ij_l[n_^ \s [ ]fim_^ Zehiqh+

alioj i` m_lp_lm0 Gh n_lgm i` jlcp[]s [h^ m_]olcns. h_q

_f_g_hnm mo]b [m ^cmnlc\on_^ f_^a_lm ^_]_hnl[fct_ nl[^c/

ncih[ffs ]_hnl[fct_^ ]lsjnial[jbc] jlini]ifm ch nb_m_ bs/

\lc^ msmn_gm0 Dil _r[gjf_. ]igjon[ncihm ][h \_ fi][ffs

[h^ m_]ol_fs l_]il^_^ ni nb_ \fi]e]b[ch qcnb nb_ moj/

jiln i` gofnc/j[lns ]igjon[ncih jlini]ifm X29:Y. _p_h

qcnbion [ nlomn_^ nbcl^ j[lns X21. 29:Y. il omcha [ mg[ff

hog\_l i` mn[\f_ _hncnc_m ni _hmol_ l_fc[\cfcns [h^ fiq/

f[n_h]s. [m ch nb_ Pb[l_gch^ KNA msmn_g X37Y0

,'*'+ ASad]_Y F]^]Z]Uf

Tb_h ]ihmc^_lcha [ ^_]_hnl[fct_^ msmn_g. nb_l_ [l_ nqi

^cmnch]n nijifiac_m0 Qb_ &lmn. RIX[SVO XSTSPSK] ^_m]lc\_m

nb_ ]ihh_]ncihm \_nq__h hi^_m om_^ ni lion_ nl[(]< [h^

nb_ m_]ih^. EYXLSVMX] XSTSPSK] ^_m]lc\_m nb_ jiq_l l_/

f[ncihm \_nq__h nb_ hi^_m0 Qbom. nb_ h_nqile lioncha

mnlo]nol_ ^i_m hin h_]_mm[lcfs b[p_ ni gcllil biq [o/

nbilcns cm ^_]_hnl[fct_^ ch [ msmn_g. [fnbioab cn i`n_h

^i_m0 Qb[n ][h al_[nfs [%_]n nb_ m_]olcns [h^ jlcp[]s

jlij_lnc_m i` nb_ msmn_g X64Y0 Gn gomn \_ hin_^ nb[n ]ig/

jih_hnm i` nl[^cncih[f h_nqile lioncha cm ^ih_ ch [ bc_l/

[l]bc][f g[hh_l. ch]fo^cha mj[hhcha nl__ jlini]ifm mo]b

[m ch @EN X241Y ch nb_ ]oll_hn Ghn_lh_n [m q_ff [m Zh_rn

a_h_l[ncih+ ^_mcahm fce_ PAGML X297Y0

2@LC0 K_mb nijifiac_m [l_ ohmnlo]nol_^0 Li^_m ][h

lion_ g_mm[a_m ni _p_ls inb_l hi^_ nb_s [l_ ]ih/

h_]n_^ qcnb0 Mh_ [^p[hn[a_ cm nb[n g_mb h_nqilem `oh]/

ncih ch m_nncham qcnb hi mn[\f_ ]ihh_]ncihm ni inb_l

hi^_m ni ao[l[hn__ m_lpc]_ ch nb_ jl_m_h]_ i` g[mmcp_

]bolh [h^ ]b[hacha ]ihh_]ncpcns. mo]b [m ch gi\cf_ [^/

bi] h_nqilecha [h^ &f_ mb[lcha ch _[lfs p_lmcihm i`

Ehon_ff[ X84Y0 ? j[lnc]of[lfs jijof[l ]iggohc][ncih

g_[hm ch g_mb nijifiac_m X223Y [l_ KSWWMT TVSXSGSPW0 Gh

aimmcjcha. [m ijjim_^ ni 'ii^cha. [ l[h^ig mo\m_n i`

nb_ hi^_m ch nb_ h_nqile [l_ ]bim_h ni l_]_cp_ nb_ g_m/

m[a_m0 Qb_m_ hi^_m nb_h ]ihncho_ ni \li[^][mn nb_ g_m/

m[a_ pc[ [hinb_l ch^_j_h^_hnfs m_f_]n_^ l[h^ig mo\m_n

i` nb_ h_nqile ni l_f[s g_mm[a_m0 Qb_ l_fc[\cfcns i` g_m/

m[a_ ^_fcp_ls oh^_l fi[^ cm ko_mncih[\f_ [h^ ch`ilg[ncih

jlij[a[ncih _rj_lc_h]_m ^_f[sm0 Fcmnilc][ffs g_mb h_n/

qilecha ^i_m hin jl_m_lp_ om_l jlcp[]s i` nb_cl om_lm.

\on l_]_hn m_]ol_ g_mm[acha msmn_gm mo]b [m @lc[l X39Y

om_ nbcm nijifias ni l_g[ch `oh]ncih[f ^olcha Ghn_lh_n

\f[]eionm0

+DLMKD=NM@? .<LC 9<=F@L ,BFQ-0 BFQm [l_ h_nqile

nijifiac_m qb_l_ _[]b hi^_ g[chn[chm [ mg[ff lioncha

n[\f_ i` cnm h_cab\iolm. [h^ g_mm[a_m [l_ j[mm_^ al__^/

cfs ni ehiqh hi^_m nb[n [l_ Z]fim_l+ ni nb_ chn_h^_^ l_/

]cjc_hn0 ?fnbioab _(]c_hn [h^ ^_]_hnl[fct_^. BFQm ^i

hin \s nb_gm_fp_m jlipc^_ mnliha m_]olcns. jlcp[]s [h^

[hihsgcns jlij_lnc_m0 Tbcf_ ^_]_hnl[fct_^. BFQm [l_

hin m_]ol_ [h^ jlcp[]s/jl_m_lpcha \s ^_`[ofn; Ql[h _n

[f0 X264Y mbiq nb[n fiq f[n_h]s [hihsgcns msmn_gm \[m_^

ih BFQm mo]b [m P[fm[ X224Y [l_ pofh_l[\f_ ni b[pcha

f[la_ [giohnm i` nl[(] ][jnol_^ \s [^p_lm[lc_m ]ihnlif/
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fcha [ `l[]ncih i` nb_ l_f[sm0 BFQ hi^_m g[s. biq_p_l.

\_ alioj_^ chni \st[hnch_ koilogm ni ^_`_[n [^p_lm[lc_m

nb[n ]ihnlif [ gchilcns i` hi^_m X291Y0

8NJ@K%HI?@L0 Poj_l/hi^_m [l_ hi^_m nb[n [l_ _h^iq_^

qcnb gil_. [h^ ]ihnlc\on_ gil_. l_miol]_m ni nb_ msm/

n_g0 Qbcm g[s \_ ch n_lgm i` ]igjon[ncih jiq_l. mnil/

[a_. il h_nqile ]ihh_]ncpcns. mn[\cfcns [h^ oj ncg_0 Gh

n_lgm i` lioncha. mo]b moj_l/hi^_m g[s \_ om_^ ni g_/

^c[n_ ij_l[ncihm l_koclcha bcab_l h_nqile nblioabjon0

Qb_s ][h \_ [ll[ha_^ ch mnlo]nol_^ nijifiac_m. ^_mcah_^

ni f_p_l[a_ nb_g< il nb_s g[s _g_la_ h[nol[ffs ch oh/

mnlo]nol_^ nijifiac_m. [m [ l_mofn i` mig_ hi^_m ]iggcn/

ncha gil_ l_miol]_m0 Kimn N3N msmn_gm mo]b [m @cnQil/

l_hn _p_hno[ffs l_fs ih moj_l/hi^_m X61Y0 Qb_m_ moj_l/

hi^_m b[p_ m_lciom cgjfc][ncihm ih [p[cf[\cfcns [h^ ch/

n_alcns. [m nb_s g[s \_]ig_ n[la_nm `il [nn[]e. [h^ jlc/

p[]s. [m nb_s g_^c[n_. [h^ [l_ ch [ jlcpcf_a_^ jimcncih

ni i\m_lp_. [ f[la_l `l[]ncih i` []ncpcnc_m0

8MK<MD!@?0 Pig_ i` nb_ gil_ ]igjf_r ^_]_hnl[fct_^

msmn_gm om_ [ mnl[nc&_^ ^_mcah qb_l_ hi^_m b[p_ mj_/

]c[fct_^ lif_m ch n_lgm i` lioncha. il inb_l `oh]ncihm0 ?

j[l[^cag[nc] _r[gjf_ cm nb_ Qil h_nqile0 Qil om_lm [o/

nihigiomfs `ilg ]cl]ocnm `lig [h ij_h/_h^_^ m_n i` Qil

l_f[sm. ch f[s_lm i` _hnls ao[l^m. gc^^f_ hi^_m [h^ _rcn

hi^_m0 ? bcab/chn_alcns afi\[f fcmn i` nb_m_ l_f[sm cm g[ch/

n[ch_^ nblioab ]ihm_hmom \s [ ]fim_^ alioj i` mj_]c[f/

ct_^ Bcl_]nils ?onbilcnc_m0 Pcgofn[h_iomfs. Qil bc^^_h

m_lpc]_m [l_ l_mifp_^ nblioab [ Fc^^_h P_lpc]_ Bcl_]/

nils g[chn[ch_^ \s [ mcgjf_ BFQ nijifias0 T_ hin_

nb[n. ih mig_ f_p_f. Qil b[m [fmi _pifp_^ ni om_ moj_l/

hi^_m ih cnm nijifias [h^ nb_ ^cmnlc\oncih i` nl[(] m_hn

nblioab Qil l_f[sm cm `[l `lig ohc`ilg X95Y0 A[m][^_m.

[l_ [ j[lnc]of[l ][m_ i` Pnl[nc&_^ nijifiac_m ch [hihs/

giom ]iggohc][ncihm. ch qbc]b j[nbm [l_ jl_/^_&h_^0

Qb_ [^p[hn[a_m [h^ ^cm[^p[hn[a_m i` mo]b ]bic]_ [m ij/

jim_^ ni `l__ lion_m b[m \__h ^cm]omm_^ ch X63Y0

,'*', 5baV]_Waf

T_ hiq ]ihmc^_l nb_ l_f[ncih [giha hi^_m ch n_lgm i`

[onbilcns [h^ ^_m]lc\_ g_]b[hcmgm ni gcnca[n_ nb_ ji/

n_hnc[ffs _%_]nm i` jiq_l ^cmj[lcns nb[n ]iof^ jin_hnc[ffs

b[lg nb_ m_]olcns [h^ jlcp[]s i` om_lm0

)?%CI>( 3I?@L /HM@K<>M +DK@>MFR0 Gh [^/bi] nb_l_

cm hi l_f[ncihmbcj i` [onbilcns [giha hi^_m0 Li^_m ^c/

l_]nfs chn_l[]n qcnb _[]b inb_l qcnbion nb_ j[lnc]cj[ncih

i` inb_l hi^_m. [h^ nb_s ^i mi `il nb_ \_h_&n i` nb_

chpifp_^ j[lnc_m ihfs0 Gh n_lgm i` lioncha. [^/bi] l_/

kocl_m [ g_mb nijifias qb_l_ hi^_m ^i hin ][lls nl[(]

`il inb_l hi^_m0 Fiq_p_l. hin_ nb[n g_mb nijifiac_m ^i

hin [fq[sm b[p_ [ [^/bi] ,f[]e i`- [onbilcns l_f[ncihm.

mo]b [m lioncha \[m_^ ih aimmcj0 ?h _r[gjf_ i` nbcm

nsj_ i` msmn_g qiof^ \_ jichn/ni/jichn ]iggohc][ncih

ch @lc[l X39Y0 Dil joljim_m i` jlcp[]s. ^cl_]n chn_l[]ncih

\sj[mm_m jimmc\fs ]igjligcm_^ hi^_m. \on hin h_nqile

[^p_lm[lc_m0 ?m `il ]ih&^_hnc[fcns. ]iggohc][ncihm ][h

\_ _h]lsjn_^ \_nq__h nb_ nqi hi^_m. [h^ ][h \_ _r/

n_h^_^ ni alioj ]iggohc][ncih omcha alioj e_s [al__/

g_hn jlini]ifm X249Y0

5'5( 3I?@L )LLDLM 4MC@K 3I?@L0 N3N ^_mcahm b[p_

hi ]_hnl[f [onbilcns0 Rhfce_ [^/bi] chn_l[]ncih. hi^_m

jlipc^_ m_lpc]_m [h^ l_miol]_m ni inb_l hi^_m. mo]b [m

lioncha g_mm[a_m il mnilcha \fi]em i` ^[n[0 Li^_m b[p_

_ko[f [onbilcns [h^ mi _[]b hi^_ g[s _ko[ffs ]igj_f

[hs inb_l hi^_. [fnbioab m_lpc]_m [h^ l_miol]_m [l_ omo/

[ffs jlipc^_^ []]il^cha ni nb_cl ][j[]cns0 Gh inb_l qil^m.

N3N msmn_gm m_f`/ila[hct_ [h^ [ff hi^_m [l_ l_mjihmc\f_

`il ][llscha ion ij_l[ncihm `il [ff inb_l hi^_m. l[nb_l

nb[h b[pcha [hs jl_/]ih&aol_^ mj_]c[f jimcncih i` [o/

nbilcns0 Pch]_ hi^_m [l_ hin gincp[n_^ \s [onbilcns ni

b_fj _[]b inb_l. g_]b[hcmgm mbiof^ chmn_[^ \_ ch jf[]_

ni jlipc^_ Zch]_hncp_m+ `il ]iff[\il[ncp_ \_b[pciol0

Qb_l_ [l_ ]f_[l [^p[hn[a_m `il nb_ m_]olcns [h^

jlcp[]s jlij_lnc_m ch N3N msmn_gm0 Gh`ilg[ncih [\ion

j__lm cm hin ]_hnl[fct_^ [h^ chn_l[]ncih nsjc][ffs l_g[chm

fi][f ni [ `_q hi^_m. mi cn cm ^c(]ofn `il [h [^p_lm[ls

ni i\n[ch [ afi\[f pc_q i` nb_ msmn_g0 V_n. l_fscha ih

j__lm `il `oh]ncih[fcns jim_m [h [^^cncih[f nbl_[n ni jlc/

p[]s. mch]_ l_ko_mnm g[s \_ m_lp_^ \s [^p_lm[lc[f hi^_m0

Qb_m_ hi^_m ][h j[mmcp_fs ]iff_]n ch`ilg[ncih ih inb_l

hi^_m il nb_s g[s []ncp_fs ^cmlojn nb_ chn_alcns i` ij/

_l[ncihm \s `ilacha g_mm[a_m il l_jf[s [nn[]em nb[n [l_

b[l^ ni ^_n_]n0 Dolnb_lgil_. mch]_ N3N msmn_gm [l_ omo/

[ffs ij_h. qcnbion [hs [^gcmmcihm ]ihnlif. [^p_lm[lc_m

g[s joljim_fs chd_]n [ f[la_ hog\_l i` Ps\cf hi^_m. ni

ch]l_[m_ nb_cl ]b[h]_m i` [ mo]]_mm`of [nn[]e X6:Y0 N3N

msmn_gm [l_ hin [ mcfp_l \off_n `il ^_]_hnl[fct[ncih; nb_l_

cm hi ]f_[l [h^ ^_&hcn_ mifoncih ni Ps\cf [nn[]em ch N3N

h_nqilem. [fnbioab mo]b [h [nn[]e ][h \_ gcnca[n_^ om/

cha l_jon[ncih X54Y il nlomn X94Y0

8I>D<F%=<L@?( 3I?@L )LLDLM -KD@H?L0 Qb_m_ ^_mcahm

n[e_ [^p[hn[a_ i` jl_/_rcmncha ^_]_hnl[fct_^ l_f[ncih/

mbcjm. mo]b [m !`lc_h^mbcj"0 Gh n_lgm i` [jjfc][\cfcns

i` m_]olcns g_]b[hcmgm nbcm [jjli[]b g[chn[chm gimn

[^p[hn[a_m i` [ N3N msmn_g0 Gn cm f_mm pofh_l[\f_ ni

Ps\cf [nn[]em [m [^p_lm[lc[f hi^_m ][h \_ _r]fo^_^ `lig

j[lnc]cj[ncha ch nb_ h_nqile il g[s \_ _[mc_l ni ^_/

n_]n X58Y. [m cn cm b[l^_l ni ch&fnl[n_ [ mi]c[f h_nqile
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nb[h [ h_nqile0 Qb_ ^iqhmc^_ cm nb[n. qcnbion ]ip_l

nl[(]. [ afi\[f j[mmcp_ [^p_lm[ls ][h ^cm]ip_l nb_ oh/

^_lfscha mi]c[f al[jb \s gihcnilcha h_nqile ]iggo/

hc][ncihm [h^ pcif[n_ jlcp[]s jlij_lnc_m mo]b [m ohi\/

m_lp[\cfcns [h^ ohfche[\cfcns0 Qbcm ch nolh g[s f_[^ ni

om_l ^_[hihsgct[ncih X225Y. [h^ n_]bhcko_m mo]b [m j_l/

nol\[ncih i` nb_ oh^_lfscha al[jb g[s hin \_ li\omn

_hioab ni jl_p_hn nbcm X218Y0

? hog\_l i` msmn_gm cgjf_g_hn mi]c[f/\[m_^ ]ig/

gohc][ncih ni l_mcmn Ps\cf [nn[]em0 Dil chmn[h]_ Bl[] X55Y

[h^ Ncm]_m X219Y om_ mi]c[f/h_nqilem ni mojjiln lioncha

i` g_mm[a_m0 U/Sch_ X216Y cm [ g_]b[hcmg nb[n. [jjfc_^

ni ^cmnlc\on_^ b[mb n[\f_m. b_fjm l_mcmncha ^_hc[f i` m_l/

pc]_ pc[ Ps\cf [nn[]em [n nb_ ]imn i` bcab_l f[n_h]s0 Qlc/

\f_l X235Y om_m mi]c[f/\[m_^ nlomn l_f[ncihm ni cgjlip_

j_l`ilg[h]_ nb[n _rjficnm mcgcf[lcns ni cgjlip_ j_l`il/

g[h]_. ]ihn_hn ^cm]ip_ls. [h^ ^iqhfi[^cha ch &f_ mb[l/

cha< il L[mcl _n [f0+m mi]c[ffs/[q[l_ BFQ X227Y. qbc]b

l_^o]_ f[n_h]s [h^ cgjlip_ nb_ l_fc[\cfcns i` nb_ ]ig/

gohc][ncih0

-@?@K<M@?( 5KIOD?@KL )LLDLM :L@KL0 Gh `_^_l[n_^ ^_/

mcahm. om_lm [l_ [mmi]c[n_^ ni TVSZMHIV hi^_m. qbc]b nb_s

nlomn [h^ nb[n []n [m [onbilcnc_m0 C[]b jlipc^_l cm l_/

mjihmc\f_ ihfs `il cnm iqh om_lm \on ]iff[\il[n_m qcnb

inb_l jlipc^_lm ch il^_l ni jlipc^_ [ m_lpc]_0 Li mchaf_

jlipc^_l b[m [onbilcns ip_l inb_l jlipc^_lm. [h^ nbom

nb_l_ cm [ !`_^_l[ncih" i` jlipc^_lm0 D_^_l[n_^ [onbil/

cnc_m nsjc][ffs om_ om_l/ch^_j_h^_hn ch`l[mnlo]nol_ [h^

[]n [m [ moj_l/hi^_ ch n_lgm i` lioncha0 Qbcm ]ig\ch[/

ncih i` ^_mcah ]bic]_m f_[^m nsjc][ffs ni bcab [p[cf[\cfcns

[m fiha [m nb_ jlipc^_l cm []]_mmc\f_ [h^ hin ]igjli/

gcm_^. \on nb_ jlipc^_l cm [ ]_hnl[f jichn i` [nn[]e ni

pcif[n_ m_]olcns jlij_lnc_m [h^ nb_ jlipc^_l cnm_f` ][h

pcif[n_ nb_ jlcp[]s i` hi^_m0 Qb_ jlcg[ls q_[eh_mm i`

`_^_l[n_^ msmn_gm cm nb_ [mmogjncih nb[n `_^_l[n_^ m_l/

pc]_ jlipc^_lm f[la_fs []n bih_mnfs0 Pig_ n_]bhcko_m ][h

l_f[r mnliha nlomn [mmogjncihm ch nb_ jlipc^_l0 Ch^/ni/

_h^ _h]lsjncih ][h g[chn[ch ]ih&^_hnc[fcns X256Y omcha

jlipc^_lm0 Aigjon[ncih ][h \_ i\m]ol_^ omcha m_]l_n

mb[lcha X244Y il ^c%_l_hnc[f jlcp[]s/\[m_^ mifoncihm X4Y0

)>>INHM<=DFDMR( 9K<HLJ<K@H>R )LLDLML :L@KL0

Ql[hmj[l_h]s ][h \_ om_^ ni g[e_ [h [onbilcns []/

]iohn[\f_ ch il^_l ni _mn[\fcmb nlomn0 Gn jligin_m ch/

n_alcns i` ij_l[ncihm \s gihcnilcha nb_ ]ill_]n \_b[pcil

i` hi^_m. _0a0 [ nl[hmj[l_hn fia i` [ jlipc^_l+m ij_l[/

ncihm ch [ `_^_l[n_^ msmn_g [o^cn_^ \s om_lm il inb_l

jlipc^_lm []ncha ch fc_o i` nb_cl [mmi]c[n_^ om_lm0 Qb_

h[nol_ i` nbcm [o^cnil+m [onbilcns cm p_ls ^c%_l_hn `lig

nb_ [`il_g_hncih_^ jl_pciom nsj_m i` [onbilcns l_f[ncihm

[h^ ]lcnc][ffs l_fc_m ih nb_ hih/]iffomcih i` nb_ [o^c/

nil [h^ nb_ [o^cn_^ [onbilcns. _0a0. @cn]ich ]ihm_hmom

ip_l cnm \fi]e]b[ch omcha jlii`/i`/qile0 Mnb_l [fn_lh[/

ncp_m. mo]b [m A_lnc&][n_ Ql[hmj[l_h]s X:3Y. l_fs ih [

m_n i` m_lpc]_m [h^ [o^cnilm ni e__j nl[]e i` U061: ]_l/

nc&][n_m [h^ koc]efs ^_n_]n jin_hnc[ffs liao_ il b[]e_^

]_lnc&][n_ [onbilcnc_m0 Pcgcf[lfs. _f_]nlihc] _f_]ncih jli/

ni]ifm X86Y []bc_p_ li\omnh_mm nblioab jlii`m i` ]ill_]n

mbo)cha i` pin_m. _0a0. F_fcim X2Y0 V_n h[}p_ ^_mcahm i`

[o^cn fiam g[s pcif[n_ nb_ jlcp[]s i` ^_]_hnl[fct_^ hi^_m

\s f_[lhcha nii go]b ch`ilg[ncih0

Tbcf_ ^_]_hnl[fct_^ []]iohn[\cfcns ][h b[p_ ]f_[l

[^p[hn[a_m l_a[l^cha chn_alcns. nb_l_ [l_ ^c(]ofnc_m ch

g[chn[chcha jlcp[]s ch [hs ^cmnlc\on_^ fia0 Qbcm ^cm[^/

p[hn[a_ ][h h_p_lnb_f_mm \_ l_^o]_^ [m mbiqh \s W_/

li][mb X29Y. qbc]b om_m t_li/ehiqf_^a_ jlii`m ch il^_l

ni g[chn[ch ohfche[\cfcns ch [o^cncha l_f[ncihmbcjm< il

AMLGIP X212Y. nb[n mbiqm nb[n [o^cncha nb_ ]ihmcmn_h]s

i` [ h[g_/e_s \ch^cha nblioab ncg_ _h[\f_m p_lc&][ncih

i` om_l jo\fc] e_sm \s nb_ _h^ om_lm ]iff_]ncp_fs [h^ \s

inb_l jlipc^_lm. qbcf_ ]ih]_[fcha nb_ c^_hncnc_m [h^ nb_

hog\_l i` om_lm [n _[]b jlipc^_l omcha S_lc&_^ O[h^ig

Doh]ncihm0

/HLDBCML0

# 5IGIRXVEPM^EXMSR IRGSQTEWWIW E PEVKI WTEGI SJ HI*

WMKRW JVSQ HIGIRXVEPM^IH EH*LSG QIWL XS JIHIVEXIH

WYTIV*RSHI RIX[SVOW) RSX NYWX TIIV*XS*TIIV+ ?LIWI

S"IV E ZEVMIX] SJ TVMZEG] ERH W]WXIQW 'I+K+) EZEMP*

EFMPMX]) SV VIPMEFMPMX]( TVSTIVXMIW+ 5IZIPSTIV MRWXMRGXW

QE] SJXIR FI MRGSVVIGX MR XIVQW SJ XLIMV XVEHI S"+

# 5IWTMXI FIMRK WITEVEXI TEVXW SJ XLI HIWMKR) XLI RIX*

[SVO XSTSPSK] MR HIGIRXVEPM^IH W]WXIQW SJXIR QMVVSVW

XLI EYXLSVMXMIW& XVYWX VIPEXMSRWLMTW+ 8S[IZIV) E WXVMGX

QETTMRK FIX[IIR EYXLSVMX]) MRJVEWXVYGXYVI ERH RIX*

[SVOMRK XSTSPSK] MW RSX RIGIWWEV]) ERH QE] GSQI EX

XLI GSWX SJ LEVQMRK TVMZEG] SV EZEMPEFMPMX]+

# 4IRXVEPM^EXMSR MR XIVQW SJ JIHIVEXIH ERH WYTIV*RSHIW

PIEHW XS FIXXIV EZEMPEFMPMX] ERH W]WXIQ TIVJSVQERGI+

8S[IZIV) MX MRXVSHYGIW WMRKPI TSMRXW SJ JEMPYVI XLEX

MQTEGX EZEMPEFMPMX] ERH TVMZEG]+ <-< QSHIPW EVI F]

HIWMKR QSVI VIWMPMIRX XS YRWXEFPI VSYXMRK ERH GSQ*

TVSQMWIW) FYX IRXEMP LMKLIV IRKMRIIVMRK GSQTPI\MX]+

# 2PP RIX[SVOMRK XSTSPSKMIW WY"IV YRHIV RSHI GLYVR)

ERH TYVI <-< XSTSPSKMIW QYWX I"IGXMZIP] EHHVIWW XLMW

I"IGXMZIP] XS FI ETTPMGEFPI EX EPP+

# 5IGIRXVEPM^EXMSR HSIW RSX MQTP] XLI EFWIRGI SJ ER]

MRJVEWXVYGXYVI+ 8S[IZIV) XLI MRJVEWXVYGXYVI MXWIPJ

RIIHW XS FI HIGIRXVEPM^IH F] FIMRK TVSZMHIH F] E TPY*

VEPMX] SJ EYXLSVMXMIW+ >YGL MRJVEWXVYGXYVI QE] IR*

LERGI TIVJSVQERGI F] S"IVMRK WYTIV*RSHIW SV HIHM*

GEXIH LMKL*EZEMPEFMPMX] STIVEXMSRW+
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# 5I*JEGXS WYTIV RSHIW QE] IQIVKI REXYVEPP] MR HI*

GIRXVEPM^IH HIWMKRW) EW E VIWYPX SJ HM"IVIRX RSHI GE*

TEFMPMXMIW) ERH I%GMIRG] MR GIRXVEPM^MRK GIVXEMR ST*

IVEXMSRW+ 9J XLMW SGGYVW SYXWMHI XLI GSRXI\X SJ GEVIJYP

HIWMKR) XLSWI WYTIV RSHIW FIGSQI E WMRKPI TSMRX SJ

JEMPYVI) ERH QE] PIEH XS HI JEGXS VI*GIRXVEPM^EXMSR+

# :EGO SJ VIPEXMSRWLMTW SJ EYXLSVMX] MQTP] XLEX RSHIW

QYWX FI [MPPMRK XS TVSZMHI WIVZMGIW XS IEGL SXLIV SR

E HM"IVIRX FEWMW+ 5IWMKRIVW SJ HIGIRXVEPM^IH W]WXIQW

QYWX GEVIJYPP] IRKMRIIV WYGL MRGIRXMZIW) XS IRWYVI

XLEX REXYVEP 'RSR EHZIVWEVMEP( WIP#WLRIWW HSIW RSX

PIEH XS H]WJYRGXMSR+ ;SRIXEV] MRGIRXMZIW) VITYXE*

XMSR) ERH VIGMTVSGMX] GER FI XLI FEWMW SJ WYGL MRGIR*

XMZIW ! FYX S" XLI WLIPJ WYGL QIGLERMWQW EVI SJXIR

GIRXVEP TSMRXW SJ JEMPYVI+

,'+ FVS 5RcO\aOUS` ]T 8SQS\a_OZWgOaW]\

Gh nbcm m_]ncih q_ ^cm]omm [ hog\_l i` j_l]_cp_^ ch/

nlchmc] [l]bcn_]nol[f [^p[hn[a_m ni ^_]_hnl[fct_^ ^_mcahm

nb[n g[e_ nb_g [jj_[fcha ]igj[l_^ ni nb_cl ]_hnl[fct_^

]iohn_lj[lnm0

,'+'* :ZSeWPZS F_b`a @]RSZ`

?h chnlchmc] [^p[hn[a_ i` ^_]_hnl[fct_^ [l]bcn_]nol_m l_/

f[n_m ni nb_ _rcmn_h]_ i` gofncjf_ ch^_j_h^_hn [onbilc/

nc_m0 Qb_m_ ]l_[n_ [ ^cmnlc\on_^ nlomn_^ ]igjoncha \[m_

nb[n _hmol_m nb[n [ mo\m_n i` liao_ hi^_m. [n f_[mn oj

ni [ ]_ln[ch nbl_mbif^. ][hhin ]igjligcm_ nb_ ip_l[ff

m_]olcns jlij_lnc_m i` nb_ qbif_ msmn_g0

+DLMKD=NM@? 9KNLM0 B_]_hnl[fct_^ msmn_gm f_p_l[a_

gofncjf_ ch^_j_h^_hn [onbilcnc_m chni [ m_]olcns [mmogj/

ncih; `il _r[gjf_. [ff `ilgm i` nbl_mbif^ ]lsjnial[/

jbs X252Y [mmol_ nb[n c` mig_ `l[]ncih i` j[lnc]cj[hnm

[l_ bih_mn. mig_ m_]olcns jlij_lns ][h \_ ao[l[hn__^0

Qbcm jlch]cjf_ ][h [fmi \_ [jjfc_^ ni m_]ol_ gofnc/j[lns

]igjon[ncih. ^cmnlc\on_^ e_s a_h_l[ncih. jo\fc] l[h/

^igh_mm [h^ nbl_mbif^/\[m_^ ^_]lsjncih. [h^ mcahcha0

Mh_ mo]b jlcp[]s msmn_g cm S[hcmb X83Y nb[n ao[l[hn__m

^_f_ncih [`n_l [ jl_/m_n _rjcls ^[n_0 Gn cffomnl[n_m biq

[ gofnc/[onbilcns msmn_g cgjf_g_hnm jlij_lnc_m inb_l/

qcm_ cgjimmc\f_. il cgjf[omc\f_. ni qb_h cgjf_g_hn_^

\s [ mchaf_ _hncns0 Fiq_p_l. nb_ msmn_g q[m ch jl[]nc]_

^_`_[n_^ \s [ Ps\cf [nn[]e nb[n nb_ m_]olcns jlij_lnc_m

i` cnm BFQ ^c^ hin n[e_ chni []]iohn X283Y0 O_fc[h]_ ih

gofncjf_ [onbilcnc_m ni l_a[ch [ ^_al__ i` jlcp[]s b[m

[fmi \__h jlijim_^ `il ]igg_l]c[f ]fio^ mnil[a_ ch ][m_

mig_ jlipc^_lm [l_ ^cmbih_mn X257Y0

3I 3<MNK<F *@HMK<F )NMCIKDMR0 Gh mig_ m_nncham

nb_l_ _rcmnm hi ]_hnl[f [onbilcns [h^ nbom [ ^_]_hnl[f/

ct_^ [l]bcn_]nol_ cm [ h[nol[f ]bic]_0 Qbcm m_nncha b[m

\__h nl[^cncih[ffs mno^c_^ ch nb_ ]ihn_rnm i` ^_]_hnl[f/

ct_^ []]_mm ]ihnlif. [m ch Q?MP X282Y [h^ PBPG X75Y. [h^

Znlomn g[h[a_g_hn+. mo]b [m I_shin_ X36Y0 Gh mo]b msm/

n_gm [ m_n i` ^cmnlc\on_^ jlch]cj[fm g[e_ ]f[cgm [\ion

om_lm [h^ _[]b inb_l. [h^ nbim_ ]f[cgm h__^ ni \_ [mm_g/

\f_^ [h^ om_^ ni l_mifp_ []]_mm ]ihnlif ^_]cmcihm0 @[o_l

_n [f0 X26Y mbiq nb[n nb_ n[me i` l_mifpcha []]_mm ]ihnlif

^_]cmcihm ch [ ^_]_hnl[fct_^ m_nncha cm `[mn_l nb[h ^icha

mi ]_hnl[ffs0

1@O@K<BDHB ,QDLMDHB 9KNLM 3@MPIKEL0 Gh mig_ ][m_m

[ ^_]_hnl[fct_^ ch`l[mnlo]nol_ _g\_^m il _rjl_mm_m [ jl_/

_rcmncha m_n i` nlomn l_f[ncihmbcjm nb[n [ msmn_g g[s

l_om_ ni mojjiln m_]olcns jlij_lnc_m0 Psmn_gm g[s om_

nb_ oh^_lfscha mi]c[f nlomn mnlo]nol_ ni \ocf^ ip_lf[s

jlcp[]s/`lc_h^fs mi]c[f h_nqile m_lpc]_m. [m molp_s_^ \s

N[of _n [f0 X231Y0 ?m [h _r[gjf_. nb_ Dlc_hn_alcns msm/

n_g X79Y jlipc^_m [ mi]c[f h_nqile jf[n`ilg omcha oh/

nlomn_^ jlipc^_lm m__cha ihfs _h]lsjn_^ ^[n[. qb_l_

om_lm ][h _r]b[ha_ ch`ilg[ncih qcnb Z`lc_h^m+ jlin_]n_^

\s ]lsjnial[jbc] []]_mm ]ihnlif0 Qbcm om_ i` _h]lsj/

ncih ni ^_`_h^ [a[chmn nb_ jlipc^_lm nb_gm_fp_m cm hin

nb_ ][m_ `il msmn_gm fce_ Bc[mjil[ X2:Y. [h ij_h/miol]_

jlid_]n nb[n n[e_m [ ^c%_l_hn [jjli[]b; om_lm ]ihh_]n ni

[ jlipc^_l nb_s nlomn # nb[n a[chm `off pcmc\cfcns i` nb_cl

[]ncpcns # [h^ ^_f_a[n_ nb_ []]_mm ]ihnlif ih nb_ ]ihn_hn

nb_s mb[l_ qcnb nb_cl mi]c[f ]cl]f_m ni nb[n jlipc^_l0

,'+'+ 8W`a_WPbaSR 5ZZ]QOaW]\ ]T DS`]b_QS` 5``W`a` dWaV

9O`S ]T 8S^Z]f[S\a

? ]_hnl[f jl_gcm_ i` N3N h_nqilem cm nb[n hi^_m ]ih/

nlc\on_ mj[l_ l_miol]_m. [h^ ^icha [q[s qcnb [ ]_hnl[f

[onbilcns nb[n cm `il]_^ ni \_[l nb_ `off ]imnm ,mo]b [m

Eiiaf_+m m_lp_l ]imnm-0 Qbcm l_^o]_m ]imnm [h^ b_fjm _[m_

^_jfisg_hn \s mjl_[^cha nb_m_ ^_g[h^m [gihamn gofnc/

jf_ j[lnc_m0 Aimnm [l_ fiq_l_^ [m mj[l_ ][j[]cns ch nb_ _r/

cmncha ch`l[mnlo]nol_ cm om_^. _0a0. oh^_loncfct_^ l_miol]_m

acp_h \s om_lm mo]b [m nb_ _[lfs PCQG!big_ jlid_]n X8Y

[h^ nb_ om_ i` om_lm+ mnil[a_ ch Dl__h_n X52Y0

Gh n_lgm i` [p[cf[\cfcns. ^_]_hnl[fct_^ [l]bcn_]nol_m

_rbc\cn `_q_l ]ill_f[n_^ `[cfol_m \s pclno_ i` \_cha ^cm/

nlc\on_^0 ?m [h _r[gjf_ nb_ A[]b_n msmn_g X228Y om_m

[ jiif i` ohnlomn_^ j__lm [m [ mnil[a_ \[]e _h^ i` [

^_]_hnl[fct_^ Mhfch_ Pi]c[f L_nqile0
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,'+', DS`WZWS\QS 5UOW\`a :]_[WROPZS 5RcS_`O_WS`

1I><MDIH +DO@KLDMR0 B_]_hnl[fct[ncih jlipc^_m jlij_l/

nc_m nb[n [l_ chb_l_hnfs ^c(]ofn ni ]_hnl[fct_. mo]b [m nb_

h_nqile fi][ncih ^cp_lmcns h__^_^ `il Qil \lc^a_m X67Y ni

\sj[mm ]_hmilmbcj \inb ih nb_ h_nqile [h^ f_a[f f_p_fm0

? hog\_l i` ^_mcahm n[e_ [^p[hn[a_ i` nbcm. fce_ No\/

fcom X274Y. ch il^_l ni l_mcmn ]_hmilmbcj. [fnbioab ]_h/

milmbcj l_mcmn[h]_ cnm_f` cm [ m_j[l[n_ &_f^ qcnb g[hs

]_hnl[fct_^. [m q_ff [m ^_]_hnl[fct_^. mifoncihm0

8NKODO<=DFDMR0 B_]_hnl[fct_^ [l]bcn_]nol_m ][h \_ ^_/

mcah_^ ni molpcp_ GEXEWXVSTLMG [nn_gjnm ni n[e_ nb_g

^iqh il ch'c]n ]lcjjfcha ^[g[a_. ch [ q[s nb[n ]_hnl[f/

ct_^ msmn_gm ][hhin l_mcmn X287Y0 Qbcm jlij_lns b[m \__h

om_^ ni \ocf^ bcabfs li\omn \inh_nm omcha [ j__l/ni/j__l

[l]bcn_]nol_ X245Y0 ?fnbioab nb_m_ \in/h_nm [l_ ^_]_h/

nl[fct_^ ih nb_ n_]bhc][f f_p_f. nb_s i` ]iolm_ g[chn[ch

]_hnl[f \on ]ip_ln ]igg[h^ [h^ ]ihnlif ,A*A-0 Qbim_

\inh_nm b[p_ ^_gihmnl[\fs \__h b[l^_l ni n[e_ ^iqh

omcha ]ihp_hncih[f n_]bhcko_m. \on [l_ [fmi pofh_l[\f_

ni h_q nbl_[nm nb[n l_mofn `lig nb_cl ^_]_hnl[fct[ncih.

mo]b [m jicmihcha [h^ _hog_l[ncih i` hi^_m0 ? `olnb_l

^cm]ommcih i` qc^_l ZB[leh_n+ molpcp[\cfcns cm jlipc^_^

\s Wbio _n [f0 X:8Y0

8@J<K<MDIH IA +@O@FIJG@HM AKIG 4J@K<MDIHL0 B_/

]_hnl[fct_^ [l]bcn_]nol_m ]f_[lfs m_j[l[n_ nb_ [onbilcnc_m

nb[n jlipc^_ jo\fc] ]i^_ # [h^ nb[n b[p_ hi []]_mm ni ij/

_l[ncih[f ^[n[ [h^ m_]l_nm # [h^ nbim_ nb[n loh nb_ ]i^_0

Rm_lm [h^ hi^_m. ^_jfischa mi`nq[l_. ][h [o^cn [hs mo]b

ij_h miol]_ ]i^_ `il chn_alcns. [h^ ]bim_ qb_nb_l ni ^_/

jfis cn0 Qb_ ]il_ ^_p_fijg_hn n_[g g[chn[chm nb_ ]i^_.

nb[n cm jo\fc]fs pcmc\f_ [h^ [o^cn[\f_. \on ojal[^cha cm

oj ni ch^_j_h^_hn l_f[s ij_l[nilm0 Qbcm gi^_f cm `if/

fiq_^ \s \inb Qil [h^ @cn]ich0 ?m [ l_mofn. [nn_gjnm ni

]i_l]_ nb_ Qil ^_p_fijg_hn n_[g ][h ihfs b[p_ [h ch/

^cl_]n [h^ jimmc\fs bcabfs pcmc\f_ _%_]n # l_h^_lcha mo]b

[nn_gjnm f_mm _%_]ncp_0 Pcgcf[lfs ch Cnb_l_og. nb_ _r/

jficn[ncih i` [ pofh_l[\cfcns ch nb_ B?M mg[ln/]ihnl[]n.

f_^ ni nb_ ]il_ ^_p_fij_lm jlijimcha [ !b[l^ `ile". [h^

nbcm `ile q[m pifohn[lcfs [^ijn_^ \s nb_ g[dilcns i` nb_

Cnb_l_og gchcha hi^_ ij_l[nilm0

5N=FD>FR ;@KD!<=F@ /HM@BKDMR& Bo_ ni nb_ [p[cf[\cfcns

i` gofncjf_ ch^_j_h^_hn [onbilcnc_m. ^_]_hnl[fct_^ msm/

n_gm ][h cgjf_g_hn []]iohn[\cfcns g_]b[hcmgm ni jo\/

fc]fs p_lc`s chn_alcns0 ?^p_lm[lc_m [l_ ^cmch]_hncpcm_^ ni

]igjligcm_ hi^_m. \s _hmolcha [nn[]em b[p_ [h i\m_lp/

[\f_ _%_]n mi nb[n ]b_[ncha ][h c^_[ffs \_ ^cm]ip_l_^

\_`il_ cn b[m [ h_a[ncp_ _%_]n0 S_lc&[\f_ fiam ][h \_

om_^ ni b_fj _h[\f_ jlcp[]s [m _hmolcha nb[n []ncihm [l_

nl[hmj[l_hn _h[\f_m om_lm ni ehiq qb[n b[jj_h_^ qcnb

nb_cl ^[n[. [m qb_h Noffm _n [f0 X236Y om_ ^_]_hnl[fct[ncih

ni mojjiln nl[hmj[l_hn [o^cnm i` j_lmih[f ^[n[ []]_mm_m0

?o^cn[\cfcns cm [fmi [ e_s `_[nol_ i` m_]ol_ _f_]nlihc]

_f_]ncih msmn_gm mo]b [m nb_ F_fcim msmn_g X2Y0 Po]b msm/

n_gm l_fs ih nb_ _rcmn_h]_ i` gofncjf_ [onbilcnc_m ch [

hog\_l i` q[sm ch _/pincha; nbl_mbif^ ]lsjnial[jbs cm

om_^ `il j[l[g_n_l [h^ \[ffin a_h_l[ncih. qcnb jlcp[]s

_h`il]_^ pc[ nbl_mbif^ ^_]lsjncih0

/HLDBCML0

# =IEP*[SVPH VIPEXMSRWLMTW SJ XVYWX ERH EYXLSVMX] EVI

TIVWSREP) GSQTPI\ ERH PSGEPM^IH) ERH VEVIP] LMIVEV*

GLMGEP SV EPP*SV*RSXLMRK+ 5IGIRXVEPM^IH W]WXIQW S"IV

$I\MFPI XVYWX QSHIPW XLEX GER PIZIVEKI XLSWI VIPEXMSR*

WLMTW XS WYTTSVX WIGYVMX] ERH TVMZEG] TVSTIVXMIW+

# ALIR MX GSQIW XS LMKL*EZEMPEFMPMX] ERH WYVZMZEFMP*

MX] EKEMRWX TS[IVJYP EHZIVWEVMIW ! TEVXMGYPEVP] [MXL

PIKEP EYXLSVMX] ! HIGIRXVEPM^IH HIWMKRW EVI RSX NYWX

FIWX) FYX WSQIXMQIW XLI SRP] EZEMPEFPI STXMSR+ 5I*

WMKRW XLEX EPPS[ STIVEXMSRW XS GSRXMRYI HIWTMXI WSQI

EYXLSVMXMIW FIMRK EHZIVWEVMEP SV RSX EZEMPEFPI) EVI

RIGIWWEV] XS WYTTSVX XLIWI TVSTIVXMIW+

# 5IGIRXVEPM^EXMSR&W JYRHEQIRXEP EHZERXEKI MR XIVQW

SJ WIGYVMX] WXIQW JVSQ ER EXXEGOIV LEZMRK XS GSQTVS*

QMWI E WIX SJ MRHITIRHIRX EYXLSVMXMIW MR SVHIV XS HMW*

VYTX SV [IEOIR XLI WIGYVMX] TVSTIVXMIW SJ E W]WXIQ+

5IGIRXVEPM^IH W]WXIQW XLEX HS RSX S"IV XLMW TVSTIVX]

QE] FI QSVI JVEKMPI XLER GIRXVEPM^IH IUYMZEPIRXW+

# 5IGIRXVEPM^IH HIWMKRW HIGSYTPI HIZIPSTQIRX JVSQ

STIVEXMSRW ERH LEZI E QYPXMWXEOILSPHIV KSZIVRERGI

QSHIP) [LIVI RSHI STIVEXSVW MR$YIRGI XLI IRXMVI

W]WXIQ FEWIH SR XLI WSJX[EVI GSR#KYVEXMSR XLI]

GLSSWI XS HITPS]+

# 5IGIRXVEPM^IH W]WXIQW GER PIZIVEKI TYFPMG EGGSYRX*

EFMPMX] XS HIXIGX ERH I\GPYHI GSQTVSQMWIH SV QMWFI*

LEZMRK EYXLSVMXMIW+ >YGL EGGSYRXEFMPMX] EVGLMXIGXYVIW

QE] FI YWIH MRWXIEH SJ QSVI GSQTPI\ SV I\TIRWMZI

TVIZIRXMSR XIGLRMUYIW) FYX RIIH XS IRWYVI XLEX EY*

HMXMRK [MPP FI I"IGXMZI ERH IZIRXYEPP] EGXIH YTSR+

# :IZIVEKMRK WTEVI VIWSYVGIW SJ RSHIW EPPS[W HIGIR*

XVEPM^IH W]WXIQ XS WGEPI) ERH IEWI HITPS]QIRX+ 8S[*

IZIV) XLMW F] MXWIPJ STIRW XLI HSSV XS LMKL*GLYVR ERH

GERRSX FI E WYFWXMXYXI JSV VSFYWX MRGIRXMZIW XS TEV*

XMGMTEXI EW XLI W]WXIQ WGEPIW SV RSHIW EVI EWOIH XS

XEOI SR VIEP GSWXW+
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,', <]d 8]S` 8SQS\a_OZWgOaW]\ Eb^^]_a
C_WcOQf4

Gh nbcm m_]ncih q_ molp_s nb_ jlcp[]s jlij_lnc_m i\n[ch_^

nblioab g_]b[hcmgm nb[n [l_ chb_l_hn ni ^_]_hnl[fct_^

[l]bcn_]nol_m0 T_ fcgcn iolm_fp_m ni nb_ [h[fsmcm i` n_]b/

hc][f jlij_lnc_m nb[n g[s \_ i\n[ch_^ ch ^_]_hnl[fct_^

msmn_gm0 T_ []ehiqf_^a_ nb[n ^_]_hnl[fct_^ msmn_gm

g[s i%_l \inb al_[n_l om_l jlcp[]s [h^ [onihigiom

]ihnlif i` nb_ ch`l[mnlo]nol_0 ?m mo]b nb_s [l_ [ jimmc\f_

n_]bhifiac][f mifoncih ni nb_ f_a[ffs/\ch^cha. \on i`n_h

n_]bhifiac][ffs oh_h`il]_^. ^_g[h^m `lig ^[n[ jlin_]/

ncih f[qm X78. 247Y. nb[n i`n_h [l_ [^^l_mm_^ chpifpcha [

]_hnl[f [onbilcns. nb_ ^[n[ ]ihnliff_l X65Y0 Fiq ^_]_h/

nl[fct_^ msmn_gm l_f[n_ ni nb_ f[q [h^ \omch_mm gi^_fm

cm ion i` nb_ m]ij_ i` nbcm j[j_l0

*IH!?@HMD<FDMR AKIG 9CDK? 5<KMD@L0 Pig_ ^_mcahm

_gjfis [ ^_]_hnl[fct_^ [l]bcn_]nol_ ih nb_ alioh^m nb[n

nb_ f[]e i` ]_hnl[fct_^ ]igjih_hnm. qbc]b b[p_ `off []/

]_mm ni om_l ^[n[ [h^ ][h molp_cf nb_cl []ncihm. qiof^ \_

\_h_&]c[f ni ]ih&^_hnc[fcns [h^ ohi\m_lp[\cfcns0 Po]b

msmn_gm g[s om_ nbl_mbif^ _h]lsjncih X252Y ch il^_l

ni nl[^_ i% ch`ilg[ncih ]ih&^_hnc[fcns [h^ ch`ilg[ncih

[p[cf[\cfcns. mo]b [m nb_ N?PGP X287Y [l]bcn_]nol_0 Qbcm

m]b_g_ mjfcnm nb_ ^[n[ ch " !mb[l_m" [h^ ^cmnlc\on_m cn

[giha j__lm ch mo]b [ q[s nb[n l_]ip_lcha ! mb[l_m

[ffiqm ih_ ni l_]ip_l nb_ ^[n[. \on b[pcha f_mm jc_]_m

jlipc^_m hi ch`ilg[ncih0 Pcgcf[l mifoncihm [l_ jlipc^_^

\s NMQPF?OBP X259Y il Nfonom X98Y0

*IH!?@HMD<FDMR AKIG 5@@KL0 Gh N3N [l]bcn_]nol_m.

hi^_m gomn chn_l[]n qcnb inb_l hi^_m. \on nb_s q[hn

nb_cl ]iggohc][ncihm il []ncihm ni l_g[ch ]ih&^_hnc[f0

Dil _r[gjf_. hi^_m h__^ ni j_l`ilg [ dichn ]igjon[/

ncih. \on ^i hin nlomn _[]b inb_l hil [ nbcl^ j[lns qcnb

nb_cl ^[n[0 Gh nbcm ][m_. ^_]_hnl[fct[ncih _h[\f_m nb_g ni

_r]b[ha_ _h]lsjn_^ ^[n[ [h^ i\n[ch nb_ mioabn [`n_l l_/

mofn qcnbion l_fscha ih [hs j[lnc]of[l _hncns ni jl_m_lp_

nb_cl jlcp[]s0 Qb_ N5N `l[g_qile X71Y cm mo]b [ msmn_g.

ch qbc]b `olnb_l t_li/ehiqf_^a_ jlii`m [l_ chn_al[n_^ ni

jlin_]n ]igjon[ncihm [a[chmn g[fc]ciom om_lm0 Kil_ l_/

]_hn. \fi]e]b[ch/\[]e_^ msmn_gm. mo]b [m Chcag[ X29:Y

l_fs gil_ b_[pcfs ih nl[hmj[l_h]s ni []bc_p_ nbcm ai[f0

Gh n_lgm i` g_mm[a_/j[mmcha. msmn_gm nb[n j[mm _h^/

ni/_h^ _h]lsjn_^ g_mm[a_m []limm ohnlomn_^ `_^_l[n_^

m_lp_lm []bc_p_ j__l ]ih&^_hnc[fcns0

)HIHRGDMR& Bo_ ni nb_ ^cmnlc\oncih i` l_miol]_m ch

^_]_hnl[fct_^ h_nqilem. cn cm _rj_hmcp_ `il ih_ _hncns

ni i\m_lp_ [ff []ncihm ch nb_ h_nqile [h^ nl[]e [ff []/

ncpcnc_m `lig [ om_l0 K[hs X81. 89. 211. 216. 224Y.

f_p_l[a_ nbcm [jjli[]b ni jlipc^_ [hihsgiom ]ig/

gohc][ncih. [fnbioab nb_ jl_]cm_ jlij_lnc_m jlipc^_^

ch n_lgm i` [hihsgcns ^c%_l0 Pig_ ^_]_hnl[fct_^ msm/

n_gm `[cf ni jlipc^_ `off [hihsgcns \on chmn_[^ jli/

pc^_ jm_o^ihsgcns qbc]b cm q_[e_l X232Y. _0a0 cn [f/

fiqm gofncjf_ [hihsgiom []ncihm ni \_ fche_^. jlipc^cha

q_[e_l jlcp[]s. \on _h[\fcha `oh]ncih[fcns mo]b [m ^_/

n_]ncha l_nolhcha om_lm [h^ l_^o]cha nb_ ]igjf_rcns i`

nb_ msmn_g0 Dil _r[gjf_. ch @cn]ich _p_ls nl[hm[]ncih cm

fche_^ ni [ jm_o^ihsg [h^ mnil_^ ch nb_ \fi]e]b[ch0

Qbcm [ffiqm ni nl[]_ gih_s 'iqm [h^ [pic^ ^io\f_/

mj_h^cha< \on ih nb_ ^iqhmc^_ c` [ jm_o^ihsg cm _p_l

^_[hihsgct_^ ,_0a0 X32Y-. [ff []ncihm `lig nb_ j_lmih

qiof^ \_ l_p_[f_^0 ? hog\_l i` ^_]_hnl[fct_^ msmn_gm.

l[hacha `lig gcr/h_nm X47. 56Y. ni BA/h_nm X48Y. ni

Qil X68Y. jlipc^_ mig_ ^_al__ i` [hihsgcns0

+@HD<=DFDMR0 B_hc[\cfcns _h[\f_m [ mo\d_]n ni m[`_fs [h^

\_fc_p[\fs ^_hs b[pcha ilcach[n_^ [h []ncih. mi [m ni

mbc_f^ b_l `lig l_mjihmc\cfcns [mmi]c[n_^ ni j_l`ilgcha

mo]b []ncih0 Qb_ `[]n nb[n []ncihm ][hhin \_ fche_^ \[]e

ni [ om_l ,c0_0 !ohfche[\cfcns" X232Y-. _kocjm om_lm qcnb

`l__^ig ni j_l`ilg []ncihm qcnbion `_[l i` l_n[fc[ncih0

Dil chmn[h]_. ch Dl__h_n X52Y l_ko_mnm [l_ b[l^ ni fche ni

nb_cl ilcach[nil. nbom om_lm ][h `l__fs m_[l]b `il ch`il/

g[ncih qcnbion l_p_[fcha nb_cl jl_`_l_h]_m0

Nf[omc\f_ ^_hc[\cfcns cm ]lo]c[f ch `[]cfcn[ncha [hihs/

giom [h^ ]_hmilmbcj/l_mcmn[hn jo\fcmbcha. [h^ g[s \_

cgjf_g_hn_^ omcha ]lsjnial[jbc] n_]bhcko_m [ffiqcha i`

Zl_jo^c[ncih+0 Qbcm q[m nb_ gincp[ncih \_bch^ nb_ ilca/

ch[f Cn_lhcns m_lpc]_ X9Y [h^ q_ff/ehiqh ^_mcahm mo]b [m

No\fcom X274Yil Q[haf_l X273Y0

*IO@KMH@LL0 Pig_ msmn_gm jlin_]n _p_h nb_ []n i`

j[lnc]cj[ncih i` hi^_m ch nb_ ^_]_hnl[fct_^ h_nqile

`lig ionmc^_ i\m_lp_lm ,!ohi\m_lp[\cfcns"X232Y c` nb_

cn_gm i` chn_l_mn cm nb_ _rcmn_h]_ i` om_lm-0 Gh [^^c/

ncih ni gil_ q_ff/ehiqh qile fce_ Qil jfoaa[\f_ nl[hm/

jilnm X233Y. nb_ K_g\_lmbcj Aih]_[fcha Mp_lf[s L_n/

qile ,KAML- X268Y f_p_l[a_m nbcm ni jlipc^_ mnliha

`ilgm i` ]ip_lnh_mm0 ?ff hi^_m ch KAML ihfs b[p_ fchem

qcnb nlomn_^ `lc_h^m. [h^ [ ]igjf_r ip_lf[s h_nqile cm

dichnfs ]l_[n_^ nb[n [ffiqm [ff hi^_m ni ]iggohc][n_ ch/

^cl_]nfs qcnb [ff hi^_m0 ?m [hs hi^_ ihfs ]ihh_]nm ni

inb_l fi][ffs nlomn_^ j__lm. nb_ msmn_g ^_`_h^m [a[chmn

[nn_gjnm ni _hog_l[n_ [ff om_lm \s g[fc]ciom hi^_m0

/HLDBCML0

# ?LI OI] FIX SJ HIGIRXVEPM^IH W]WXIQW MR XIVQW SJ TVM*

ZEG] MW XLEX E PSGEP EHZIVWEV] QE] RSX SFWIVZI EPP

GSQQYRMGEXMSRW) HEXE) SV EGXMSRW+ 8S[IZIV) KPSFEP

EHZIVWEVMIW EVI MRGVIEWMRKP] VIEPMWXMG+ ?LYW HIGIR*
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XVEPM^IH W]WXIQW XLEX VIP] WSPIP] SR HMWTIVWMSR SJ MR*

JSVQEXMSR XS TVSZMHI GSR#HIRXMEPMX] EVI JVEKMPI+

# 5IGIRXVEPM^EXMSR GER LEVQ TVMZEG]/ 5MWXVMFYXMRK

XVYWX ERH VIWSYVGI GSRXVMFYXMSR XS QYPXMTPI EYXLSV*

MXMIW QE] TVSZMHI EHZIVWEVMEP RSHIW [MXL I\XIRHIH

ZMWMFMPMX] SJ YWIV HEXE ERH RIX[SVO XVE%G+ ?LYW)

REMZI HIGIRXVEPM^EXMSR HIWMKRW QE] MR JEGX GVIEXI

QSVI) RSX JI[IV) EXXEGO TSMRXW XS FVIEGL TVMZEG]+

# 5IGIRXVEPM^EXMSR EPSRI GERRSX FEPERGI XLI RIIHW JSV

TVMZEG]) MRXIKVMX] ERH EZEMPEFMPMX]+ 9X MW SRP] GSQ*

FMRIH [MXL XLI YWI SJ EHZERGIH GV]TXSKVETL] XLEX

HIGIRXVEPM^IH EVGLMXIGXYVIW SFXEMR XLSWI TVSTIVXMIW+

9R TEVXMGYPEV) XLI VIPMERGI SR SXLIVW XS TIVJSVQ EG*

XMSRW) QE] REXYVEPP] I\TSWI TIVWSREP MRJSVQEXMSR XS

SXLIV RSHIW [MXLSYX XLI YWI SJ GV]TXSKVETL]+ 8S[*

IZIV) REMZI IRGV]TXMSR EPSRI QE] RSX FI WY%GMIRX

XS WYTTSVX XLI MRXIKVMX] SJ STIVEXMSRW XLEX EVI QSVI

GSQTPI\ XLER IRH*XS*IRH QIWWEKMRK+

# 5IGIRXVEPM^IH RIX[SVOW GER TVSZMHI TVMZEG] TVSTIV*

XMIW PMOI ERSR]QMX] ERH IZIR GSZIVXRIWW+ BIX) QSWX

VIEP*[SVPH HIGIRXVEPM^IH W]WXIQW HS RSX YWI XLI EH*

ZERGIH GV]TXSKVETL] ERH XVE%G EREP]WMW VIWMWXERGI

RIGIWWEV] JSV XLEX TYVTSWI EW MX MRGVIEWIW HIWMKR)

MQTPIQIRXEXMSR) STIVEXMSRW ERH GSSVHMREXMSR GSWXW+

,'- FVS 8W`ORcO\aOUS` ]T
8SQS\a_OZWgOaW]\

P[^fs. nb_l_ cm hi `l__ foh]b ch ^_]_hnl[fct[ncih0 Tbcf_

^_]_hnl[fctcha b[m g[hs [^p[hn[a_m. nb_l_ cm hi ao[l[h/

n__ nb[n nb_ jlij_lnc_m [h^ `_[nol_m i` ]_hnl[fct_^ msm/

n_gm [l_ g[chn[ch_^ ch nb_ jli]_mm0 Qbcm m_]ncih mog/

g[lct_m jli\f_gm _g_lacha qb_h ^_]_hnl[fctcha ^_mcahm0

? `olnb_l ]lcncko_ i` ^_]_hnl[fct_^ msmn_gm. `i]omcha ih

j_lmih[f ^[n[. cm jlipc^_^ \s L[l[s[h[h X226Y0

,'-'* =\Q_SO`SR 5aaOQY Eb_TOQS

B_]_hnl[fctcha msmn_gm []limm ^c%_l_hn hi^_m chb_l_hnfs

[oag_hnm nb_ hog\_l i` jichnm ,[nn[]e p_]nilm- nb[n [h

[^p_lm[ls ]iof^ om_ ni f[oh]b [h [nn[]e il ni i\m_lp_

nb_ om_lm+ nl[(]0

/HM@KH<F )?O@KL<KD@L0 Gh ]_hnl[fct_^ msmn_gm. msm/

n_g ]igjih_hnm ][h \_ gihcnil_^ [h^ _p[fo[n_^ \s [

nlomn_^ _hncns ni ^_n_]n g[fc]ciom chmc^_lm0 Gh [ ^_]_h/

nl[fct_^ msmn_g cn cm _[mc_l ni chm_ln [ g[fc]ciom hi^_

oh^_n_]n_^0 ? hog\_l i` mo]b [nn[]em b[p_ \__h ^i]/

og_hn_^ [a[chmn ^_]_hnl[fct_^ msmn_gm; nb_ jl_^_]_m/

mil [nn[]e X285. 286Y oh]ip_lm ]iggohc][ncih j[lnh_lm

ch g[hs [hihsgiom ]iggohc][ncih m]b_g_m X48. 68.

23:. 261Y. il nb_ Ps\cf [nn[]e qbc]b ][h \_ om_^ ni

\c[m l_jon[ncih m]il_m X6:Y il ]illojn nb_ ch`ilg[ncih

_r]b[ha_^ ch ]iff[\il[ncp_ ^_]_hnl[fct_^ msmn_gm X93Y0

Dolnb_lgil_. qb_h g_mm[a_m [l_ l_f[s_^ nblioab inb_l

hi^_m. _0a0. ni a[ch [hihsgcns. nb_cl ]ihn_hn cm _rjim_^

ni jin_hnc[f [^p_lm[lc_m. [m ch Aliq^m X23:Y `il T_\

nl[hm[]ncihm il ch V[]s X288Y `il m_[l]bcha ch`ilg[ncih0

9K<"> )H<FRLDL0 B_]_hnl[fct[ncih chb_l_hnfs cgjfc_m

nb[n ch`ilg[ncih qcff nl[p_lm_ [ h_nqile0 Cp_h ch nb_

jl_m_h]_ i` _h]lsjncih. g_n[^[n[ cm [p[cf[\f_ ni _rn_l/

h[f [^p_lm[lc_m0 Dil chmn[h]_. ch [hihsgiom ]iggo/

hc][ncihm h_nqilem cn b[m \__h l_j_[n_^fs mbiqh nb[n

\inb j[mmcp_ fi][f X214Y il ,j[lnc[ffs- afi\[f X95. 222Y.

[m q_ff [m []ncp_ [^p_lm[lc_m X278Y. ][h l_^o]_ il \l_[e

[hihsgcns \s fiiecha [n nl[(] j[nn_lhm0

/H>IHLDLM@HM ;D@PL0 B_]_hnl[fct[ncih nsjc][ffs cg/

jfc_m nb[n hi^_m b[p_ [ j[lnc[f. nbom hih/]ihmcmn_hn.

pc_q i` nb_ h_nqile qbc]b ][h b[p_ [h cgj[]n ih ch/

n_alcns0 Qb_m_ hih/]ihmcmn_hn pc_qm [ffiq [^p_lm[lc_m ni

!]b_[n" qcnbion \_cha ^_n_]n_^0 Dil chmn[h]_. ch @cn/

]ich [^p_lm[lc_m ][h j_l`ilg ^io\f_ mj_h^cha \s `il]cha

hih/]ihmcmn_h]s nblioab `[mn ij_l[ncihm X9:Y. il _]fcjm_

[nn[]em X87Y ch qbc]b nb_ [^p_lm[ls a[chm ]ihnlif ip_l

[ff ]ihh_]ncihm i` [ n[la_n hi^_ nbom cmif[ncha b_l `lig

nb_ l_mn i` nb_ h_nqile0 Dolnb_lgil_. nb_ f[]e i` afi\[f

ch`ilg[ncih l_mofnm ch om_lm hin h_]_mm[lcfs g[echa nb_

ijncg[f ]bic]_m qcnb l_mj_]n ni ijncgctcha nb_cl jlcp[]s.

[m mno^c_^ \inb ch nb_ ]ihn_rn i` [hihsgiom ]iggohc/

][ncihm X66Y [h^ fi][ncih jlcp[]s X82Y0

,'-'+ 7b[PS_`][S @O\OUS[S\a

?h i\pciom jli\f_g i` ^_]_hnl[fct[ncih cm nb[n hi _hncns

b[m [ afi\[f pcmcih i` nb_ msmn_g. [h^ nb_l_ cm hi ]_h/

nl[f [onbilcns ni ^cl_]n hi^_m ch g[echa ijncg[f ^_]c/

mcihm qcnb l_a[l^ ni mi`nq[l_ oj^[n_m. lioncha. il mifp/

cha ]ihm_hmom0 Qbcm g[e_m nb_ [p[cf[\cfcns i` [ ^_]_h/

nl[fct_^ h_nqile gil_ ^c(]ofn ni g[chn[ch. [ `[]nil mca/

hc&][hn _hioab ni ]ihnlc\on_ ch nb_ `[cfol_ i` [ msmn_g.

[m jichn_^ ion \s nb_ Kidi L[ncih ^_p_fij_lm X279Y0 Gn

cm p_ls ]iggih nb[n hi^_m ch [ ^_]_hnl[fct_^ msmn_g

b[p_ boa_fs p[lscha ][j[\cfcnc_m ,\[h^qc^nb. ]igjon[/

ncih jiq_l. _n]0- X7:. 271Y. g[echa moj_l/hi^_m [nnl[]/

ncp_ n[la_nm X213Y0 Dch[ffs. ^_]_hnl[fct_^ msmn_gm h__^

ni ip_l]ig_ nb_ mbiln]igcham i` oh^_lfscha n_]bhifi/

ac_m ,mo]b [m L?Q X:9Y-. nb[n `[pil nb_ ]fc_hn/m_lp_l

j[l[^cag ip_l j__l/ni/j__l h_nqilecha0
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+@A@HL@ +D">NFMD@L0 Qb_ f[]e i` ]_hnl[f g[h[a_g_hn

bch^_lm nb_ _mn[\fcmbg_hn i` _%_]ncp_ jlin_]ncih g_]b[/

hcmgm0 Dil chmn[h]_. nb_ hih/]ihmcmn_hn pc_q i` nb_ h_n/

qile hin ihfs _h[\f_m [nn[]em. \on [fmi b[gj_lm nb_

om_ i` ]iff[\il[ncp_ [jjli[]b_m ni ^_n_]n ch]ill_]n ch/

`ilg[ncih X99Y0 Pcgcf[lfs. cn \_]ig_m _rnl_g_fs ^c(]ofn

ni jl_p_hn Ps\cf [nn[]em. [h^ ^_`_hm_m gomn _cnb_l f_p_l/

[a_ fi][f ch`ilg[ncih. `il _r[gjf_ ^_`_hm_m \[m_^ ih mi/

]c[f h_nqilem X58. 292Y. il ]iff[\il[ncp_ [jjli[]b_m nb[n

]ig\ch_ ch`ilg[ncih `lig m_p_l[f hi^_m X22:Y0

7INMDHB +D">NFMD@L0 ? mnl[cabn`ilq[l^ ]ihm_ko_h]_

i` nb_ f[]e i` ]_hnl[fct_^ ]ihnlif cm [h ch]l_[m_^ ]ig/

jf_rcns ch lioncha0 Li^_m ^i hin b[p_ [h ip_lpc_q i`

nb_ h_nqile [h^ cnm ][j[\cfcnc_m X25:Y [h^ ]ihm_ko_hnfs

][hhin afi\[ffs ijncgct_ lioncha ^_]cmcihm X294Y. `[ffcha

\[]e ni ch_(]c_hn 'ii^cha il aimmcjcha g_nbi^m ch

g_mb nijifiac_m0 Qbcm cm g[^_ b[l^_l \s bcabfs ^cp_lm_

hi^_m X7:Y. nb_ _rcmn_h]_ i` ]bolh X22Y [h^ nb_ l_fc[h]_ ih

jimmc\fs g[fc]ciom hi^_m X277Y0 Pifoncihm ni nb_m_ jli\/

f_gm ch]fo^_ omcha ]igjf_r lioncha [failcnbgm ni _h[\f_

m_]ol_ [h^ jlcp[n_ ^cm]ip_ls i` hi^_m X211. 215. 219Y.

il [pic^cha nb_ om_ i` [ ]_hnl[fct_^ ^cl_]nils pc[ h_rn/

a_h_l[ncih BFQm0 Qb_ f[]e i` ]_hnl[fct_^ lioncha ch/

`ilg[ncih ch ^_]_hnl[fct_^ nijifiac_m [fmi cgj[]nm j_l/

`ilg[h]_ [m cn bch^_lm nb_ m_f_]ncih i` ijncg[f lion_m

il fi[^ \[f[h]cha0 T_ &h^ nqi [jjli[]b_m ni [ff_pc[n_

nbcm jli\f_g; omcha fi][f _mncg[ncihm ni cgjlip_ j_l`il/

g[h]_ X5. 6. 263Y. il jlipc^cha g_[hm `il om_lm ni g[e_

\_nn_l ^_]cmcihm [\ion lioncha ch^cpc^o[ffs X255Y0 Qb_

f[nn_l cm ehiqh ni \_ jlih_ ni [nn[]em X89. 221Y0

,'-', ?OQY ]T DS^baOaW]\

B_]_hnl[fct[ncih cm [fmi [h i\mn[]f_ ni nb_ cgjf_g_hn[/

ncih i` []]iohn[\cfcns [h^ l_jon[ncih g_]b[hcmgm0 Qb_

h_a[ncp_ _%_]n cm [gjfc&_^ qb_h jlcp[]s [h^ [hihsgcns

g_]b[hcmgm [l_ ch jf[]_. [m cn \_]ig_m _p_h gil_ ^c`/

&]ofn ni c^_hnc`s gcm\_b[pcha hi^_m mo]b [m Ps\cfm X8:Y0

?h _%_]n i` nbcm f[]e i` l_jon[ncih cm nb[n hi^_m b[p_

hi ch]_hncp_ ni \_b[p_ ]ill_]nfs [h^ ][h gcm\_b[p_ ni

i\n[ch [^p[hn[a_m qcnbch nb_ msmn_g ,_0a0. \_nn_l j_l/

`ilg[h]_-0 Qbcm jli\f_g b[m \__h c^_hnc&_^ ch g[hs

m_nncham mo]b [m N3N &f_ mb[lcha X295Y. gofnc][mn ]ig/

gohc][ncih X293Y. il l_jon[ncih X8:Y0 Gh j[lnc]of[l. nb_

jl_m_h]_ i` ]bolh. qbc]b g[e_ hi^_m mbiln/fcp_^ [h^ ^c`/

&]ofn ni nl[]e ip_l ncg_. g[e_m nb_ _mn[\fcmbg_hn i` l_j/

on[ncih ni ao[l[hn__ p_l[]cns [ p_ls ]b[ff_hacha jli\/

f_g X238Y. _p_h gil_ c` jlcp[]s b[m ni \_ jl_m_lp_^ X248Y0

5IIK /H>@HMDO@L0 Tcnbion l_jon[ncih. l_]cjli]cns [h^

l_n[fc[ncih cn cm b[l^ ni _mn[\fcmb ch]_hncp_ m]b_g_m `il

hi^_m ni hin \_ m_f&mb. ch j[lnc]of[l ch [ jlcp[]s jl_/

m_lpcha g[hh_l0 ? mifoncih ni nbcm jli\f_g cm ch]l_[m/

cha nl[hmj[l_h]s i` []ncihm. _0a0 \s b[pcha qcnh_mm_m

ni l_jiln ih g[fc]ciom hi^_m ch [ jlcp[]s/jl_m_lpcha

g[hh_l X298Y0 Fiq_p_l. nb_ gimn jijof[l [jjli[]b cm

nb_ om_ i` ,[hihsgiom- j[sg_hnm nb[n ch]_hncpct_ aii^

[h^ ]iff[\il[ncp_ \_b[pcil nb[n \_h_&nm [ff om_lm ch nb_

h_nqile X28. 49. :1Y0 Gh ]ihnl[mn. ih_ _r[gjf_ i` h_a[/

ncp_ l_ch`il]_g_hn cm nb_ ncn/`il/n[n mnl[n_as ni _h]iol/

[a_ om_lm ni mb[l_ \fi]em ni ch]_hncpct_ mb[lcha. [m ch

@cnQill_hn0

/HLDBCML0

# 5IGIRXVEPM^IH HIWMKRW QE] TVIZIRX GSRZIRXMSREP EX*

XEGOW FYX EPWS MRXVSHYGI RI[ SRIW+ @RPIWW XLI] EVI

GEVIJYPP] HIWMKRIH) XLI] QE] I\TSWI TIVWSREP MRJSV*

QEXMSR XS QSVI) VEXLIV XLER JI[IV TEVXMIW0 ERH XLI

RIIH XS TIVJSVQ NSMRX GSQTYXEXMSR EGVSWW QER] EY*

XLSVMXMIW MRXVSHYGIW XLVIEXW XS MRXIKVMX]+

# 5IGIRXVEPM^IH W]WXIQW EVI TEVXMGYPEVP] WYWGITXMFPI

XS XVE%G EREP]WMW) GSQTEVIH [MXL GIRXVEPM^IH HI*

WMKRW) WMRGI XLIMV HMWXVMFYXIH STIVEXMSRW EVI QIHMEXIH

XLVSYKL RIX[SVOW ERH EHZIVWEVMEP RSHIW XLEX QE]

YWI QIXE*HEXE XS GSQTVSQMWI TVMZEG]+

# 5IGIRXVEPM^IH W]WXIQW F] REXYVI VIUYMVI GSQTPI\

QEREKIQIRX SJ VSYXMRK) REQMRK ERH GSRWMWXIRX WXEXI

! HYI XS XLI PEGO SJ E GIRXVEP GSSVHMREXSV+ 4SR*

ZIRXMSREP HIJIRGIW EKEMRWX RIX[SVO EXXEGOW) PMOI HI*

RMEP SJ WIVZMGI) VIUYMVI GIRXVEPM^EXMSR ERH GERRSX FI

WXVEMKLXJSV[EVHP] ETTPMIH+

# >]FMP EXXEGOW EVI XLI KVIEX YRWSPZIH TVSFPIQ SJ HI*

GIRXVEPM^IH W]WXIQW XLEX EPPS[ STIR ERH H]REQMG

TEVXMGMTEXMSR+ >SPYXMSRW FEWIH SR WSGMEP RIX[SVOW

VIP] SR JVEKMPI WSGMEP EWWYQTXMSRW0 EHQMWWMSR GSR*

XVSP XLVSYKL MHIRXM#GEXMSR SV TE]QIRX VI*MRXVSHYGI

GIRXVEPM^EXMSR+ <VSSJ*SJ*[SVO HIJIRGIW MRGVIEWI XLI

GSWX SJ TEVXMGMTEXMSR+

,'. IVOa =` EaWZZ 7S\a_OZWgSR W\
8SQS\a_OZWgSR 8S`WU\`4

Cp_h qb_h msmn_gm ]f[cg ni \_ ^_]_hnl[fct_^. omo[ffs

nb_l_ [l_ !bc^^_h" ]_hnl[fct_^ [mmogjncihm [h^ j[lnm i`

nb_ ^_mcah nb[n h__^ ni \_ ]_hnl[fct_^ ni ij_l[n_ ]il/

l_]nfs0 Qb_m_ [l_ i`n_h cgjfc]cn0
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7][^baOaW]\`

Gh [hs ^_]_hnl[fct_^ msmn_g lioncha j[]e_nm []limm nb_

h_nqile cm [ ]b[ff_ha_ `il \inb ij_l[ncih[f [h^ jlcp[]s

l_[mihm0 Qsjc][ffs lioncha ][h \_ ^cpc^_^ ch nqi g[ch

n[me0 Qb_ &lmn n[me cm biq ni &h^ ][h^c^[n_ hi^_m ni

l_f[s nl[(]. [h^ m_]ih^ n[me cm biq ni m_f_]n [giha

nb_m_ hi^_m0 Tbcf_ [m ^_n[cf_^ ch P_]n0 40203. nb_l_ [l_

g[hs ^_]_hnl[fct_^ [failcnbgm ni ]biim_ nb_ lion_. []/

no[ffs &h^cha ][h^c^[n_ hi^_m cm ^c(]ofn. [m bcabfcabn_^

ch P_]n0 4050

*@HMK<FDS@? +DK@>MIKD@L& ? ]iggih mifoncih `il nb_

&lmn jli\f_g cm ni [mmog_ nb[n nb_l_ _rcmnm [ ]_hnl[fct_^

^cl_]nils nb[n ehiqm [ff h_nqile g_g\_lm0 Qb_ gimn

jligch_hn _r[gjf_ cm nb_ Big[ch L[g_ Psmn_g ,BLP-

nb[n l_mifp_m _[ms/ni/l_g_g\_l ^ig[ch h[g_m ni [mmi/

]c[n_^ GN [^^l_mm_m ch il^_l ni [ffiq &h^cha bimnm ch

nb_ f[la_mn ehiqh ^_]_hnl[fct_^ msmn_g; nb_ Ghn_lh_n0

Qbioab ^cmnlc\on_^. nbcm ]_hnl[fct_^ m_lpc]_ b[m m_lciom

m_]olcns cgjfc][ncihm. _0a0 `il jlcp[]s X21:Y il [p[cf[\cf/

cns X269Y. [h^ nbom m_p_l[f [fn_lh[ncp_m [l_ \_cha jli/

jim_^ X272Y [h^ ^_jfis_^ X69Y0 ?hinb_l _r[gjf_ [l_ Qil

Bcl_]nils [onbilcnc_m X68Y nb[n jlipc^_ Qil ]fc_hnm qcnb

nb_ `off fcmn i` ihcih lion_lm0 Qb_m_ ^cl_]nilc_m mifp_ nb_

^cm]ip_ls jli\f_g \on b[p_ \_]ig_ [ \innf_h_]e `il nb_

m][f[\cfcns i` nb_ msmn_g X211Y0 Fiq ni ^_]_hnl[fct_ nb_m_

[onbilcnc_m ch [h _(]c_hn. jlcp[]s/jl_m_lpcha g[hh_l cm

[h []ncp_ [l_[ i` l_m_[l]b0 Pifoncihm [l_ \[m_^ ih b[pcha

gofncjf_ ]ijc_m i` nb_ jo\fc]fs p_lc&[\f_ ^cl_]nils e_jn

]ihmcmn_hn pc[ ]ihm_hmom jlini]if [h^ ^cmnlc\on_^ pc[

aimmcjcha. [fnbioab cn lcmem ]ip_lnh_mm< il ni om_ `lc_h^/

i`/[/`lc_h^ ^cm]ip_ls [h^ lioncha X211. 217Y0

5<MC 8@F@>MDIH0 Mh]_ lioncha [fn_lh[ncp_m [l_ ehiqh

nb_ ko_mncih l_g[chm; Tbc]b lion_ ni ]biim_> Qbom

nsjc][ffs. [ ]_hnl[fct_^ m_lp_l cm ]ihmc^_l_^ nb[n ][h

!l[he" lioncha ijncihm ni [ffiq `il j[nb ijncgct[/

ncih qcnb l_mj_]n ni [^p_lm[lc_m X3. 23. 72. 97Y. j_l`il/

g[h]_ X254. 255. 26:Y. il qcnb l_mj_]n ni om_lm+ l_jo/

n[ncih X276Y0 Po]b [ ]_hnl[fct_^ l[hecha [jjli[]b b[m

\__h mbiqh ni \_ pofh_l[\f_ ni [nn[]em X25. 33Y0 Qsj/

c][ffs BFQm [l_ nb_ jimmc\f_ mifoncih. [fnbioab ihfs [

`_q b[p_ nb_ h_]_mm[ls m_]olcns [h^ jlcp[]s jlij_lnc_m

`il om_ ch ^_]_hnl[fct_^ msmn_gm X57Y0

+DLMKD=NM@? *IGJNM<MDIHL0? hog\_l i` ^_]_hnl[f/

ct_^ msmn_gm [l_ ^_mcah_^ qcnb nb_ [mmogjncih nb[n

nb_l_ cm [ ]_hnl[f _hncns nb[n j_l`ilgm ]igjon[ncihm ih

nb_ ^[n[ ]iff_]n_^ \s nb_ hi^_m ch nb_ msmn_g0 N[l[^ca/

g[nc] _r[gjf_m i` nbcm \_b[pcil [l_ ^_]_hnl[fct_^ m_hmil

h_nqilem X45. 76. 299Y qb_l_ nb_ ]b[ff_ha_ cm ni m_h^

^_]_hnl[fct_^ g_[mol_g_hnm ni [ !g[mn_l" hi^_. \on

nb_l_ _rcmn inb_l [jjfc][ncihm mo]b [m ^cmnlc\on_^ h_n/

qile gihcnilcha `il chnlomcih ^_n_]ncih X237Y. [hihs/

giom molp_sm X91Y. il jlcp[n_ mn[ncmnc]m X74Y ch qbc]b.

_p_h nbioab hi^_m j_l`ilg ^_]_hnl[fct_^ ]igjon[ncihm.

chn_l[]ncih qcnb [ ]_hnl[f [onbilcns cm h__^_^ ni jli^o]_

nb_ &h[f l_mofn0

,'.'+ F_b`a 9`aOPZW`V[S\a

? ]b[ff_ha_ qb_h ^_]_hnl[fctcha h_nqilem cm ni _hmol_

nb[n hi^_m ][h \_ nlomn_^ ni j_l`ilg nb_ []ncihm nb_s

[l_ [mmcah_^ il ][h [onb_hnc][n_ nb_gm_fp_m [m nb_ ch/

n_h^_^ l_]_cp_l i` [ g_mm[a_0 M`n_h. ni [pic^ ^_[fcha

qcnb nbcm jli\f_g. [ ]iggih cgjfc]cn ]_hnl[fct_^ [m/

mogjncih cm nb[n [ m_n i` nlomn_^ m_lp_lm cm [mmog_^ ni

_rcmn. mo]b [m ch Bcmm_hn X284Y il nb_ Bcl_]nils ?onbil/

cnc_m ch Qil0

B_]_hnl[fct_^ nlomn _mn[\fcmbg_hn cm mncff [h ij_h

jli\f_g. nbioab mig_ i` nb_ _r]cn_g_hn [lioh^ gchcha

ch @cn]ich cm jl_]cm_fs ^o_ ni nb_cl [nn_gjn ni [pic^ nbcm

jli\f_g [h^ mi \ocf^ [ Znlomnf_mm+ ^_]_hnl[fct_^ msmn_g0

)NMC@HMD><MDIH0 Gh a_h_l[f ]_lnc&][n_ ch`l[mnlo]nol_m

[l_ hin ^_]_hnl[fct_^. _0a0. NIG0 Qb_l_`il_. mig_ ^_/

]_hnl[fct_^ msmn_gm l_fs ih ]_hnl[fct_^ ]_lnc&][ncih [o/

nbilcnc_m ni [onb_hnc][n_ hi^_m nb[n ][h \_ om_^ `il

m_]ol_ lioncha X44. 258Y. om_l [onb_hnc][ncih X3:Y. il

ni _hlif om_lm ch nb_ msmn_g ch nb_ ]ihn_rn i` [hihs/

giom ]l_^_hnc[fm X27. 41. 42Y. [ jlcp[]s/jl_m_lpcha [fn_l/

h[ncp_ `il [onb_hnc][ncih qcnbion l_koclcha om_l c^_h/

nc&][ncih0 Po]b ]_hnl[fct_^ [onbilcnc_m [l_ mcgjf_l `il

^_jfis[\cfcns il om[\cfcns. \on \_]ig_ [ mchaf_ jichn

i` `[cfol_ [m jichn_^ ion \s J_mo_ol _n [f0 ch X:6Y0

Qb_s [fmi chnli^o]_ [h cg\[f[h]_ i` jiq_l ohh[nol[f

`il ^_]_hnl[fct_^ _hpclihg_hnm mch]_ nb_s [ffiq [ mch/

af_ _hncns ni l_pie_ j__lm+ [onb_hnc][ncih ]l_^_hnc[fm0

K[hs ^_]_hnl[fct_^ ^_mcahm ^i hin [^^l_mm [onb_hnc/

][ncih ,_0a0 X228. 253Y. m__ X231Y `il gil_ ^_n[cfm-. [f/

nbioab qile `lig Q?MP X281Y [h^ PBPG X243Y ihq[l^m

b[m \__h qilecha ch nbcm ^cl_]ncih X31Y0 ?onb_hnc][ncih cm

om_`of ni jl_p_hn Ps\cf [nn[]em. [h^ qile ih ^_]_hnl[f/

ct_^ [h^ jlcp[]s/jl_m_lpcha [onb_hnc][ncih pc[ nbl_mb/

if^ ]lsjnial[jbs cm ih_ jligcmcha mifoncih X::Y. [m cm

nb_ om_ i` t_li/ehiqf_^a_ msmn_gm `il [hihsgiom ]l_/

^_hnc[fm X27Y0

)NMCIKDS<MDIH0 ?mmogcha nb_ _rcmn_h]_ i` [ ]_hnl[f/

ct_^ _hncns cm [fmi ]iggih qb_h cn ]ig_m ni mnil/

cha [h^ _h`il]cha [onbilct[ncih jifc]c_m. [m bcabfcabn_^
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\s hog_liom _%ilnm ni ^_]_hnl[fct_ jifc]s g[h[a_g_hn

[h^ _h`il]_g_hn `lig PBPG X243Y ni gil_ l_]_hn msm/

n_gm X:5. :7. 27:Y0 M?onb q[m ^_mcah_^ ni \_ `_^_l/

[n_^ ch n_lgm i` [onbilct[ncih. \on ch jl[]nc]_ ihfs [

`_q f[la_ jlipc^_lm om_ nbcm mn[h^[l^ X251Y0 Pi c` [h

[^p_lm[ls ]igjligcm_m [ om_l+m mchaf_ [onb_hnc][ncih

g_nbi^ mo]b [m [ j[mmqil^. cn ][h ]igjligcm_ nb_g

[]limm gofncjf_ ^_]_hnl[fct_^ msmn_gm0 Tile ^_m]_h^/

cha `lig PBPG X243Y ni fcgcn_^/ncg_ [onbilct[ncih pc[

jm_o^ihsgm [h^ \fch^ mcah[nol_m jl_m_hn ih_ q[s `il/

q[l^ ni ^_]_hnl[fct_ [onbilct[ncih X::Y0

)=NL@ 5K@O@HMDIH0 ?m g_hncih_^ ch P_]n0 405 []]iohn/

[\cfcns cm [ ]b[ff_ha_ ch ^_]_hnl[fct_^ msmn_gm0 F_h]_.

_rcmncha [\om_/jl_p_hncih m]b_g_m _h^ oj l_fscha ih

]_hnl[fct_^ j[lnc_m. i`n_h ^_n_lgchcha afi\[f l_jon[/

ncih m]il_m0 Pifoncihm \[m_^ ih \f[]efcmn[\f_ ]l_^_hnc[fm

,[hihsgiom ]l_^_hnc[fm `il qbc]b [onbilct[ncih ][h \_

m_f_]ncp_fs l_pie_^- om_ [ ]_hnl[fct_^ [onbilcns `il _h/

liffg_hn X265. 266Y. il ni mnil_ \f[]efcmnm X96. 267Y0 Pcgc/

f[lfs. c^_hncns _m]liq X34Y il l_pi][\f_ [hihsgiom ]ig/

gohc][ncih mifoncihm X51Y. nb[n [ffiq `il l_/c^_hnc&][ncih

i` gcm\_b[pcha om_lm l_kocl_ [ ]_hnl[fct_^ j[lns nb[n

mnil_m nbim_ c^_hncnc_m0 Gh jl[]nc]_. mj[g jl_p_hncih ch

`_^_l[n_^ _g[cf msmn_gm [fmi om_m ]_hnl[fct_^ fcmnm i`

ehiqh mj[gg_lm0 Qsjc][ffs. nb_m_ [l_ \ocfn `lig jl_/

_rcmncha nlomn_^ mi]c[f h_nqilem. [h^ ihfs l_]_hnfs b[p_

l_jon[ncih msmn_gm mo]b [m ?hihO_j ,\[m_^ ih bigi/

giljbc] _h]lsjncih [h^ p_lc&_^ mbo)_m- [ffiq_^ l_jo/

n[ncih ni \_ ^ih_ ch [ jlcp[]s/jl_m_lpcha [h^ ^_]_hnl[f/

ct_^ g[hh_l X296Y0

5<RG@HM 8RLM@GL0 Gh g[hs [jjfc][ncihm i` ^_]_h/

nl[fct_^ m_lpc]_m cn ]iof^ \_ ^_mcl[\f_ ni ]iohn ih [

j[sg_hn msmn_g ni l_q[l^ j__lm `il nb_cl ]ihnlc\o/

ncihm0 Tbcf_ g[hs [fn_lh[ncp_m b[p_ \__h jl_m_hn_^ ch

nb_ fcn_l[nol_ mj_]c&][ffs [cg_^ [n j__l ni j__l msm/

n_gm. _0a0 X28. 43. 289Y. nb_s chb_l_hnfs l_fs ih [ ]_h/

nl[fct_^ [onbilcns nb[n ij_hm []]iohnm ,nb_ \[he- [h^

mig_ncg_m _p_h ih inb_l [onbilcnc_m nb[n ][h []n [m

![l\cn_lm" ch ][m_ i` ^cmjon_ X28Y. il ih [onbilcnc_m

nb[n l_]il^ nl[hm[]ncihm ni b_fj n[r[ncih ih nb_ ij_l/

[ncihm loh ch nb_ msmn_g. _p_h c` nb_ nl[hm[]ncihm [l_

[hihsgct_^ X262Y0 B_]_hnl[fct_^ ]lsjni/]oll_h]c_m ][h

b_fj [g_fcil[n_ nbcm jli\f_g0

9KNLM@? +@O@FIJ@K *IGGNHDMR0 ?ff ^_]_hnl[fct_^

msmn_gm qile \s pclno_ i` b[pcha nb_ hi^_m ]iggohc/

][n_ pc[ nb_ m[g_ jlini]if0 Qbom. nb_ []no[f mi`nq[l_

][h \_ [ ]_hnl[fct_^ jichn i` `[cfol_ c` nb_ jlini]if cm

'[q_^0 G` nb_ jlini]if cm mn[h^[l^ct_^ il inb_lqcm_ ohc/

`ilgfs mj_]c&_^. nb_ cgjf_g_hn[ncih i` nb_ jlini]if cn/

m_f` g[s \_ [ `[cfol_0 Dolnb_lgil_. nb_ ^_p_fij_lm nb_g/

m_fp_m ]iof^ \_ ]igjligcm_^0 bcm ^[ha_l cm [oag_hn_^

\s nb_ mi`nq[l_ gihi]ofnol_ jl_p[f_hn ch ^_jfis_^ msm/

n_gm. nb[n l_mofnm ch [ \oa ch [ jijof[l jf[n`ilg ][j[\f_

i` ]igjligcmcha [ f[la_ m_n i` [onbilcnc_m0 Mh_ mifoncih

cm ni [jjfs nb_ n_]bhcko_ i` `il]cha jo\fc] nl[hmj[l_h]s

[h^ [o^cncha i` nb_ chn_alcns i` nb_ ^_p_fijg_hn jli]_mm0

Mj_h/miol]_ ^_p_fijg_hn. ^ih_ ch jo\fc] l_jimcnilc_m.

cm ch]l_[mchafs l_kocl_^0 Ghn_alcns cm _hmol_^ pc[ ^_n_l/

gchcmnc] \ocf^m X242Y mi nb[n _p_ls\i^s ][h p_lc`s nb_

a_hoch_ \ch[ls. [h^ nb_ [onbilcns ni loh h_q p_lmcihm

i` nb_ mi`nq[l_ l_g[chm ch nb_ b[h^m i` nb_ ij_l[nilm0

Qbcm [jjli[]b cm [fl_[^s `iffiq_^ \s Qil [h^ ch]l_[m/

chafs \s @cn]ich. qb_l_ nb_ ]bic]_ ni ^_jfis j[lnc]of[l

ij_h/miol]_ ]i^_ cm oj ni gch_lm0

/HLDBCML0

# ;ER] HIGIRXVEPM^IH W]WXIQW MQTPMGMXP] VIP] SR GIR*

XVEPM^IH GSQTSRIRXW XS LSPH RIX[SVO MRJSVQEXMSR JSV

I%GMIRX VSYXMRK SV JSV IWXEFPMWLMRK XVYWX ERH HIJIRH*

MRK EKEMRWX >]FMP EXXEGOW+

# 6WWIRXMEP YWIV*JEGMRK MRJVEWXVYGXYVI) JVSQ EYXLIRXM*

GEXMSR XS EYXLSVM^EXMSR MW GIRXVEPM^IH IZIR MR HIGIR*

XVEPM^IH W]WXIQW+ 5IZIPSTMRK EPXIVREXMZIW WIIQW XS

FI ER STIR TVSFPIQ) [MXL RS GPIEV IWXEFPMWLIH HI*

WMKR+ 7SV TE]QIRXW) 3MXGSMR LEW VIGIRXP] TVSZMHIH E

HIGIRXVEPM^IH WSPYXMSR) FYX MX WY"IVW JVSQ E RYQFIV

SJ WGEPEFMPMX]) TVMZEG]) ERH #RERGMEP ZSPEXMPMX] TVSF*

PIQW+

# ?LI HIZIPSTIV GSQQYRMX] SJ E W]WXIQ MW YWYEPP] ER

MQTPMGMX GIRXVEPM^IH EYXLSVMX]) QEOMRK WSGMEP EXXEGOW

SR XLI HIZIPSTIV GSQQYRMX] MXWIPJ SRI SJ XLI PEVKIWX

HERKIVW XS ER] HIGIRXVEPM^IH W]WXIQ+

,'/ Ef`aS[OaWgOaW]\ ]T 9eW`aW\U 8S`WU\`

Q[\f_ 2 jl_m_hnm [ msmn_g[nc] [h[fsmcm i` ^_]_hnl[fct_^

^_mcahm. ]fomn_l_^ \[m_^ ih nb_cl jlch]cj[f ai[f0 Qb_

]ifoghm ch`l[mnlo]nol_. h_nqile nijifias. [onbilcns l_/

f[ncihm. jlcp[]s jlij_lnc_m. `iffiq ]fim_fs nb_ ^_&hcncihm

i` nb_ jl_pciom mo\m_]ncihm0 T_ [jjfc_^ mig_ f_p_f i`

mcgjfc&][ncih ni ]igjf_r msmn_gm qcnb gofncjf_ ]igji/

h_hnm il gofncjf_ om_/][m_m0 Qb_ msmn_g[nct[ncih `i]om_m

ih j[lnm i` nb_ msmn_g l_f_p[hn `il cnm g[ch om_/][m_ [m

om_^ ch jlininsj_ il ^_jfisg_hn0

/HLDBCML0

# ;ER] W]WXIQW XLEX TVSZMHI KSSH GSZIVEKI SJ TVMZEG]

TVSTIVXMIW ERH HIGIRXVEPM^EXMSR 'YWYEPP] ZME 58?W(

LEZI RSX FIIR [MHIP] HITPS]IH
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# AMHIP] HITPS]IH W]WXIQW IMXLIV EVI YWIV*

MRHITIRHIRX JIHIVEXIH W]WXIQW SV YWIV*FEWIH 58?*

FEWIH W]WXIQW) FSXL [MXLSYX EHZERGIH TVMZEG] TVST*

IVXMIW+

# 8]FVMH ERH WXVEXM#IH W]WXIQW WYGL EW ?SV TVSZMHI

TVSZMHI EHZERGIH TVMZEG] TVSTIVXMIW EX XLI GSWX SJ

GIRXVEPM^IH EWWYQTXMSRW+

# ?LI WTEGI SJ EH*LSG) QIWL) ERH GSZIVX HIWMKRW MW

YRHIV*I\TPSVIH+

- :bab_S DS`SO_QV ?W\S`

-'* 5RR_S`` 8SQS\a_OZWgOaW]\#`
EV]_aQ][W\U`

Qi \ocf^ nb_ h_rn a_h_l[ncih i` ^_]_hnl[fct_^ msmn_gm.

aii^ qcff. mfia[hm. [h^ ^_g[h^m [l_ hin _hioab0 Tb[n

cm h__^_^ cm [ ]f_[l l_m_[l]b jf[h0 ? hog\_l i` ^_/

mcahm q_ l_pc_q ]ihmc^_l ^_]_hnl[fct[ncih [m [ ai[f [h^

pclno_ ch cnm_f` [h^ ^i nii fcnnf_ ni [^^l_mm nb_ chb_l_hn

]b[ff_ha_ i` g[chn[chcha jlcp[]s jlij_lnc_m [h^ ^_jfis/

g_hn qcnb bcab [p[cf[\cfcns0 Gh j[lnc]of[l q_ mno^c_^ ch

P_]ncih 405 [ hog\_l i` nbim_ ]b[ff_ha_m; [h ch]l_[m_^

[nn[]e mol`[]_. qcnb ]illojn chmc^_lm< mom]_jnc\cfcns ni

j__lm pcif[ncha jlcp[]s [h^ pofh_l[\cfcns ni nl[(] [h[f/

smcm. chn_alcns [h^ ]ihmcmn_h]s [nn[]em< _rj_hmcp_ [h^

`l[acf_ lioncha< jin_hnc[f ^_al[^[ncih ch j_l`ilg[h]_<

fimm i` ]_hnl[f ]bie_ jichnm ni _h`il]_ m_]olcns ]ih/

nlifm< j__l ^cp_lmcns [h^ f[]e i` ch]_hncp_m0 Qb_m_ [l_

m_lciom [h^ l_[f nbl_[nm. [h^ hin []ehiqf_^acha nb_g

[h^ ]ih`lihncha nb_g b_[^ ih f_[^m ni q_[e msmn_gm

nb[n ][hhin ]l_^c\fs ]igj_n_ qcnb ]_hnl[fct_^ mifoncihm0

Qbcm cm ^_gihmnl[n_^ \s nb_ `[cfol_ i` Cnb_l_og ni

jligjnfs [^^l_mm nb_ B?M pofh_l[\cfcns X59Y0 Gh^__^.

^_]_hnl[fct[ncih ch nb_ mnsf_ i` _[lfs @cnQill_hn mcgjfs

_h^m oj \_cha [h ch_(]c_hn q[s ni ^i l_^oh^[h]s [h^

[p[cf[\cfcns qcnbion [ ]_hnl[fct_^ [onbilcns $ [h^ qcnb

hi ]l_^c\f_ jlcp[]s jlij_lnc_m0 Jce_qcm_. @cn]ich [h^

Cnb_l_og jlipc^_m nbcm mnsf_ i` ^_]_hnl[fct[ncih qcnb

nb_ [^^cncih i` chn_alcns \on nb_cl mcgjfcmnc] []]iohn/

[\cfcns ^_mcahm b[lgm jlcp[]s0 Qb_l_`il_. gil_ l_m_[l]b

cm l_kocl_^ fiiecha [n msmn_gm mo]b [m Qil [h^ @cn]ich

[m jf[n`ilgm l[nb_l nb[h jol_fs [m ]b[hh_fm. ch]fo^cha

oh^_lmn[h^cha nb_cl chn_l`[]_m. j_l`ilg[h]_. ko[fcns i`

m_lpc]_ ao[l[hn__m [h^ nb_ jlcp[]s jlij_lnc_m [m [ qbif_

msmn_g ch il^_l ni ^_fcp_l \_nn_l jlcp[]s jlij_lnc_m0

?p[cf[\cfcns qcnbion ]_hnl[fct[ncih cm [ e_s jligcm_

i` ^_]_hnl[fct_^ msmn_gm. \on i`n_h `[cfm qb_h nb_ msm/

n_g aliqm0 Qb_ gimn cgjiln[hn _hach__lcha ]b[ff_ha_

i` nbim_ l_pc_q_^ cm nb[n ^_]_hnl[fct_^ msmn_gm i`n_h ^i

hin m][f_ [h^ [l_ ch_(]c_hn ch ]igj[lcmih ni ]_hnl[fct_^

msmn_gm0 Gh jl[]nc]_. ch [ qilf^ qcnb fcgcn_^ l_miol]_m

[h^ chp_mng_hn. ch_(]c_hn ^_]_hnl[fct[ncih f_[^m ni [

`[cfol_ i` ^_]_hnl[fct[ncih0 Qbcm jli\f_g[nc] ^sh[gc]

cm \ocfn chni ^_]_hnl[fct_^ ^_mcahm; g[chn[chcha bcab/

chn_alcns l_kocl_m [ g[dilcns ni bih_mnfs j[lnc]cj[n_ ch

^_]cmcihm0 ?fnbioab ih_ ]iof^ jichn ni @cn]ich [m [ mo]/

]_mm. nb_ f[la_l @cn]ich h_nqile i` gch_lm aliqm nb_ f_mm

cn m][f_m. [m [ff gch_lm h__^ ni ^_n_]n [h^ p_lc`s h_q

\fi]em [h^ nl[hm[]ncihm0 Cp_h qilm_. Cnb_l_og mg[ln

]ihnl[]nm [l_ _r_]on_^ ih _[]b hi^_ ch nb_ h_nqile0 Gh

\inb @cn]ich [h^ Cnb_l_og. [m nb_ hog\_l i` hi^_m

aliqm. nb_ msmn_g a_nm mfiq_l0 Bo_ ni nbcm oh`ilnoh[n_

^_mcah '[q. @cn]ich [h^ Cnb_l_og qcff `[]_ m_lciom cm/

mo_m qb_h m][fcha qcnbion g[dil ^_mcah ]b[ha_m nb[n []/

]iohn[\cfcns [m mo]b ^i_m hin [^^l_mm0 T_ ][h \_ [mmol_^

nb_ ]oll_hn a_h_l[ncih i` [nn_gjnm ni !l_/^_]_hnl[fct_"

nb_ Ghn_lh_n qcff `[cf qcnbion gil_ l_m_[l]b ih biq ni

m][f_ _(]c_hnfs0

Dch[ffs. nb_l_ b[m ni \_ [ ^__j_l []]_jn[h]_ nb[n

_p_h bih_mn om_lm [h^ j__lm ch ^_]_hnl[fct_^ msmn_gm qcff

b[p_ ni \_ ch]_hncpcm_^ ni j[lnc]cj[n_ [h^ \_b[p_ ]iij/

_l[ncp_fs0 Qbcm cm j[lnc]of[lfs nlo_ qb_h mnliha_l jlcp[]s

jlin_]ncihm [l_ cgjf_g_hn_^ [h^ l_jon[ncih \[m_^ ih

l_j_[n_^ [h^ cn_l[n_^ chn_l[]ncihm ][hhin \_ f_p_l[a_^0

Gh nbim_ ][m_m mn[h^[l^ jf[n`ilgm gomn \_ ^_p_fij_^

ni jl_p_hn Ps\cf [nn[]em [h^ _mn[\fcmb jlcp[]s jl_m_lp/

cha l_jon[ncih ni ]oln[cf [\om_< []]iohncha [h^ j[sg_hn

g_]b[hcmgm h__^ ni \_ ^_pcm_^ ni _hmol_ nb[n nbim_ nb[n

^i qile [l_ l_q[l^_^ ni momn[ch nb_cl ij_l[ncihm0 Psm/

n_gm nb[n ^i hin jlipc^_ ch]_hncp_m `il j[lnc]cj[ncih

ch nb_ ch`l[mnlo]nol_ qcff `[ff `iof i` nb_ nl[a_^s i` nb_

]iggihm [h^ qcff l_g[ch g_l_ jlii`m i` ]ih]_jnm0

Cp_h qcnb gincp[n_^ om_lm. bog[h `[ffc\cfcns gomn

\_ [^^l_mm_^ l_[fcmnc][ffs0 B_]_hnl[fct[ncih [^pi][n_m

^_mcl_ i` om_lm ni l_nolh ni [ Zfimn aif^_h [a_+ i` m_f`/

bimncha m_lpc]_m. [m ch nb_ Zl_/^_]_hnl[fct_+ jlid_]n X239Y0

Fiq_p_l. nb_ jijof[lcns i` m_lpc]_m fce_ D[]_\iie [h^

Eg[cf mbiqm nb[n gimn ^i hin b[p_ nb_ ncg_ il mecffm

ni bimn ^_]_hnl[fct_^ hi^_m ohf_mm [ jiq_l`of ch]_hncp_

_rcmnm mo]b [m &f_/mb[lcha0 Tilm_. om_lm g[s hin \_ ko[f/

c&_^ [n jlin_]ncha nb_cl iqh msmn_gm. qb_h _p_h gimn

mecff_^ jli`_mmcih[f [^gchcmnl[nilm ][hhin0 @ocf^cha mo]/

]_mm`of ^_]_hnl[fct_^ msmn_gm nb[n ^i hin \_nl[s nb_ m_/

]olcns [h^ jlcp[]s i` nb_cl om_lm cm b[l^. [h^ _hn[cfm

go]b gil_ nb[h n[]echa [ \fi]e]b[ch il N3N h_nqile

ni [ jl_/_rcmncha jli\f_g. \on [fmi b[m ni n[e_ chni []/

]iohn jf[n`ilg m_]olcns [h^ _[m_ i` om_l ij_l[ncihm0
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Psmn_gm nb[n ]f[cg ni \_ ^_]_hnl[fct_^ ni^[s mcgjfs

i`n_h om_ nb_ [^d_]ncp_ ch [h ch`ilg[f g[hh_l. l_mofn/

cha ch ^_]_hnl[fct_^ !mh[e_ icf". [m cm nb_ ][m_ `il mig_

\fi]e]b[ch/\[m_^ mn[ln/ojm0 Rhfce_ `ilg[f m_]olcns ^_&/

hcncihm. ch`ilg[ncih/nb_il_nc] ^_&hcncihm i` [hihsgcns.

[h^ ^c%_l_hnc[f jlcp[]s. nb_l_ [l_ hi ]ib_l_hn ko[hnc/

n[ncp_ g_nlc]m ni ]b[l[]n_lct_ ^_]_hnl[fct[ncih0 ?mc^_

`lig b[pcha [ ]iggih ^_&hcncih i` nb_ jlcp[]s [h^

m_]olcns jlij_lnc_m. ^_]_hnl[fct[ncih _hach__lcha [fmi l_/

kocl_m nb_ ^_p_fijg_hn i` ^_mcah mnl[n_ac_m nb[n g_[mol_

\inb ^_]_hnl[fct[ncih [h^ cnm _%_]n ih nb_ jlij_lnc_m

msmn_g[nct_^ _[lfc_l0 Kil_ i`n_h nb[h hin. jlij_lnc_m [l_

h_af_]n_^. l[l_fs g_hncih_^ il _p[fo[n_^. ch]fo^cha nb_

cgj[]n i` ^_]_hnl[fct[ncih [h^ [p[cf[\cfcns0 P_]ncih 402.

`il chmn[h]_. cffomnl[n_m nb_ p[lc_ns i` ijncihm ch nbcm ^_/

mcah mj[]_0

@_sih^ nb_ cgj[]n i` ^_]_hnl[fct[ncih ih [p[cf[\cf/

cns. [ e_s gcmmcha jc_]_ cm [ msmn_g[nc] g_[hm `il _p[fo/

[ncha nb_ jlcp[]s [h^ m_]olcns jlij_lnc_m jlipc^_^ \s

[ acp_h ^_]_hnl[fct[ncih msmn_g0 ?m q_ _pc^_h]_. ^_/

]_hnl[fct[ncih ][h mojjiln jlcp[]s ch g[hs q[sm ,P_]/

ncih 404-. [m q_ff [m mojjilncha inb_l jlij_lnc_m nii

,P_]ncih 403-0 T_ i\m_lp_ nb[n msmn_gm [l_ i`n_h ^_/

mcah_^ qcnb ih_ j[lnc]of[l jlcp[]s ai[f ch gch^. qbc]b

cm `l_ko_hnfs l_^_&h_^ ni mocn nb_ ^_mcah. [h^ msmn_g

^_mcah_lm n_h^ ni l_miln ni [^/bi] _p[fo[ncih0 ? j[l/

nc]of[l ][m_ ch qbc]b [ f[]e i` msmn_g[nc] _p[fo[ncih

b[m al_[n cgj[]n ch n_lgm i` oh^_lmn[h^cha nb_ jli/

n_]ncih jlipc^_^ \s ^_]_hnl[fct_^ msmn_g cm nb_ ][m_ i`

]igjioh^ msmn_gm ,c0_. msmn_gm nb[n ]ig\ch_ ^c%_l_hn

m]b_g_m ni nls ni cgjlip_ ip_l[ff jlin_]ncih-< il nb_

][m_ qb_l_ msmn_gm [l_ ^_jfis_^ ch _hpclihg_hnm qcnb

^c%_l_hn ]b[l[]n_lcmnc]m nb[h nbim_ [mmog_^ ch nb_cl ^_/

mcah0 Gh ^_]_hnl[fct_^ msmn_gm. cn cm hin al[hn_^ nb[n nb_

jlin_]ncih i` nb_ qbif_ cm al_[n_l il _ko[f nb[h nb_ mog

i` nb_ j[lnm0 Gh `[]n. nb_ chp_lm_ g[s bif^; ]ig\chcha

^c%_l_hn ^_]_hnl[fct_^ msmn_gm qcnb ^c%_l_hn [mmogj/

ncihm g[s pcif[n_ nb_ jlij_lnc_m _[]b msmn_g ao[l[hn__m

\s cnm_f`0 Dil _r[gjf_. qbcf_ [ om_l g[s [mmog_ omcha

@cnQill_hn ip_l Qil jlipc^_m [hihsgcns `il &f_/mb[lcha.

ch `[]n nb_ l_p_lm_ bif^m; Qil jlipc^_m hi [hihsgcns ni

RBN/\[m_^ msmn_gm fce_ @cnQill_hn. [h^ om_lm ][h _p_h

\_ ^_[hihsgct_^ \s pclno_ i` lohhcha @cnQill_hn X:4Y0

Gh inb_l qil^m. msmn_gm ni hin _rcmn ch [ p[]oog0 Qb_cl

[h[fsmcm [h^ _p[fo[ncih h__^m ni []]iohn `il chn_l[]ncihm

qcnb nb_cl _hpclihg_hn il inb_l msmn_gm0

? mcgcf[l nl_h^ cm i\m_lp_^ ch n_lgm i` g_[mol/

cha nb_ m_p_lcns i` ^cm[^p[hn[a_m chnli^o]_^ \s ^_]_h/

nl[fct[ncih0 Qbioab. [m q_ mbiq ch P_]ncih 405. g[hs

q_[eh_mm_m [lcm_ `lig ^_]_hnl[fctcha. `_q qilem _p[fo/

[n_ nb_cl cgjfc][ncihm. il ^i mi ch [ ^_mcah mj_]c&] q[s

nb[n cm ^c(]ofn ni _rnl[jif[n_ ni inb_l msmn_gm0 ?m [

l_mofn cn cm _rnl_g_fs ^c(]ofn ni ]igj[l_ msmn_gm [h^

&h^ jligcmcha h_q ^cl_]ncihm0 Qbcm mfiqm nb_ ^_p_fij/

g_hn i` li\omn ^_]_hnl[fct_^ msmn_gm \s i\m]olcha aii^

^_mcah ^_]cmcihm0 Dil _r[gjf_. ch g[hs msmn_gm nb_l_ cm

[ nl[^_/i% \_nq__h jlcp[]s [h^ [p[cf[\cfcns0

Dolnb_l qile cm [fmi l_kocl_^ ni l[^c][ffs mcgjfc`s

nb_ ^_jfisg_hn [h^ g[h[a_g_hn i` !l_[f/qilf^" ^_/

]_hnl[fct_^ [jjfc][ncihm. _cnb_l ih f[la_l jf[n`ilgm il

[m mn[h^/[fih_ ^cmnlc\on_^ msmn_gm0 B_jfis[\cfcns [h^

om[\f_ [jjfc][ncih fc`_/]s]f_ mojjiln cm [n nb_ b_[ln i`

nb_ ]oll_hn ]_hnl[fct_^ ]fio^/\[m_^ Z^_p/ijm+ l_pifoncih.

[h^ b[m g[^_ ]_hnl[fct_^ [jj mnil_m [h^ T_\ [jjfc][/

ncihm [m jijof[l [m nb_s [l_0 V_n. nb_l_ [l_ hi _kocp[/

f_hn niifm il n_]bhifiac_m ni `[]cfcn[n_ nb_ ^_jfisg_hn.

g[h[a_g_hn. [h^ gihcnilcha i` ^_]_hnl[fct_^ msmn_gm.

f_n [fih_ nb_cl ]ihnchoiom oj^[n_m. [jjfc][ncih fc`_/]s]f_

g[h[a_g_hn. [h^ n_f_g_nls0 Qbcm a[j h_a[ncp_fs [%_]nm

^_p_fij_l+m jli^o]ncpcns [h^ g[e_m nb_ _hach__lcha [h^

g[chn_h[h]_ i` ^_]_hnl[fct_^ msmn_gm p_ls _rj_hmcp_0

@ocf^cha niif]b[chm nb[n mojjiln _[ms g[h[a_g_hn #

qcnbion chnli^o]cha [hs ]_hnl[f ]ihnlif # cm f[la_fs [h

ij_h l_m_[l]b jli\f_g0 Po]]_mm`of jlid_]nm mo]b [m Qil

[h^ @cn]ich b[p_ ^_p_fij_^ \_mn jl[]nc]_m [h^ lohhcha

]i^_ ch nb[n mj[]_ mo]b [m ij_h/miol]_ ^_p_fijg_hn [h^

VITVSHYGMFPI FYMPHW X242Y ni [^^l_mm m_]olcns ]ih]_lhm

nb[n g[s \_ a_h_l[fct_^0

0@R 7@L@<K>C 6N@LMDIHL AIK +@>@HMK<FDS<MDIH0

# 2VI XLIVI KIRIVEPM^IH XIGLRMUYIW XS TVSZMHI TVMZEG]

ERH MRXIKVMX] TVSTIVXMIW JSV HIGIRXVEPM^IH W]WXIQW

[MXLSYX HEQEKMRK EZEMPEFMPMX]1

# 4ER [I HIZIPST W]WXIQEXMG XIGLRMUYIW XS IZEPYEXI

HIGIRXVEPM^IH W]WXIQW FSXL MR MWSPEXMSR ERH [LIR

XLI] EVI HITPS]IH MR HM"IVIRX IRZMVSRQIRXW1

# 8S[ GER LYQER YWIVW FI MRGIRXMZMWIH XS [SVO MR E

HIGIRXVEPM^IH QERRIV1

# 8S[ HS VIEP*[SVPH HITPS]QIRX SJ HIGIRXVEPM^EXMSR

PIEH XS WGEPEFMPMX] GLEPPIRKIW XLEX GLERKI XLI HIWMVIH

TVSTIVXMIW ERH HIJIEX HIGIRXVEPM^EXMSR1

# 4ER [I HIZIPST E QEXLIQEXMGEP QIXVMG XS HI#RI HI*

KVIIW SJ HIGIRXVEPM^EXMSR1

Gh nb_ h_rn m_]ncih q_ qcff jlipc^_ jlipcmcih[f [hmq_lm

ni nb_m_ ko_mncihm ni aoc^_ `onol_ l_m_[l]b0 Qb_m_ [h/

mq_lm qcff \_ \[m_^ ih nb_ i\m_lp[ncihm \ocfn ch jl_pciom

m_]ncihm0
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)O<DF<=DFDMR$ 5KDO<>R$ <H? /HM@BKDMR0 Mol [h[fsmcm

jichnm ni mig_ `oh^[g_hn[f nl[^_/i% \_nq__h [p[cf[\cf/

cns. jlcp[]s. [h^ chn_alcns ch ^_]_hnl[fct_^ msmn_gm; ?

aii^ ^_mcah `il ih_ cm [h ohm[`_ ^_mcah j[nn_lh `il [h/

inb_l0 Psmn_gm om_ [ qc^_ p[lc_ns i` ch`l[mnlo]nol_. h_n/

qile nijifias. [h^ [onbilcns l_f[ncih ]bic]_m ,[m msm/

n_g[nct_^ ch Q[\f_ 2-0 Qbl__ qc^_fs ^_jfis_^ ^_]_h/

nl[fct_^ msmn_gm ^_gihmnl[n_ [ ^c%_l_hn m_n i` ^_mcah

ai[fm0 @cn]ich ]ig_m qcnb bcab/chn_alcns [n nb_ ]imn i`

[ jo\fc] f_^a_l qcnb fcnnf_ jlcp[]s0 Qil lion_lm jlipc^_

bcab/jlcp[]s [n nb_ ]imn i` hi [p[cf[\f_ il ]ill_]n ]iff_]/

ncp_ mn[ncmnc]m ni _hmol_ nb_ chn_alcns i` nb_ _hncl_ msm/

n_g0 @cnQill_hn jlipc^_m bcab [p[cf[\cfcns ch ^iqhfi[^/

cha &f_m. \on `[cfm ni jlipc^_ jlcp[]s ni cnm om_lm [a[chmn

jiq_l`of [^p_lm[lc_m0

T_ \_fc_p_ cn cm hin jl_/il^[ch_^ nb[n nb_l_ cm [

nl[^_/i% \_nq__h jlcp[]s. [p[cf[\cfcns. [h^ chn_alcns ch

^_]_hnl[fct_^ msmn_gm \s pclno_ i` omcha [^p[h]_^ ]lsj/

nial[jbc] n_]bhcko_m0 Rhfce_ @cn]ich. W_li][mbX29Y ]ig/

\ch_m \inb jlcp[]s [h^ chn_alcns omcha t_li/ehiqf_^a_

jlii`m0 Jce_qcm_. g[hs [][^_gc] msmn_gm. mo]b [m

Bl[]X55Y. n[]ef_ nl[(] [h[fsmcm ni ^_`_h^ jlcp[]s ch [

N3N h_nqile0 Pcgjfs jon. [^p[h]_^ n_]bhcko_m `il jli/

pc^cha _p_lsnbcha `lig ^oggs nl[(] `il [hihsgcns ni

mo]]ch]n t_li/ehiqf_^a_ jlii`m [l_ hin s_n j[ln i` nb_

niif\ir `il g[hs ^_]_hnl[fct_^ msmn_g _hach__lm0

/HM@K?DL>DJFDH<KDMR0 O_pc_qcha nb_ fcn_l[nol_ l_p_[fm

nb[n ni \ocf^ aii^ m_]ol_ jlcp[]s/jl_m_lpcha ^_]_hnl[f/

ct_^ msmn_gm. ih_ h__^m;

# Crj_lncm_ ch \ocf^cha HMWXVMFYXIH W]WXIQW. [m ^_]_h/

nl[fct_^ msmn_gm [l_ \s ^_&hcncih ^cmnlc\on_^0

# Ihiqf_^a_ i` gi^_lh GV]TXSKVETL]. [m ]igjf_r

]lsjnial[jbc] jlini]ifm [l_ h_]_mm[ls ni []bc_p_ mc/

gofn[h_iomfs jlcp[]s. chn_alcns [h^ [p[cf[\cfcns0

# ?h oh^_lmn[h^cha i` QIGLERMWQ HIWMKR) KEQI XLI*

SV] ERH WSGMSPSK] ni gincp[n_ ]iij_l[ncih [gihamn

jimmc\fs m_f&mb []nilm0

Qb_ `i]om ih mi]c[f ch]_hncp_ mnlo]nol_m cm omo[ffs f_`n

ion. [h^ nbom gimn ^_]_hnl[fct_^ msmn_gm ^i hin a[ch

l_[f/qilf^ qc^_ ^_jfisg_hn0 Gh a_h_l[f. nb_ chpifp_g_hn

i` hi^_m ch ^_]_hnl[fct_^ msmn_gm p[lc_m [h^ nbcm cm omo/

[ffs gcllil_^ ch nb_ jiq_l [ffiq_^ ni [onbilcnc_m. [m

q_ff [m ch chn_l/hi^_ l_f[ncihmbcjm nb[n l_'_]n mi]c[f \_/

b[pcil0 Pig_ ^_mcahm [mmog_ ]_hnl[fct_^ ]igjih_hnm.

`il \_nn_l [p[cf[\cfcns [h^ j_l`ilg[h]_0 Mnb_lm jomb `il

mb__l ^_]_hnl[fct[ncih. ch jolmocn i` l_mcfc_h]_ ni ]_hmil/

mbcj [h^ h_nqile ion[a_m0 ?l_ nb_m_ ^_mcah ]bic]_m i`n_h

mi]c[f il jifcnc][f l[nb_l nb[h n_]bhc][f> Kimn ^_mcahm.

nbioab. `[ff mig_qb_l_ ch nb_ gc^^f_ [h^ a_h_l[ffs cg/

jim_ ]lsjnial[jbc] n_]bhcko_m [h^ l_fs ih l_[f/qilf^

^sh[gc]m ch il^_l ni ^_`_h^ [a[chmn [^p_lm[lc[f hi^_m0

A_ln[chfs. nb_ q[s ^_]_hnl[fct[ncih cm []bc_p_^ [%_]nm

nb_ jlcp[]s i` nb_ om_lm [h^ nbom nb_cl \_b[pcil0 Gn `[ffm

ojih ^_]_hnl[fct_^ msmn_g ^_mcah_lm ni []bc_p_ m[ncm`[]/

nils j_l`ilg[h]_ [h^ ^_jfis[\cfcns. qbcf_ n[echa chni

[]]iohn hin domn nb_ n_]bhc][f \on nb_ h_]_mm[ls mi]c[f

mnlo]nol_ i` nb_ msmn_g0

7@<F%PIKF? 8><F<=DFDMR0 Dlig iol mno^s i` nb_ fcn_l/

[nol_. q_ b[p_ mbiqh nb[n [ hog\_l i` e_s `oh]ncihm

i` ^_]_hnl[fct_^ msmn_gm i`n_h `[ff/\[]e ni ]_hnl[fct_^

gi^_fm ch jl[]nc]_ `il m][f[\cfcns. _p_h qb_h ohh_]_m/

m[ls0 Dclmn. h_nqile ^cl_]nilc_m. e_s g[h[a_g_hn. [h^

h[gcha i`n_h l_g[ch ]_hnl[fct_^0 Qbom. nb_ nb_l_ cm [

h__^ ni ^_mcah i` ]iff_]ncp_ bcab/chn_alcns [h^ l_/om[\f_

ch`l[mnlo]nol_m ni mojjiln ^cl_]nilc_m. hi^_ ^cm]ip_ls.

[h^ e_s _r]b[ha_0 Qb_m_ g_]b[hcmgm h__^ ni m][f_ oj

[h^ l_g[ch ^_]_hnl[fct_^. qbcf_ hin \_cha ij_h ni ]il/

lojncih il ch]ihmcmn_h]c_m0

P_]ih^. l_jon[ncih [h^ [\om_ ]ihnlif i`n_h l_kocl_

_cnb_l ]_hnl[fct_^ _hncnc_m. il \ocf^cha ih jl_/_rcmncha

mi]c[f h_nqilem ch om_l/\[m_^ ch`l[mnlo]nol_0 Cp_h [^/

p[h]_^ jlcp[]s/jl_m_lpcha n_]bhcko_m. mo]b [m [hihs/

giom \f[]efcmncha. [mmog_ nb[n ]_hnl[fct_^ m_lpc]_m qcff

cmmo_ [h^ \ch^ c^_hncnc_m. [h^ _/][mb jlini]ifm l_fs ih [

\[he ni cmmo_ ]ichm [h^ jl_p_hn ^io\f_ mj_h^cha0 Kil_

qile cm l_kocl_^ ch _mn[\fcmbcha l_jon[ncih ch ^_]_hnl[f/

ct_^ msmn_gm [h^ jl_p_hncha [\om_ qcnbion l_milncha ni

]_hnl[f jichnm i` ]ihnlif0

Qbcl^. cn cm cgjiln[hn ni g[e_ ]l_^c\f_ [mmogjncihm

[\ion nb_ jf[n`ilg m_]olcns [h^ ]igjoncha _hpclihg_hn

i` _h^/om_lm il inb_l ^_pc]_m0 Gn cm nii `[]cf_ ni b_[pcfs

l_fs ih _h^/om_l msmn_gm e__jcha m_]l_n e_sm [h^ ^[n[.

[h^ cahil_ nb[n nb_s [l_ i`n_h ]igjligcm_^0 ?]bc_pcha

j_l`_]n _h^/jichn m_]olcns cm [h [g\cnciom ai[f ch [h^

i` cnm_f` # [h^ mi h__^_^ \on \_sih^ nb_ mnlc]n l_gcn

i` \ocf^cha m_]ol_ ^_]_hnl[fct_^ msmn_gm0 B_]_hnl[fct_^

[l]bcn_]nol_m nb[n ^cmjf[s il fcgcn nb_ _%_]n i` ]igjli/

gcm_m. [h^ qbc]b g[s Zb_[f+ [h^ l_]ip_l jlcp[]s jlij/

_lnc_m `iffiqcha b[]em. mbiof^ \_ jl_`_ll_^ ni nbim_ nb[n

`[cf ][n[mnlijbc][ffs il mcf_hnfs oh^_l nbim_ ]ih^cncihm0

+@!HDHB +@>@HMK<FDS<MDIH0 Gh a_h_l[f. ^_]_hnl[fct_^

msmn_gm [l_ h_nqilem0 V_n [m mbiqh \s nb_ ^c%_l_h]_

\_nq__h h_nqile nijifiac_m `il lioncha [h^ nb_ l_f[/

ncihmbcjm i` [onbilcns. [ ^_]_hnl[fct_^ h_nqile cm hin

mcgjfs [ mchaf_ h_nqile. \on gofncjf_ ech^m i` h_nqilem
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]ihh_]n_^ ih ^c%_l_hn f_p_fm i` [\mnl[]ncih0 Tilm_. nb_

ip_lfs mcgjfc&_^ gi^_fm i` ^_]_hnl[fct[ncih jl_m_hn_^ ch

g[hs j[j_lm [h^ l_m_[l]b jlininsj_m ^i hin n[e_ chni

[]]iohn nb_ ]b[ha_m jli^o]_^ \s l_[f/qilf^ om[a_ chni

[]]iohn0 ?m mbiqh \s @cnQill_hn. mcgjf_ ^_]_hnl[fct_^

h_nqilem n_h^ ni _pifp_ `lig N3N chni moj_l/hi^_ msm/

n_gm0 Gh a_h_l[f. [m [ msmn_g m][f_m nb_l_ cm [ n_h^_h]s

niq[l^m ^cmnlc\oncih. \on hin ^_]_hnl[fct[ncih. ch il^_l

ni g[chn[ch _(]c_h]s0 Rmcha h_nqile m]c_h]_. ih_ ][h

mbiq mcgjf_ gi^_fm mo]b [m l[h^ig al[jbm qcnb \[mc]

g_]b[hcmg ^_mcah mo]b [m jl_`_l_hnc[f [nn[]bg_hn m][f_

chni mg[ff/qilf^ msmn_gm ip_l ncg_. [h^ nb_m_ msmn_gm

i`n_h mcgjfs nl[hm`ilg chni [ `_^_l[n_^ ]fc_hn/m_lp_l [l/

]bcn_]nol_ il [ mcgjf_ ]_hnl[fct_^ ^cmnlc\on_^ msmn_g0

Gh il^_l ni g[chn[ch ^_]_hnl[fct[ncih [m [h _g_la_hn

jlij_lns. cn [jj_[lm nb[n [^p[h]_^ bs\lc^ [h^ mnl[nc&_^

msmn_g. _0a0 Qil. [l_ h_]_mm[ls ni !ohh[nol[ffs" g[ch/

n[ch ^_]_hnl[fct[ncih [h^ nb_ l_f_p[hn jlcp[]s jlij_l/

nc_m0 V_n. nb_ Qil h_nqile b[m g[hs ]_hnl[fct_^ n_]bhc/

][f ,]igjf_n_ h_nqile ch`ilg[ncih \s ^cl_]nils [onbil/

cnc_m- [h^ mi]c[f [mmogjncihm ,]ihnlif \s [ ]il_ alioj i`

^_p_fij_lm-0 Qb_ e_s jichn i` [ l_[f g_[mol_ i` ^_]_h/

nl[fct[ncih mbiof^ \_ ni n[e_ nb_m_ gil_ mnl[nc&_^ ^_/

mcahm chni []]iohn0 ?h c^_[f ^_]_hnl[fct_^ msmn_g qiof^

l_gip_ [ff ]_hnl[fct_^ [mmogjncihm qbcf_ g[chn[chcha

nb_ h__^_^ m_]olcns [h^ jlcp[]s jlij_lnc_m0

Qb_ ofncg[n_ \_n i` ^_]_hnl[fct_^ msmn_gm cm mncff

ij_h; cm \_cha pofh_l[\f_ ni [ ,jimmc\fs l[h^ig- mo\m_n

i` ^_]_hnl[fct_^ [onbilcnc_m \_nn_l nb[h \_cha pofh_l[\f_

ni [ mchaf_ ]_hnl[fct_^ [onbilcns> B_]_hnl[fct[ncih m__gm

ni \_ nb_ l_mofn i` [ \l_[e^iqh ch nlomn ch ]_hnl[fct_^

chmncnoncihm. \on q_ ^i hin s_n oh^_lmn[h^ biq ni \ocf^

^_]_hnl[fct_^ mi]c[f chmncnoncihm ni mojjiln ^_]_hnl[f/

ct_^ n_]bhc][f msmn_gm ^_mjcn_ nb_ jligcm_m i` @cn]ich

ni jli^o]_ [failcnbgc] gih_n[ls jifc]s. il nb_ jligcm_

i` Cnb_l_og ni mojjiln gi^_lh ]cpcfct[ncih qcnb m]lcjnm

qcnb ^o\ciom m_]olcns jlij_lnc_m0 B_]_hnl[fct[ncih cm [

b[l^ jli\f_g. \on nb_ `[]n nb[n cn cm n_]bhc][ffs [g_h^/

[\f_ ni [^p[h]_^ n_]bhcko_m `lig ^cmnlc\on_^ msmn_gm

[h^ ]lsjnial[jbs mbiof^ ch^c][n_ nb[n nb_ mi]c[f ko_m/

ncihm [n nb_ b_[ln i` ^_]_hnl[fct[ncih [l_ hin ohmifp[\f_0

)>EHIPF@?B@G@HML& Qb_ [onbilm qiof^ fce_ ni nb[he

nb_ l_pc_q_lm `il chmcabn`of ]igg_hnm nb[n b_fj_^ cg/

jlipcha nb_ j[j_l. ch j[lnc]of[l Nl[n__e Kcnn[f `il []n/

cha [m mb_jb_l^0 Qbcm qile cm mojjiln_^ \s nb_ CR
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While Bitcoin raised the attention for the potential of distributed ledger technology (DLT), it fails to deliver on 

its promises but comes at high costs. It is unfitted and inefficient as a means of payment but used extensively 

for illicit activities. It is unsuitable as an investment asset and neither empowers, nor relieves the sovereign 

individual from the state. While so far authorities seemed to have insufficiently addressed the negative effects 

of Bitcoin for society, this is eventually changing. Illicit usage will be further hindered, and compliance costs 

added to the Bitcoin ecosystem. Likewise, growing concerns on Bitcoin’s climate footprint have now led to 

calls of some authorities to address or even ban essential elements of Bitcoin’s technology. Nevertheless, 

Bitcoin has reached new valuation records in November 2021, maybe also because of perceived or actual 

supportive legislative measures facilitating investment inflows into Bitcoin. As it is difficult to find arguments 

supporting the sustainability of Bitcoin, and as the social fall-out of its collapse would be significant, 

authorities should (1) strengthen global implementation of AML/CFT standards and broaden  measures to 

stop Bitcoin being a vehicle for illicit purposes; (2) avoid measures that invite additional investment flows into 

Bitcoin.      

 

1 Views expressed in this paper are the ones of the aüthors and not necessarily the ones of the ECB. We woüld like to 
thank Fiona van Echelpoel, Anton van der Kraaij, Mirjam Plooij and Pedro Migüel Bento Pereira Da Silva for üsefül 
comments. Thanks to Ines Rossteüscher and Pierfrancesco Zeoli for their research assistance.  All remaining errors 
are oürs.  
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Bitcoin’s social cost and regulatory responses 
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1. Introduction 

 

In November 2021, the market capitalisation of crypto assets exceeded for the first time USD 3 Trillion, of which 

aroünd USD 1.3 trillion were contribüted by Bitcoin (see Figüre 1). This article restates the reasons why the 

observed Bitcoin valüation is ünlikely to be süstainable. Moreover, it emphasises that, even if financial stability 

risks of a Bitcoin collapse might be contained, the Bitcoin life cycle will likely have implied painfül losses for many 

retail Bitcoin investors and a significant enrichment for early investors who liqüidate their position in time. 

Beyond the negative effects of a perceived ünjüstified redistribütion of wealth, Bitcoin will have represented a 

significant negative-süm game as it will have come with large costs in the form of hardware investments and 

energy consümption. The article therefore conclüdes that püblic aüthorities shoüld not contribüte to scale üp the 

eventüal damage of Bitcoin to society. Instead they shoüld, first, treat the Bitcoin network as rigoroüsly as the 

conventional financial indüstry in terms of prevention of illicit payments, money laündering and terrorist 

financing, second, address the negative externalities of Bitcoin’s energy consümption, and third, deny  recognition 

of Bitcoin as an investment and not allow it to become incrementally part of the regülar financial system withoüt 

strictest safegüards. In the rest of this introdüction (section 1), we will briefly recall the origins and the principles 

of the fünctioning of the Bitcoin network. Section 2 türns to the vülnerability and inefficiency of the Bitcoin 

technology.  Section 3 explains why Bitcoin is not a süitable means of payment, and section 4 why it is neither an 

investment asset. Based on sections 2-4, section 5 conclüdes that Bitcoin is ünlikely to be süstainable. Section 6 

argües that contrary to one common narrative, Bitcoin does not help the sovereign individüal to regain its liberty, 

and section 7 recalls the misüse of Bitcoin for criminal activities. Section 8 explains how all these issües can be 

mapped into private and social costs of Bitcoin and conclüdes that the net welfare effects of Bitcoin over its life 

cycle will have been significantly negative. Section 9 türns to recent measüres by regülators and püblic 

aüthorities, noting that the latter are becoming toügher on Bitcoin’s üse for illicit payments and its other 

shortcomings, while some ambigüoüs regülatory measüres facilitate Bitcoin’s recognition as an investment asset.         

 

Soürces: Coincodex, TradingView and aüthors' calcülations 

Figure 1: Market capitalisation of selected crypto-assets  
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As sümmarised for example in Scha r and Berentsen (2020), in 2007 a groüp of software developers invented a 

completely decentralized booking concept. Under the pseüdonym Satoshi Nakamoto, a white paper, and the 

soürce code for a “digital cash” were püblished (Nakamoto 2008); in Janüary 2009, the first fifty Bitcoin were 

generated. To date, the identity of Satoshi Nakamoto has not been disclosed. The Bitcoin system allows its holders 

to be anonymoüs throügh encryption, althoügh the Bitcoin blockchain2 is transparent in terms of what addresses 

hold which amoünts of Bitcoin and on the related transaction flows. In addition, transactions are considered 

irreversible, regardless of the reason.  

 

An overview of the fünctioning and governance of the Bitcoin network is provided e.g. by Bo hme et al. (2015). 

The ünderlying technology and the conceptional setüp can be sümmarized as follows: There is no central 

aüthority, büt a global network of compüters controls, monitors, and stores the system information. New Bitcoins 

are coined by decentralized “mining” by üsers and their compüters. New data packets are added to the blockchain 

every few minütes. The maximüm total nümber of Bitcoins is technically limited to aboüt 21 million, of which jüst 

ünder 19 million are already in circülation. When this limit is reached – the transaction fees become the only 

soürce of income for the miners, on whose existence Bitcoin depends in the long rün. To prove the correctness of 

the entire blockchain and its extensions, compüters müst solve a mathematical püzzle for each block.  

The so-called miners validate the transactions by entering them into a püblic ledger. Cürrently rewards inclüde 

transaction fees as well as seignorage from newly created Bitcoins, i.e. the market valüe of a bitcoin minüs the 

mining costs.  

 

This proof-of-work method has a scalable difficülty level and aims to keep the incentive for miners to keep 

rünning the system süfficiently high. The more compüting capacity and the faster the validation process takes 

place, the safer the whole system will be. Süch dynamic and decentralized protection leads to an exponential 

increase in the power demand of the compüters, which means a hüge energy demand for the system.  Bitcoin’s 

price directly affects the valüe of the mined coins and therefore the amoünt of resoürces miners can afford to 

spend on mining (see e.g. the simple model of de Vries, 2021). With a higher Bitcoin price, more prodücers are 

incentivised to compete for new coins. This in türn reqüires to make the encryption püzzle more difficült.  

By conseqüence, the miners will reqüire more electricity to solve the püzzle and will consüme more electricity 

and increase carbon emissions. 

 

While some technological development occürred in the blockchain since its inception in 2009 throügh forks and 

üpgrades (e.g. Segwit, Lightning Networks and Taproot), which try to address some aspects like scalability and 

cost, it remains that the Bitcoin blockchain itself implies the above shortcomings. 

 

2. Vulnerability and inefficiency of the Bitcoin technology  

 

The dürability, stability and scalability of the Bitcoin network is noteworthy. Moreover, as stated e.g.  by Aüer 

(2021), blockchain and the distribüted ledger technology are rapidly becoming an indüstry standard for digital 

assets and in other applications. The entire potential of these technologies has still not fülly been explored.   

 

Still, several aüthors have raised serioüs doübts on Bitcoin’s ünderlying technology and concept (for example 

Taleb, 2021; Avoca 2021; Acemoglü, 2021; Kolbert, 2021). The proof-of-work concept, which is a constitüting 

featüre of the Bitcoin system, is generally recognised as cümbersome and slow: it can only handle seven to ten 

transactions per second. This resülts in long transaction processing time as foünd by Avoca (2021).  

2 Blockchain is a süb-category of the distribüted ledger technology (DLT). The varioüs DLT concepts differ mainly in 
how transactions are validated and stored.  
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For comparison: The Visa network is said to be able to process an estimated 24,000 transactions per second 

(Avoca, 2021, p.4), i.e. the scalability and efficiency of well-designed conventional centralised payment systems is 

far less constrained.  

 

It may also be noted that slow and opaqüe pricing networks have traditionally attracted predatory high-

freqüency algorithm traders and are vülnerable to related market stress. The flash crash of 6 May 2010 was a 

point in case (althoügh ünrelated to Bitcoin). As Baqer (2016) showed Bitcoin itself has süffered from attacks by 

high freqüency trading firms, too.  Avoca (2021) stress that the Bitcoin network is also vülnerable becaüse of its 

reliance on a single secürity technology that experts consider to be oütdated by advances in compüting. Bitcoin 

üses the secüre hash algorithm (SHA) which is more than twenty years old. While the U.S. Department of defence 

and many leading IT firms like Microsoft foünd the SHA-1 standard too weak for cyber-protection and 

decommissioned its üse in the early 2010s. Researchers believe that the technology will not be able to keep üp in 

a qüantüm compüting environment. In the absence of a central legitimized management it is hard to see how the 

fündamental secürity technology coüld be replaced to withstand the challenges of fütüre technological advances 

of others. 

 

The Bitcoin network has also been reported for a long time to have another technical vülnerability of 

conceptional natüre. It is prone to a so-called 51 percent attack, which occürs when miners (potentially 

malicioüs) gain control of more than 51 percent of the network's hash-rate: they coüld then issüe coins twice. 

While Bitcoin is in principle less exposed to the risk of a 51 percent attack becaüse of its vast network of 1,000 

nodes, a problematic concentration woüld actüally have occürred in 2014: In Jüne 2014, the mining pool 

GHash.IO reached a share of aboüt 55 percent of the Bitcoin hashrate over 24-hoürs. Althoügh a month later 

GHash.IO's share of the network's hashrate had dropped to jüst over 38 percent, the risk remained that a single 

miner or mining pool coüld again take control.  GHash.IO volüntarily committed to stay far below 40 percent 

(Hern, 2014).  

 

Moreover, the Bitcoin network is already now increasingly rün by süpercompüters and server farms and the 

incentive strüctüre of retail miners might take a hit once all Bitcoins are minted and the reward system will rely 

on fees only. In conseqüence, the hash-rate is not ünlikely to be increasingly concentrated in the hands of a few.  

 

As importantly, the Bitcoin network comes with a large energy hunger düe to its reliance on proof-of-work (see 

figüre 2). It wastes power and is therefore an immense environmental pollüter. The reason is the power demand 

of the proof-of-work concept - which is a necessary condition for the secürity of the system. According to the 

Cambridge Centre for Alternative Finance Bitcoin compüters üse aroünd 140 terawatt hoürs of electricity per 

year - aboüt a qüarter of Germany's electricity consümption. Digiconomist (2021) estimates that the entire 

Bitcoin network consümes 201.894 TWh per year. This woüld be close to the amoünt of energy all data centres 

consüme globally. The consümed energy fürther resülts in 95.9 metric tons of CO2, comparable to the carbon 

footprint of metropolitan London. The more energy the Bitcoin network üses, the more secüre it is. A lower 

energy demand of the Bitcoin system is therefore neither expected nor desired – rather, Bitcoin is sometimes 

jüstified by the fact that it woüld on balance be beneficial for planet earth and hümanity as argüed e.g. by Vükolic 

(2021). And even if alternative soürces of energy were üsed or disüsed power plants revived, the network woüld 

still waste energy that coüld be üsed for other pürposes, as convincingly argüed recently by the Swedish Financial 

Süpervisory Aüthority and the Swedish Environmental Protection Agency (2021). 
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Figure 2: estimated energy consumption of the Bitcoin network  

3. Bitcoin is not a currency  

 

Nakamoto (2008) presented Bitcoin as üsefül for society throügh its payment fünction, büt his related argüments 

were already rather ünclear at that time. There is today in any case a broad consensüs that Bitcoin fails in its 

original objective of being a cürrency. Bitcoin is too volatile to fülfil the classic fünctions of money: ünit of 

accoünt, means of payment, store of valüe (see figüre 3 illüstrating the exceptional volatility of Bitcoin). 

Moreover, the system is too slow and expensive to compete with established payment systems and cürrencies. 

Incentivizing system maintenance withoüt central aüthority is challenging and  expensive. The lack of acceptance 

by merchants düe to long settlement times and high fees (cürrently between USD 2,5 and 4 per transaction) 

already shows that Bitcoin cannot be ünderstood as a means of payment oütside of niches. Therefore, Bitcoin's 

büsiness model as a global means of payment is not plaüsible.  

 

The latest attempt to make the vision of Nakamoto (2008) reality on a larger scale was El Salvador trying to 

introdüce Bitcoin as a second legal tender alongside the US Dollar on 7 September 2021. The laünch was bümpy 

largely becaüse there was no popülar acceptance of the new means of payment. On the day of introdüction, the 

Bitcoin exchange valüe plümmeted by 15 percent, accompanied by protests targeted against President Nayib 

Bükele as reported by BBC News (2021).  

 

Nevertheless, the nümber of Chivo Bitcoin wallets has expanded to more than 4 million. This however might be 

related to the USD 30 (its eqüivalency in BTC) given by the government to Salvadoran citizens to download the 

Chivo wallet as süspected by Fitch (2021). It is also important to note that payments throügh the Chivo wallet are 

actüally layered and not settled in the Bitcoin network. Instead, they are jüst internally settled by the wallet 

provider, who acts as cüstodian (Merten, 2021). Therefore, at best, the Chivo Wallet is a payment system backed 

by Bitcoin, büt fülly betraying the idea of Nakamoto of overcoming the dependence of payments on centralised 

intermediaries, even if this betrayal has good reasons (the Bitcoin network being too slow, insüfficiently scalable, 

and too costly for payments). Whether Chivo Wallets are fülly backed or possibly ünderfünded is not fülly 

transparent (althoügh there is no indication that they are ünderfünded).  
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In the meantime, President Bükele has laünched new plans to püsh Bitcoin’s üse and mining in El Salvador with a 

new city büilt aroünd a Bitcoin indüstry.  The constrüction financing and maintenance of the “Bitcoin City” woüld 

be based on new Bitcoin bonds; and the reqüired energy taken from a volcano in the proximity.3 

Figure 3: Prices of selected crypto assets and price developments  

3 See e.g. Reüters, 22 November 2021, “El Salvador plans first Bitcoin City, backed by bitcoin bonds”, by Nelson 
Renteria  
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4. Bitcoin does not appear to be a sustainable investment  

 

One of the most popülar argüments among Bitcoin süpporters is that the limited süpply of Bitcoin woüld make it 

a great asset to protect investors against inflation, while fiat money, which can be mültiplied at will, woüld 

increasingly lose valüe.  

 

However, even if one were to assüme that Bitcoin coüld become the new global money, its  technically fixed 

“money süpply” woüld türn oüt to be a weakness on closer inspection:  the world woüld be led into a deflation 

trap in a growing economy. In a deflation, falling prices of goods and services tempt citizens to postpone less 

ürgent pürchases into the fütüre. This is reasonable for individüals, büt aggregate demand süffers which slows 

down the economy. 4 

 

The advocates of gold as a weapon against inflation – and those who praise Bitcoin for the same as reason as the 

new gold - shoüld remember the reasons for the abolition of the gold standard. While the gold peg coüld indeed 

offer protection against inflation, the flip side is the above-mentioned increased risk of deflation: In 1931 major 

cürrencies gave üp the gold peg after years of painfül recession, deflation, and financial instability. 

 

Similarly, the indirect gold standard of the Bretton Woods monetary system after the end of World War II failed. 

Düring that time cürrencies were no longer tied directly to gold büt to the US Dollar (at a fixed parity of 35 US 

Dollar per oünce of gold). The reason for the failüre was that the U.S. coüld not keep money tight enoügh to 

maintain the gold parity as credible and at the same time provide the dynamically growing world economy with 

süfficient liqüidity. 

 

Büt the often-üsed comparison to gold also fails for more basic reasons. As Taleb (2021) argües, gold is both üsed 

indüstrially and has been appreciated as jewellery for centüries before it became a store of valüe, an investment 

asset, or a reserve cürrency. Moreover, it does not degenerate over time and retains its valüe even in chaotic or 

degenerative states of the world like natüral catastrophes or in the case of a temporary or lasting failüre of the 

electric or digital infrastrüctüre.  

 

Finally, the objection that the fiat money of modern central banks also has no intrinsic valüe falls short: becaüse 

in deliberately moving away from the gold standard, sovereigns and central banks have püt in place clearly 

defined mandates, legal güarantees, institütional and operational arrangements (independence as well as loans 

against collateral) to be able to release the gold brake withoüt losing stability (see e.g. Bindseil and Fotia, 2021, 

103-107) .  

 

Last büt not least, the alternative of Bitcoin as a store of valüe is not predominantly central bank fiat money, büt 

the financing throügh eqüity and/or debt of real economic projects which serve needs of society and generate a 

cash flow which allows positive yields to be süstained, nchoring the valüe of the investment assets in its real 

prodüctivity. Investors’ worries aboüt the stability of certain fiat cürrencies can be legitimately expressed by 

allocating their wealth into eqüity, commodities, real estate, hüman capital, or other prodüctive assets. As Adam 

Tooze formülates, fiat money is backed by “‘nothing’ other than the trifling matter of tens of trillions of dollars in 

private credit, the rüle of law and the power of the state, itself inserted into a state system. In other words, the 

entire strüctüre of global macrofinance” (Tooze, 2021).  

4 Probably the alleged inflation protection provided by a fixed Bitcoin süpply is illüsory: the nümber of possible 
crypto assets that can rival Bitcoin is, after all, ünlimited.  
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Some have also argüed that the spike in Bitcoin valüation is düe to the low interest rate policies of central banks. 

These woüld force investors to seek yield as assümedly offered by Bitcoin, a sort of digital commodity that woüld 

be able to escape from financial repression. While the wish for high nominal and real yields and the 

dissatisfaction aboüt reality in many advanced economies is comprehensible and legitimate, it shoüld not be a 

reason for shifting savings into highly specülative investments. If central banks were setting excessively low 

nominal interests rates, i.e. not well jüstified by monetary policy considerations, then investors shoüld seek to 

fünd real assets with süstainable valües becaüse of a proven contribütion to the needs of society, and shoüld at 

the same time süpport policy makers that commit to take measüres süpporting real economic growth and 

thereby real rates of retürns of the capital stock of the economy.     

 

5. Mounting doubts about the sustainability of Bitcoin   

 

Becaüse Bitcoin is neither efficient nor süitable as a means of payment, it is not competitive for legal payments. 

Moreover, Bitcoin has no intrinsic valüe and does not generate a cash flow or dividends. Hence, the market 

valüation of Bitcoin is pürely based on specülation. As Diehl (2021) püts it: ”[…] crypto morphed into a püre 

specülative mania which attracted a fanatic qüasi-religioüs movement füelled by gambling addiction and the 

pseüdo-intellectüal narrative economics of the scheme.”  This market rally only works as long as the Bitcoin 

commünity's beliefs aboüt Bitcoin's alleged advantages as a means of payment or that the market valüe can rise 

forever can be maintained. The Bitcoin hype has all the characteristics of a specülative bübble along the so-called 

greater fool theory (Oxford Büsiness Review, 2020). Accordingly, the valüe rises if there is still a “greater fool” 

who assümes he can sell at an even higher price later. Büt müch like the nümber of Bitcoins is ültimately limited, 

“eventüally, one rüns oüt of greater fools” (Malkiel, 1973). 

 

The enthüsiasm for Bitcoin alone is not enoügh in the long rün, especially as Bitcoin is in the end only a nümber 

chain and technologies are replaced by better technologies; with the newer soon displacing the new. In fact, 

Bitcoin remains the dominant crypto-asset büt its market share has declined sharply in 2021 from more than 70 

percent to less than 45 percent. Market interest has grown for newer blockchains that üse smart contracts and 

aim to solve the challenges of earlier blockchains by introdücing featüres to ensüre scalability, interoperability, 

and süstainability. The biggest among the newer crypto-assets is Ether, which sürpassed Bitcoin trading volümes 

earlier in 2021 (IMF, 2021). Finally, Bitcoin’s stellar long-term market performance that continües to attract 

investors was largely contingent on the timing of the initial investment. According to Wewel (2021) crypto 

retürns do not even deviate markedly from traditional assets on a risk-adjüsted basis, which is attribütable to 

their sübstantially higher volatility.5 

 

6. The illusion of liberation  

 

For all its economic shortcomings, there remains the vision of Bitcoin to restore freedom from government 

control and from centralized entities that abüse their power. Bitcoin, with its decentralized organization, 

promises the emancipation of the individüal and the ültimate democratization of the monetary system as stated 

in Omarova (2021). However, even the case of Bitcoin freedom needs rüles, otherwise there is a threat of anarchy 

and the law of the strongest. The fact that the economy and financial markets in developed market economies are 

not pürely decentralized and spontaneoüsly organized, büt rely on central institütions and distribüted nodes with 

internal hierarchies (firms) and within set rüles, has long been recognized in economic literatüre, at least since 

the work of Nobel laüreates Ronald Coase (1937) and Oliver E. Williamson (1975). Firms and incomplete 

5 This critical assessment on Bitcoin is obvioüsly not implying a more favoürable verdict on other crypto-assets.  
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contracts help deal with üncertainty and complexity and redüce transaction costs - and are by no means second-

best solütions in the absence of appropriate technologies. Mechanistic rüles, as Bitcoin appears to create, are not 

an appropriate solütion for a changing world. Therefore, the recent more ambitioüs attempt to make Bitcoin a 

means of payment ünavoidably betrayed its libertarian principles, inclüding the core idea of Nakamoto (2008) to 

overcome the role of central payment intermediaries. 

 

Bitcoin is also by no means as grassroots democratic as its commünity may have believed, at least in the early 

days, büt is shaped by financial interests and powerfül shareholders and, relatedly, the exposüre to concentration 

risks, given its large reliance on a few entities, like cüstodial wallets and exchanges  (for example, Binance 

handles more than half of trading volümes according to the IMF (2021)). The majority, 75 percent of the 

addresses, holds jüst over 0.2 percent of the market share; the hündred largest Bitcoin shareholders hold more 

valüe than the smallest 38 million combined (Dünn, 2021; althoügh these nümbers may be impacted by 

exchanges and wallet providers holding “omnibüs accoünts” for small holders).  

 

Finally, Bitcoin offers a vision of a global means of payment withoüt national jürisdictions to overcome borders - 

qüite ünlike conventional cross-border payments. People coüld send valüe across borders for free and 

ünhindered to anyone with a Bitcoin wallet. This view ignores that the high cost of conventional cross-border 

payments is not only düe to the inefficiency of payment instrüments, büt in significant part to costs of market and 

liqüidity risk management and regülatory reqüirements to combat money laündering and terrorist financing. 

However, the cost of complying with these reqüirements, and provisions for legal and exchange rate risks only 

affect the regülated financial sector. The fact that some bitcoin transactions, e.g. like peer-to-peer, have been able 

to escape this entirely so far is a regülatory gap, not a technological achievement. It is however not denied that 

the area of cross-border payments needs improvements in terms of cost, speed, transparency and inclüsiveness. 

The aüthorities, in the form of the Financial Stability Board (FSB, 2020) püblished an ambitioüs roadmap to 

enhance cross-border payments in October 2020 that is being thoroüghly followed üp.    

 

7. The use of Bitcoin for illicit activities 

 

Bitcoin has been süccessfül as payment means for criminal üsages. A distinction müst be made between market 

manipülation and dübioüs activities of exchange operators and the üse for money laündering and drüg 

trafficking, terrorist financing and extortion and ransom below the radar of law enforcement and regülatory 

aüthorities. 

 

Dünn (2021) presents a long list of shady operators and market manipülation that have marked Bitcoin's history 

on the süpply side. The first bübble in 2013 was füelled by the Mt Gox exchange which hosted aboüt 70 percent of 

Bitcoin trading. The exchange lost 650,000 Bitcoins of its üsers and went bankrüpt. Stüdies by Gandal et al. 

(2021) süggest that the first boom – a rise from USD 100 to USD 1,000 in jüst two months - was düe to 

manipülation of a trading software.  

 

Griffin (2019) foünd that the second and third booms were associated with the laünch and rise of Tether. Tether 

is a so-called stablecoin, i.e. a type of crypto-asset that aims to maintain a stable valüe by being backed by fiat 

cürrency or other assets. Tether is, according to the issüer, nominally pegged one-to-one to the US Dollar and is 

backed entirely by cash-like assets. Griffin’s investigations düring the 2017 boom süggested that 50 percent of the 

sharp price increase was düe to manipülation with Tether.  

 

Bitcoin has also been popülar for financing criminal activities. Drüg trafficking, money laündering, terrorist 

financing and extortion are the most popülar areas of üse. In recent years, exit scams have dominated crypto-
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assets crimes according to Cybertrace (2021). For instance, in May 2021, a ransomware attack on a US energy 

pipeline was carried oüt by a groüp operating oüt of Rüssia who received ransomware payment of approximately 

USD 5 million in Bitcoin (Reüters, 2021d),  in Jüne 2021 the meat company JBS paid USD 11 Million in Bitcoin  to 

avoid fürther disrüptions (WSJ, 2021),  in March 2021, another attack made CNA Financials pay USD 40 million in 

Bitcoin to get data back (Simpson, 2021). Süspicioüs activity reported on ransomware attacks accoünted only in 

the first half of 2021 for 590 USD million in the U.S. with crypto assets being the vehicle for ransom payments 

(Fincen, 2021). While this amoünt of ransom attacks may present a limited share of  global money laündering 

activity, it is certainly strongly growing and of high concern, also düe to the high indirect cost an damage, e.g. 

throügh operational disrüptions or confidential data leakages.  In addition, Bitcoin is also one of the main crypto-

assets üsed in the Darknet (65 percent in Q1 2020) (Crystal, 2020).  

 

The share of illicit payments in total Bitcoin transactions are dispüted: While Foley (2019) estimates that some 

45 percent are for illegal üse, the Chainalysis’ 2021 crypto crime report finds less than 1 percent for 2020. As 

süggested by Green (2021), süch small ratio coüld be becaüse the denominator confüses trade volüme (mostly 

relating to investment flows) with payments matching an economic transaction. FATF (Jüly 2021) reports 

variations in identified illicit Bitcoin transactions from 2016 - 2020 to range between 0.6 and 9.9 percent (in 

proportion to the nümber of transactions) and 0.1 and 5.1 percent (in proportion to the USD valüe of 

transactions). Moreover, it was also foünd that in total, illicit transactions were identified to occür typically 

withoüt an intermediary (wallet provider or exchange). Bitcoin’s design attracts illicit üsages as it allows to hide 

identities, to transact entirely within the darknet or on-chain withoüt reliance on regülated entities, to üse mixing 

services to obscüre the trail of a transaction or to üse exchanges that have not yet adopted the AML/CFT 

standards of FATF (Crystal, 2020). 

 

However, Bitcoin’s set-üp can süpport forensic analysis in tracing illegal activities as transactions never 

disappear from the blockchain. While this may allow at times to recover some of the paid ransom, it remains a 

complex, time-consüming and disproportionate exercise, as the US Department of Jüstice has revealed in recent 

years. 6,7 

 

8. The high private and social cost of the Bitcoin network  

 

The longer the boom lasts and the more money flows into the system before the müsic may stop, the higher are 

the risks and costs for invested individüals and the society at large. Often, different kinds of social costs of the 

Bitcoin network are not well-distingüished in the debate. Consider the following issües: 

 

 Bitcoin comes with significant private costs in the form of high energy and hardware consümption of the 

Bitcoin network. If it were trüe that Bitcoin is eventüally ünsüstainable and will not persist, and will not 

have generated valüe for society apart from temporary hopes of specülative gains which eventüally are 

disappointed, then these  private costs will however have represented a net loss for society. This argüment 

holds regardless of the potential negative externalities of energy consümption.   

6  See Department of Jüstice Joürnal of federal law and practice, Forfeiting Cryptocürrency: Decrypting the 
Challenges of a Modern Asset Neal B. Christiansen Assistant United States Attorney Western District of Washington 
Jülia E. Jarrett Assistant United States Attorney District of Oregon, September 2019.  

7 See US Department of Jüstice “Department of Jüstice Seizes $2.3 Million in Cryptocürrency Paid to the Ransomware 
Extortionists Darkside”, 7 Jüne 2021.  
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 The qüestion arises if the negative externalities of energy consümption are really priced in throügh 

adeqüate taxes. Geographical arbitrage of Bitcoin mining will lead to a fürther concentration of mining in 

locations where this is least the case, süch that the internalization of negative externalities can be escaped. 

 Some have argüed to locate Bitcoin mining to locations where energy is quasi free and therefore leaves 

no CO2 footprint. For example, El Salvador envisages to büild a “Bitcoin City” close to a Volcano and üse its 

energy. Similarly, Iceland has for long attracted mining operations with its abündance of cheap geothermal 

energy – before its national energy company decided in December 2021 to cüt power to new Bitcoin miners 

(Cointelegraph, 2021). The qüestion arises why süch a simple solütion woüld not attract any other energy 

intensive activity with a priori limited geographical constraints? Moreover, the energy consümption of the 

Bitcoin network is inversely proportional to the cost of energy. This means that if mining farms move 

massively to areas where energy is cheaper, then the logic of the proof of work mechanism reqüires that 

more energy will be consümed in mining for a given price of Bitcoin.   

 The high social cost of Bitcoin and its negative net social value is cürrently not perceived by Bitcoin 

investors who believe them to be covered by current and future speculative gains. However, püre 

specülative gains are not a basis for süstainable price increases, and therefore the bill for the private costs 

of the Bitcoin network will eventüally be paid. The füll social cost settlement is düe once the müsic woüld 

stop playing and the Bitcoin valüation woüld have collapsed. 

  A significant additional component of the ültimate social costs will be the societal damage when many 

will have realized that they lost their hard-earned savings for the benefits of smarter Bitcoin 

investors who bought at low and sold at high prices. Those who lost money, in particülar retail 

investors who naively püt a large share of their eggs in the crypto basket will not appreciate the hüge 

welfare redistribütion at their expense and will püt into qüestion the fünctioning of society which 

permitted süch ünfairness to happen. While the celebrities of the system can withdraw themselves from the 

centerstage, societal consensüs and trüst takes another hit. The bigger the bürned market valüe will be, the 

more dramatic the social backslash will be.  

 

On balance, societies will eventüally have to write off the cümülative energy consümption (inclüding ünpriced 

negative externalities), investment costs of hardware, the büilt-üp hüman capital of the Bitcoin ecosystem, the 

cümülated work and a good dose of societal consensüs. Moreover, in the meantime the Bitcoin network will have 

facilitated criminal activities by providing a means of illicit payments. All these costs are broadly proportional to 

the market capitalization that Bitcoin will reach and are moreover driven by the overall düration of the Bitcoin 

cycle. McCaüley, (2021) conclüdes from similar observations that Bitcoin is a negative-süm game for society even 

worse than a Ponzi scheme.   

 

9. Regulatory mindset is changing  

 

The broad üse of Bitcoin for illicit activities was recognised early. The shütting down of the darknet illicit 

marketplace Silkroad in 2013 (Time, 2013) revealed the extensive üse of Bitcoin for illicit pürposes – jüst five 

years after the white paper of Satoshi Nakamato was püblished. In 2014, the money laündering and terrorist 

financing related to crypto assets started to be picked üp by the FATF (2014) and in 2019, it issüed its güidance 

for a “Risk-Based Approach for Virtüal Assets and Virtüal Asset Service Providers” demanding national 

implementation and enforcement (FATF, 2019). If fülly and consistently implemented and enforced, it means that 

providers of services in crypto assets woüld apply AML/CFT measüres, inclüding cüstomer düe diligence or the 

checking and reporting of süspicioüs transactions. As a resült, the illicit üsage of Bitcoin woüld become müch 

more difficült in particülar when exchanging it into fiat cürrency or üsing it for pürchases of goods and services. 

Despite the advancements in the field of AML/CFT, regülators have been somewhat slow in addressing the above 

mentioned most obvioüs societal problems of Bitcoin.   
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Several explanations may be considered for this. First, the potential development of social risks may have been 

ünderestimated becaüse of the relatively small size and ünleveraged natüre of the crypto assets market, which 

was assessed to not represent a fündamental threat to global financial stability. Second, regülatory 

responsibilities for Bitcoin seem somewhat fragmented as it raises mülti-facetted threats and involves mültiple 

actors. Moreover, the risks and concerns related to Bitcoin were first mainly related to money laündering and 

terrorist financing, while ransomware attacks occürred more recently, and with the sürge in Bitcoin activities led 

to consümer and investor protection concerns. Third, many aspects of Bitcoin are fündamentally new and 

difficült to comprehend. Fürthermore, they do not easily fit into existing regülation and raise regülatory 

challenges: Bitcoin operates borderless, misses a national anchor and was not perceived as a legal entity that 

coüld be addressed by regülation and incrimination (ECB, 2019). Also, regülators need to seek the right timing 

and süitable design of financial regülation to address risks and avoid gaps as well as ünintended conseqüences, 

like stifling innovation (Warren, 2021). Given the global natüre of Bitcoin, global cooperation amongst regülators 

is of importance to avoid regülatory gaps and arbitrage, as pointed oüt by IMF (2018), which is a time-intensive 

process. And it is not atypical that once a need for regülation has been identified, it can take years üntil regülation 

is finalised and applied.  Fourth, the vested interests of large Bitcoin holders and financial intermediaries seeking 

for investment and büsiness opportünities might have led to increased lobbying activities. The Economist (2021) 

warns that crypto lobbying was going ballistic, as companies were hoping to inflüence where the rüles end üp 

while regülators were toüghening üp their approaches.  

 

In light of the continüed reporting on illicit üsages and climate implications, growth of the crypto-asset markets 

and its increased integration with financial markets] the threats are recognised (ECB, 2019, FSB, 2021, Cünliffe, 

2021) and more accentüated calls for addressing the risks of crypto-assets are made (ECB, 2019; Lagarde, 2017). 

In a speech on 10 December 2021, Panetta (2021) has been explicit that “the value of crypto-assets is growing 

rapidly and currently stands at over 2,500 billion dollars`. That is a significant figure with the potential to generate 

risks to financial stability that shouldn’t be underestimated.”  

 

Moreover, a nümber of jürisdictions have taken or are preparing measüres to regülate Bitcoin alongside other 

crypto-assets. The spectrüm of regülatory approaches is hereby wide reaching from criminalising crypto-asset 

büsiness to more inclüsive approaches of licensing and süpervising intermediaries. 

 

Some jürisdictions have banned Bitcoin (and similar crypto-assets), e.g.: In December 2021, Reüters (2021a) 

reported that the Indian government is considering prohibiting crypto-asset activities of individüals inclüding a 

üse as store of valüe, ünit of accoünt or means of transfer with violations by individüals being possibly sanctioned 

by arrests withoüt bail options. Notably, reportedly the bill woüld also inclüde non-cüstodial wallets, an area of 

the Bitcoin network that is largely ünregülated.  However, the bill has not yet been presented to the Parliament 

(Büsiness Insider India, 2021). In November, the religioüs leaders in Indonesia, the National Ulema Coüncil 

(MUI), have forbidden Müslims (almost 90 percent of the popülation) to üse Bitcoin and other crypto assets. The 

MUI deemed crypto assets as “haram”, i.e. banned, as it had elements of “üncertainty, wagering and harm”, as 

reported by (Bloomberg, 2021). In Jüne 2021, the Chinese central bank annoünced that all transactions of 

crypto-assets were illegal, effectively banning Bitcoin and other crypto-assets entirely (BBC News, 2021 a). In 

November 2021, Sweden proposed an EU wide ban of proof-of work crypto-assets like Bitcoin düe to their 

energy consümption. Crypto asset prodücers were increasing their presence in the Nordic region to search more 

renewable energy soürces, the heads of the Swedish Financial Süpervisory Aüthority and the Swedish 

Environmental Protection Agency (2021) stated in an open letter. Büt Sweden woüld need the renewable energy 

for the climate transition to meet the Paris Agreement. Energy-intensive mining of crypto-assets shoüld therefore 

be prohibited. 
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Other jürisdictions have taken a less rigoroüs stance and have primarily aimed at bringing crypto-assets “within 

the regülatory perimeter” to address risks büt also süpport possible benefits of innovation (e.g.  Cünliffe, 2021). 

Besides this call by Cünliffe, the UK’s FCA (2021) prohibited activities of crypto-exchange Binance and issüed a 

warning to consümers and on crypto-assets. Australia, in December 2021, introdüced a draft legislation aiming 

at licensing crypto-exchanges and activities in crypto-assets (Reüters (2021b)). For the U.S., Reüters (2021c) 

reports that the regülation and enforcement across different aüthorities is shaping for each’s respective area of 

responsibility. The approach of regülating crypto assets is accompanied by several enforcement actions (Vox, 

2021). The President’s Working Groüp on Financial Markets (US Treasüry, 2021), comprising the Secretary of the 

Treasüry and the Heads of all the key US financial regülators, call to speed üp efforts on regülation and güides 

federal agencies to üse their existing powers. The groüp of legislators call for more federal oversight of cüstodial 

wallet providers, i.e. firms that offer prodücts that allow üsers to hold their crypto tokens. Moreover, the SEC has 

rejected a bitcoin-based exchange traded fünd (ETF) in November 2021 düe to concerns of possible price 

manipülation (FT, 2021a). The OCC (2021) reqüires from banks to have controls prior to engaging in crypto-

assets büsiness and müst receive a non-objection. And the U.S. Infrastrüctüre Bill of November 2021 calls crypto-

exchanges to notify the tax aüthority of crypto asset transactions (Time, 2021).  In the EU, the Eüropean 

Commission (2020) proposed the regülation for Markets in Crypto-Assets (MiCA). In the absence of a central 

issüer, MiCA will not regülate Bitcoin and other crypto-assets, büt target intermediaries, offering services in 

crypto-assets (crypto asset service providers). This is in line with other approaches seen for decentralised 

crypto-assets, e.g. by the FATF, and süch approach was also süggested by the ECB’s crypto asset task force (2019). 

Besides MiCA, the Eüropean Commission (2021) presented a draft legislative proposal to enhance the EU’s 

framework for AML/CFT. Like MiCA, it reqüires intermediaries to apply AML/CFT measüres and forbids the 

opening of anonymoüs crypto asset wallet accoünts. These regülations, once they apply, will likely address 

several of the societal issües related to Bitcoin – büt not all of them. The rüles will not cover Bitcoin transactions 

that happen withoüt any regülated intermediaries, namely üsing non-cüstodial wallets or on-chain peer-to-peer 

transactions, or if service providers and coüntries with low compliance levels are üsed. For professional 

criminals, üsing the Bitcoin network throügh on-chain peer-to-peer payments does not seem to be particülarly 

challenging, even if the regülation of service providers will make the laündering of Bitcoin received throügh illicit 

activities more difficült.  

 

These examples indicate that regülators are progressing in addressing the risks posed by Bitcoin and crypto-

assets. At the same time, they illüstrate that stances differ (becaüse of different assessments of the valüe of 

crypto-assets for society) and initiatives are at different levels of matürity. It can also be noted that regülations, 

apart from those criminalizing Bitcoin, face limits düe to Bitcoin’s decentralized and global set-üp.  

 

To forestall or limit global regülatory gaps and arbitrage, international cooperation on crypto-assets amongst 

regülators is important, as the IMF (2018) called for. FSB (2019) demonstrated the manifold initiatives and 

activities related to crypto-assets at international level. In parallel to initiatives at coüntry level, the international 

bodies have amplified their efforts in addressing the risks posed by crypto-assets over the last years and some of 

those international actions have güided national implementations.   

 

An example is FATF, which issüed global, binding standards to prevent the üse of crypto-assets for money 

laündering and terrorist financing. As oütlined above, FATF focüses on the providers offering crypto-asset 

services to apply the same safegüards as the financial sector. However, in its progress report of Jüly 2021, FATF 

(2021) indicates deficits in the implementation in jürisdictions, conclüding “that there is not yet a global regime 

to prevent the misüse of virtüal assets and VASPs for money laündering or terrorist financing.” Moreover, the 

report acknowledges that a significant valüe for peer-to-peer crypto-asset transactions may be operating oütside 

the FATF standards.  
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A fürther example is the G7 (2020). The G7 raised concerns that ransomware payments are regülarly made in 

crypto-assets and demanded the implementation of the FATF standards. Fürthermore, G7 Finance Ministers and 

Governors (2021) stated that volatile ünbacked crypto-assets were not süitable for payments.  

 

Another international standard setter, the Basel Committee on Banking Süpervision (BCBS), consülted on a 

preliminary proposal for the prüdential treatment of banks' crypto-asset exposüres, distingüishing crypto-assets 

that may be generally eligible for falling within the cürrent Basel reqüirements; and other crypto-assets, süch as 

Bitcoin, that woüld reqüire a more conservative prüdential treatment (BCBS, 2021).   

 

All these examples show that the international commünity aims at harmonised international standards for 

addressing the risks of crypto assets. Of coürse, the translation of those into national rüles can be a years-long 

process with fragmented implementation.   

 

While there has been significant progress towards a consistent and effective regülation of crypto assets, Bitcoin 

prices and market capitalization have still reached new peaks in November 2021. Some measüres by püblic 

aüthorities may have contribüted to these new peaks by süpporting renewed investment flows into Bitcoin. For 

example, the US SEC (2021) recently gave the green light for a first fütüres-based Bitcoin ETF (while it has 

repeatedly rejected Bitcoin spot market ETF)8 or the German legislator has adopted in Jüly 2021 a 

“Fondstandortgesetz” which allows German investment fünds for institütional investors (“Spezialfonds”) to 

invest üp to 20 percent into crypto assets. For hesitant investors, süch püblic measüres seem to legitimize Bitcoin 

withoüt necessary safegüards; they coüld be interpreted as signals that püblic aüthorities do not doübt on the 

süstainability and rationale of Bitcoin. Moreover, these measüres facilitate investment flows and the integration 

of Bitcoin in the traditional financial systems. Finally, any signal from püblic aüthorities throügh measüres aboüt 

Bitcoin are considered indications of the fütüre policy stance. This redüces investors’ üncertainty vis-a -vis an 

asset of which the price is not anchored in any real contribütion to society. Overall, it may be conclüded that the 

net effect of aüthorities’ recent measüres on Bitcoin were ambigüoüs. This ambigüoüs net effect therefore also 

coüld apply to Bitcoin’s eventüal negative conseqüences for society, which go beyond its üse for illicit payments.  

 

10. Conclusion  

 

As also argüed in detail elsewhere (Taleb, 2021; Dünn 2021; Green, 2021; Roübini, 2021; Bindseil and Schaaf, 

2021) the süstainability of Bitcoin is qüestionable. It is difficült to find good argüments that süpport its soündness 

as a mediüm of exchange or as form of investment. If Bitcoin eventüally collapses, the net social cost of the Bitcoin 

life cycle will be very large. And it will be the larger the longer it lasts, and the higher Bitcoin’s maximüm market 

capitalisation will be. In the absence of a positive contribütion of Bitcoin for society, the gross and net social costs 

will be eqüal - and they will encompass the energy consümption and hardware üsage of the Bitcoin network, the 

hüman and technical capital that will have to be written off. What is not qüantifiable is the damage to the social 

fabric that will occür when retail investors find that their savings are lost, while some early investors who got oüt 

before the müsic stopped playing have enriched themselves at their expense.      

8  The U.S. has introdüced many bills in recent years that affect the crypto ecosystem, be it tax reqüirements or 
secürities law. However different states may have their own regülatory reqüirements, i.e. the US lacks a 
comprehensive framework.  
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Püblic policymakers have not been fast to address all problems related to Bitcoin. Althoügh its üsage for illicit 

payments has been noted early, slow global implementation and enforcement of AML/CFT rüles for Bitcoin based 

payments has ündermined the hüge efforts made to prevent illicit payments throügh regülated indüstries and 

allowed regülatory arbitrage by criminal actors. Moreover, Bitcoin has become, also somewhat throügh the 

benevolence of püblic aüthorities, an asset class that everyone can now easily invest into and that “looks like a 

secürity, swims like a secürity, and qüacks like a secürity, büt is not regülated as a secürity” (Diehl, 2012) and 

even more importantly, that lacks a plaüsible ünderlying contribütion to society jüstifying its valüation.  

 

More recently, many püblic aüthorities, have taken or plan to take strong measüres against Bitcoin, after 

conclüding that its societal valüe is negative. Also, regülators of advanced western economies have laünched 

significant implementation measüres to fight the reliance on Bitcoin for illicit pürposes, althoügh the non-

intermediated üse of the Bitcoin network is still largely oüt of regülators’ actions. Fürther regülatory efforts are 

therefore needed that effectively address all kinds of illicit payments throügh Bitcoins. The principle of “same 

fünction - same risks - same rüles” is to apply consistently if global efforts against illicit payments are to be 

süccessfül, regardless of the üniqüe natüre of Bitcoin.  

 

Legislators and aüthorities need to be carefül to not at the same time contribüte to renewed momentüm of 

investment flows into Bitcoin that will contribüte to increase the market capitalisation of Bitcoin and to the scale 

of the eventüal cümülated social cost of the Bitcoin network. The year 2021 has seen several süch developments, 

and the spike of Bitcoin valüations in November 2021 is likely also attribütable to investment inflows that were 

süpported by süch measüres. For example, the news that the trading of fütüres-based bitcoin ETFs woüld (or 

coüld) not be prohibited, or the German Fondstandortgesetz effective as of 1 Jüly 2022 allowing institütional 

investors fünds to invest into Crypto-assets are being mentioned as drivers for the Bitcoin price dynamics in 

aütümn 2021.  

 

Last büt not least, doübts on the süstainability of Bitcoin and the related social costs does not mean that DLT, 

blockchain and decentralised finance have no merits as innovative technological approaches. What remains 

ünclear is if crypto coins other than stablecoins (or non-füngible tokens representing ownership of some other 

assets) can represent a meaningfül investment asset. In the case of Bitcoin these doübts are particülarly strong 

becaüse of Bitcoin’s reliance on the inefficient proof-of work concept and its poor performance as means of 

payment.  ∎ 
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Okay....so the plot thickens... here is the response backing up the

claim that the ledger halted:

In case anybody missed it, the "sailboat" is also "Galgitron".... okay

so I am trying to think this through objectively and the one thing that

sticks out is that the party stating/hinting at/misleading people to

believe the ledger was halted was openly encouraging people to

"figure it out on their own, as all the information, including dates is

readily available".... but it doesn't seem that even the savviest of

technical prowess would be able to spot the "halt"...IMO 

What am I missing here?  Am I the only one as fascinated by all

this....?  Is there a there here? Is this all nothing...... stay tuned... Lol,

I'll stop.

nikb

Ripple Employee
 1.1k

Popular Post Posted October 13, 2020

The data that Galgitron is showing would not represent the issue:

he's post-processing ledgers based on the close_time field.

Here are the facts: sometime around midnight (UTC time!) on 2018-

11-14, the validator operated by data443 stopped issuing

validations. This persisted for almost 30 minutes and was probably

caused by a network or other outage as opposed to routine system

maintenance.

Shortly after, the rabbitkick.club validator operated by 

@ScottBranson  desynced (that's generally not a problem, the

Internet isn't a perfect network) and sporadically issued several

validations which propagated poorly and which other validators were

generally unable to acquire from the network. This lasted for almost 2

hours.

During this time, other validators continued to issue validations, but

due a bug, the "healthy" validators repeatedly switched working

branches for consensus and only issued partial validations,

which was what they were supposed to do per the protocol

design as the XRP Ledger values safety. Even though a quorum of

validators were periodically in agreement on the proper ledger, the

partial status on the validations prevented them from fully validating.

I personally restarted several of Ripple's validators, and other

validator operators restarted theirs. The restart effectively reset

the LedgerTrie state (it's ephemeral by design), which, in turn,

stopped those validators from switching working branches post-

restart, resolving the issue as the restarted validators began issuing

full, instead of partial validations for the ledgers during this incident.

This, by the way, is why the timeline, as represented by the

close_time field appears unaffected.

Post-incident, the team at Ripple invested a significant amount of

time troubleshooting the issue and proposed several improvements,

including a commit that improved the calculation of the preferred

ledger branch, added additional diagnostic checks to help making

troubleshooting easier, and introduced several unit tests to try and

exercise the LedgerTrie code more deeply.

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Thanks @nikb  ....

but to be clear, there really would not be a way for an ordinary

community member like myself (or the majority of xrp twitter

community) to locate and confirm the halt despite being given the

date and time it might have happened, correct?

I ask this because it appeared to me that the original intention (of the

hints and questions on twitter) was for the "xrp community" to do the

due diligence and figure this out on their own... almost seemed that it

was a surprise that nobody already did it as it was sooooo easy

(admittedly my own interpretation of what I've ingested on twitter) to

figure out.... BUT, there would be no way in heII anybody would have

been able to figure that out.... Or (and wouldn't surprise me) I totally

misread/misinterpreted a lot of stuff....

Seems a lot of confusion could have been avoided a long time ago if

what you had written above was posted days/weeks/months ago....

maybe at the beginning of this thread?

Thanks again for the quick and detailed information!

nikb

Ripple Employee
 1.1k

Posted October 13, 2020

If anyone was monitoring the validation stream they could have

detected it in real-time.

Galgitron dismisses the issue and traduces the good name of

others by relying on incorrect information and a flawed

understanding of the protocol and the incident.

By way of analogy, this would be like going through a diary and

claiming that just because a page is marked as “January 29, 2020”

the page must have, necessarily, been written on January 29, 2020

as opposed to a week later, and the timestamp only serves to

indicate that the events being described took place at that time.

Just now, EcneitapLatnem said:

Thanks @nikb  ....

but to be clear, there really would not be a way for an ordinary

community member like myself (or the majority of xrp twitter

community) to locate and confirm the halt despite being given the

date and time it might have happened, correct?

I ask this because it appeared to me that the original intention (of the

hints and questions on twitter) was for the "xrp community" to do the

due diligence and figure this out on their own... almost seemed that it

was a surprise that nobody already did it as it was sooooo easy

(admittedly my own interpretation of what I've ingested on twitter) to

figure out.... BUT, there would be no way in heII anybody would have

been able to figure that out.... Or (and wouldn't surprise me) I totally

misread/misinterpreted a lot of stuff....

Seems a lot of confusion could have been avoided a long time ago if

what you had written above was posted days/weeks/months ago....

maybe at the beginning of this thread?

Thanks again for the quick and detailed information!

Soup

Member
 18

S
Posted October 13, 2020

No company policy about airing dirty laundry?

39 minutes ago, nikb said:

The data that Galgitron is showing would not represent the issue:

he's post-processing ledgers based on the close_time field.

Here are the facts: sometime around midnight (UTC time!) on 2018-

11-14, the validator operated by data443 stopped issuing

validations. This persisted for almost 30 minutes and was probably

caused by a network or other outage as opposed to routine system

maintenance.

Shortly after, the rabbitkick.club validator operated by 

@ScottBranson  desynced (that's generally not a problem, the

Internet isn't a perfect network) and sporadically issued several

validations which propagated poorly and which other validators were

generally unable to acquire from the network. This lasted for almost 2

hours.

During this time, other validators continued to issue validations, but

due a bug, the "healthy" validators repeatedly switched working

branches for consensus and only issued partial validations,

which was what they were supposed to do per the protocol

design as the XRP Ledger values safety. Even though a quorum of

validators were periodically in agreement on the proper ledger, the

partial status on the validations prevented them from fully validating.

I personally restarted several of Ripple's validators, and other

validator operators restarted theirs. The restart effectively reset

the LedgerTrie state (it's ephemeral by design), which, in turn,

stopped those validators from switching working branches post-

restart, resolving the issue as the restarted validators began issuing

full, instead of partial validations for the ledgers during this incident.

This, by the way, is why the timeline, as represented by the

close_time field appears unaffected.

Post-incident, the team at Ripple invested a significant amount of

time troubleshooting the issue and proposed several improvements,

including a commit that improved the calculation of the preferred

ledger branch, added additional diagnostic checks to help making

troubleshooting easier, and introduced several unit tests to try and

exercise the LedgerTrie code more deeply.

nikb

Ripple Employee
 1.1k

Posted October 13, 2020 (edited)

Dirty laundry? What? 

I answered a question people had about an incident that occurred on

the open, permissionless and publicly accessible XRP Ledger.

I don’t see this as “airing dirty laundry” nor do I feel it’s a bad idea for

incidents to be discussed and evaluated so lessons can be learned.

Edited October 13, 2020 by nikb

Wrote "good idea" instead of "bad idea" accidentally reversing my

intent.

2 hours ago, Soup said:

No company policy about airing dirty laundry?

Soup

Member
 18

S
Posted October 13, 2020

Your casting doubt on the health of the company's cash cow. I doubt

Ripple loves the clarification. 

Just now, nikb said:

Dirty laundry? What? 

I answered a question people had about an incident that occurred on

the open, permissionless and publicly accessible XRP Ledger.

I don’t see this as “airing dirty laundry” nor do I feel it’s a good idea

for incidents to be discussed and evaluated so lessons can be

learned.

nikb

Ripple Employee
 1.1k

Posted October 13, 2020

I am not casting doubt on anything. I’m explaining an incident

which occurred on a public blockchain.

You may prefer to stick your head in the sand, but I don’t and I doubt

that Ripple does.

Just now, Soup said:

Your casting doubt on the health of the company's cash cow. I doubt

Ripple loves the clarification. 

Soup

Member
 18

S
Posted October 13, 2020

Well, I bet the business side of the house prefers the issue fixed and

forgotten and not used as a means to cast doubt on the network and

its future prospects.

1 minute ago, nikb said:

I am not casting doubt on anything. I’m explaining an incident

which occurred on a public blockchain.

You may prefer to stick your head in the sand, but I don’t and I doubt

that Ripple does.

nikb

Ripple Employee
 1.1k

Popular Post Posted October 13, 2020

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.

3 minutes ago, Soup said:

Well, I bet the business side of the house prefers the issue fixed and

forgotten and not used as a means to cast doubt on the network and

its future prospects.

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Amen!

2 minutes ago, nikb said:

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.

Soup

Member
 18

S
Posted October 13, 2020

That sounds great, but no progress was made by the substantiation.

It only emboldens FUD, but what do I know??? I'm only HODLing and

remaining poor. 

4 minutes ago, nikb said:

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.
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nikb
October 13, 2020

The data that Galgitron is showing would not

represent the issue: he's post-processing

ledgers based on the close_time field. Here are

the facts: sometime around midnight (UTC time!)

on 2018-11-1

nikb
October 13, 2020

Nothing casts more doubt that uncertainty and

secrets. We all benefit when issues are

discussed, analyzed and understood because

the net result is a better, stronger network.

nikb
October 14, 2020

Good question. I wish I had a better answer for

you, but it boils down to this: The company was

using JIRA for everything else, and management

wanted to be able to monitor the work we were

doing

Home  XRP  Technical Discussion 

the network is down
?

By yxxyun, 
November 14, 2018 in Technical Discussion

  Share Followers

 PREV 1 2 3 4 5 NEXT  Page 2 of 5  

velmet

Member
 120

V
Posted November 14, 2018

If you look at individual ledgers during roughly an hour this occurred

it seems that ledgers closed every 3.5 seconds as usual but there

were no transactions in at least the ledgers I have looked during this

period. Perhaps simply this is due to Ripple public S1 cluster

malfunctioning (since most services/people still use it instead of their

own node or alternative public nodes)?

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Anybody been following Galgitron on twitter... he seems to have not

only proven the opposing party wrong, but demonstrated that they

are liars... anybody?

FOOD

Gold Member

 3.8k

Posted October 13, 2020

For reference, I discovered this thread because it seemed to be

pointed to as definitive proof that the ledger halted..... here is what 

@galgitron  posted on twitter:

Seems he proved that the ledger never halted even though, from

what I understand, an employee of Ripple stated that it did....

anybody watching this on Twitter?  It's fascinating!  Also, I have to

admit, I never followed Galgitron very closely, but that guy is a

genius!

Anybody agree, disagree, or just want to say something?

Also, I can't get any work done because of this..... 

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Okay....so the plot thickens... here is the response backing up the

claim that the ledger halted:

In case anybody missed it, the "sailboat" is also "Galgitron".... okay

so I am trying to think this through objectively and the one thing that

sticks out is that the party stating/hinting at/misleading people to

believe the ledger was halted was openly encouraging people to

"figure it out on their own, as all the information, including dates is

readily available".... but it doesn't seem that even the savviest of

technical prowess would be able to spot the "halt"...IMO 

I'll stop.

nikb

Ripple Employee
 1.1k

Popular Post Posted October 13, 2020

The data that Galgitron is showing would not represent the issue:

he's post-processing ledgers based on the close_time field.

Here are the facts: sometime around midnight (UTC time!) on 2018-

11-14, the validator operated by data443 stopped issuing

validations. This persisted for almost 30 minutes and was probably

caused by a network or other outage as opposed to routine system

maintenance.

Shortly after, the rabbitkick.club validator operated by 

@ScottBranson  desynced (that's generally not a problem, the

Internet isn't a perfect network) and sporadically issued several

validations which propagated poorly and which other validators were

generally unable to acquire from the network. This lasted for almost 2

hours.

During this time, other validators continued to issue validations, but

due a bug, the "healthy" validators repeatedly switched working

branches for consensus and only issued partial validations,

which was what they were supposed to do per the protocol

design as the XRP Ledger values safety. Even though a quorum of

validators were periodically in agreement on the proper ledger, the

partial status on the validations prevented them from fully validating.

I personally restarted several of Ripple's validators, and other

validator operators restarted theirs. The restart effectively reset

the LedgerTrie state (it's ephemeral by design), which, in turn,

stopped those validators from switching working branches post-

restart, resolving the issue as the restarted validators began issuing

full, instead of partial validations for the ledgers during this incident.

This, by the way, is why the timeline, as represented by the

close_time field appears unaffected.

Post-incident, the team at Ripple invested a significant amount of

time troubleshooting the issue and proposed several improvements,

including a commit that improved the calculation of the preferred

ledger branch, added additional diagnostic checks to help making

troubleshooting easier, and introduced several unit tests to try and

exercise the LedgerTrie code more deeply.

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Thanks @nikb  ....

but to be clear, there really would not be a way for an ordinary

community member like myself (or the majority of xrp twitter

community) to locate and confirm the halt despite being given the

date and time it might have happened, correct?

I ask this because it appeared to me that the original intention (of the

hints and questions on twitter) was for the "xrp community" to do the

due diligence and figure this out on their own... almost seemed that it

was a surprise that nobody already did it as it was sooooo easy

(admittedly my own interpretation of what I've ingested on twitter) to

figure out.... BUT, there would be no way in heII anybody would have

been able to figure that out.... Or (and wouldn't surprise me) I totally

misread/misinterpreted a lot of stuff....

Seems a lot of confusion could have been avoided a long time ago if

what you had written above was posted days/weeks/months ago....

maybe at the beginning of this thread?

Thanks again for the quick and detailed information!

nikb

Ripple Employee
 1.1k

Posted October 13, 2020

If anyone was monitoring the validation stream they could have

detected it in real-time.

Galgitron dismisses the issue and traduces the good name of

others by relying on incorrect information and a flawed

understanding of the protocol and the incident.

By way of analogy, this would be like going through a diary and

claiming that just because a page is marked as “January 29, 2020”

the page must have, necessarily, been written on January 29, 2020

as opposed to a week later, and the timestamp only serves to

indicate that the events being described took place at that time.

Just now, EcneitapLatnem said:

Thanks @nikb  ....

but to be clear, there really would not be a way for an ordinary

community member like myself (or the majority of xrp twitter

community) to locate and confirm the halt despite being given the

date and time it might have happened, correct?

I ask this because it appeared to me that the original intention (of the

hints and questions on twitter) was for the "xrp community" to do the

due diligence and figure this out on their own... almost seemed that it

was a surprise that nobody already did it as it was sooooo easy

(admittedly my own interpretation of what I've ingested on twitter) to

figure out.... BUT, there would be no way in heII anybody would have

been able to figure that out.... Or (and wouldn't surprise me) I totally

misread/misinterpreted a lot of stuff....

Seems a lot of confusion could have been avoided a long time ago if

what you had written above was posted days/weeks/months ago....

maybe at the beginning of this thread?

Thanks again for the quick and detailed information!

Soup

Member
 18

S
Posted October 13, 2020

No company policy about airing dirty laundry?

39 minutes ago, nikb said:

The data that Galgitron is showing would not represent the issue:

he's post-processing ledgers based on the close_time field.

Here are the facts: sometime around midnight (UTC time!) on 2018-

11-14, the validator operated by data443 stopped issuing

validations. This persisted for almost 30 minutes and was probably

caused by a network or other outage as opposed to routine system

maintenance.

Shortly after, the rabbitkick.club validator operated by 

@ScottBranson  desynced (that's generally not a problem, the

Internet isn't a perfect network) and sporadically issued several

validations which propagated poorly and which other validators were

generally unable to acquire from the network. This lasted for almost 2

hours.

During this time, other validators continued to issue validations, but

due a bug, the "healthy" validators repeatedly switched working

branches for consensus and only issued partial validations,

which was what they were supposed to do per the protocol

design as the XRP Ledger values safety. Even though a quorum of

validators were periodically in agreement on the proper ledger, the

partial status on the validations prevented them from fully validating.

I personally restarted several of Ripple's validators, and other

validator operators restarted theirs. The restart effectively reset

the LedgerTrie state (it's ephemeral by design), which, in turn,

stopped those validators from switching working branches post-

restart, resolving the issue as the restarted validators began issuing

full, instead of partial validations for the ledgers during this incident.

This, by the way, is why the timeline, as represented by the

close_time field appears unaffected.

Post-incident, the team at Ripple invested a significant amount of

time troubleshooting the issue and proposed several improvements,

including a commit that improved the calculation of the preferred

ledger branch, added additional diagnostic checks to help making

troubleshooting easier, and introduced several unit tests to try and

exercise the LedgerTrie code more deeply.

nikb

Ripple Employee
 1.1k

Posted October 13, 2020 (edited)

Dirty laundry? What? 

I answered a question people had about an incident that occurred on

the open, permissionless and publicly accessible XRP Ledger.

I don’t see this as “airing dirty laundry” nor do I feel it’s a bad idea for

incidents to be discussed and evaluated so lessons can be learned.

Edited October 13, 2020 by nikb

Wrote "good idea" instead of "bad idea" accidentally reversing my

intent.

2 hours ago, Soup said:

No company policy about airing dirty laundry?

Soup

Member
 18

S
Posted October 13, 2020

Your casting doubt on the health of the company's cash cow. I doubt

Ripple loves the clarification. 

Just now, nikb said:

Dirty laundry? What? 

I answered a question people had about an incident that occurred on

the open, permissionless and publicly accessible XRP Ledger.

I don’t see this as “airing dirty laundry” nor do I feel it’s a good idea

for incidents to be discussed and evaluated so lessons can be

learned.

nikb

Ripple Employee
 1.1k

Posted October 13, 2020

I am not casting doubt on anything. I’m explaining an incident

which occurred on a public blockchain.

You may prefer to stick your head in the sand, but I don’t and I doubt

that Ripple does.

Just now, Soup said:

Your casting doubt on the health of the company's cash cow. I doubt

Ripple loves the clarification. 

Soup

Member
 18

S
Posted October 13, 2020

Well, I bet the business side of the house prefers the issue fixed and

forgotten and not used as a means to cast doubt on the network and

its future prospects.

1 minute ago, nikb said:

I am not casting doubt on anything. I’m explaining an incident

which occurred on a public blockchain.

You may prefer to stick your head in the sand, but I don’t and I doubt

that Ripple does.

nikb

Ripple Employee
 1.1k

Popular Post Posted October 13, 2020

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.

3 minutes ago, Soup said:

Well, I bet the business side of the house prefers the issue fixed and

forgotten and not used as a means to cast doubt on the network and

its future prospects.

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Amen!

2 minutes ago, nikb said:

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.

Soup

Member
 18

S
Posted October 13, 2020

That sounds great, but no progress was made by the substantiation.

It only emboldens FUD, but what do I know??? I'm only HODLing and

remaining poor. 

4 minutes ago, nikb said:

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.
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nikb
October 13, 2020

The data that Galgitron is showing would not

represent the issue: he's post-processing

ledgers based on the close_time field. Here are

the facts: sometime around midnight (UTC time!)

on 2018-11-1

nikb
October 13, 2020

Nothing casts more doubt that uncertainty and

secrets. We all benefit when issues are

discussed, analyzed and understood because

the net result is a better, stronger network.

nikb
October 14, 2020

Good question. I wish I had a better answer for

you, but it boils down to this: The company was

using JIRA for everything else, and management

wanted to be able to monitor the work we were

doing

Home  XRP  Technical Discussion 

the network is down
?

By yxxyun, 
November 14, 2018 in Technical Discussion
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velmet

Member
 120

V
Posted November 14, 2018

If you look at individual ledgers during roughly an hour this occurred

it seems that ledgers closed every 3.5 seconds as usual but there

were no transactions in at least the ledgers I have looked during this

period. Perhaps simply this is due to Ripple public S1 cluster

malfunctioning (since most services/people still use it instead of their

own node or alternative public nodes)?

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Anybody been following Galgitron on twitter... he seems to have not

only proven the opposing party wrong, but demonstrated that they

are liars... anybody?

FOOD

Gold Member

 3.8k

Posted October 13, 2020

For reference, I discovered this thread because it seemed to be

pointed to as definitive proof that the ledger halted..... here is what 

@galgitron  posted on twitter:

Seems he proved that the ledger never halted even though, from

what I understand, an employee of Ripple stated that it did....

anybody watching this on Twitter?  It's fascinating!  Also, I have to

admit, I never followed Galgitron very closely, but that guy is a

genius!

Anybody agree, disagree, or just want to say something?

Also, I can't get any work done because of this..... 

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Okay....so the plot thickens... here is the response backing up the

claim that the ledger halted:

In case anybody missed it, the "sailboat" is also "Galgitron".... okay

so I am trying to think this through objectively and the one thing that

sticks out is that the party stating/hinting at/misleading people to

believe the ledger was halted was openly encouraging people to

"figure it out on their own, as all the information, including dates is

readily available".... but it doesn't seem that even the savviest of

technical prowess would be able to spot the "halt"...IMO 

What am I missing here?  Am I the only one as fascinated by all

this....?  Is there a there here? Is this all nothing...... stay tuned... Lol,

I'll stop.

nikb

Ripple Employee
 1.1k

Popular Post Posted October 13, 2020

The data that Galgitron is showing would not represent the issue:

he's post-processing ledgers based on the close_time field.

Here are the facts: sometime around midnight (UTC time!) on 2018-

11-14, the validator operated by data443 stopped issuing

validations. This persisted for almost 30 minutes and was probably

caused by a network or other outage as opposed to routine system

maintenance.

Shortly after, the rabbitkick.club validator operated by 

@ScottBranson  desynced (that's generally not a problem, the

Internet isn't a perfect network) and sporadically issued several

validations which propagated poorly and which other validators were

generally unable to acquire from the network. This lasted for almost 2

hours.

During this time, other validators continued to issue validations, but

due a bug, the "healthy" validators repeatedly switched working

branches for consensus and only issued partial validations,

which was what they were supposed to do per the protocol

design as the XRP Ledger values safety. Even though a quorum of

validators were periodically in agreement on the proper ledger, the

partial status on the validations prevented them from fully validating.

I personally restarted several of Ripple's validators, and other

validator operators restarted theirs. The restart effectively reset

the LedgerTrie state (it's ephemeral by design), which, in turn,

stopped those validators from switching working branches post-

restart, resolving the issue as the restarted validators began issuing

full, instead of partial validations for the ledgers during this incident.

This, by the way, is why the timeline, as represented by the

close_time field appears unaffected.

Post-incident, the team at Ripple invested a significant amount of

time troubleshooting the issue and proposed several improvements,

including a commit that improved the calculation of the preferred

ledger branch, added additional diagnostic checks to help making

troubleshooting easier, and introduced several unit tests to try and

exercise the LedgerTrie code more deeply.

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Thanks @nikb  ....

but to be clear, there really would not be a way for an ordinary

community member like myself (or the majority of xrp twitter

community) to locate and confirm the halt despite being given the

date and time it might have happened, correct?

I ask this because it appeared to me that the original intention (of the

hints and questions on twitter) was for the "xrp community" to do the

due diligence and figure this out on their own... almost seemed that it

was a surprise that nobody already did it as it was sooooo easy

(admittedly my own interpretation of what I've ingested on twitter) to

figure out.... BUT, there would be no way in heII anybody would have

been able to figure that out.... Or (and wouldn't surprise me) I totally

misread/misinterpreted a lot of stuff....

maybe at the beginning of this thread?

Thanks again for the quick and detailed information!

nikb

Ripple Employee
 1.1k

Posted October 13, 2020

If anyone was monitoring the validation stream they could have

detected it in real-time.

Galgitron dismisses the issue and traduces the good name of

others by relying on incorrect information and a flawed

understanding of the protocol and the incident.

By way of analogy, this would be like going through a diary and

claiming that just because a page is marked as “January 29, 2020”

the page must have, necessarily, been written on January 29, 2020

as opposed to a week later, and the timestamp only serves to

indicate that the events being described took place at that time.

Just now, EcneitapLatnem said:

Thanks @nikb  ....

but to be clear, there really would not be a way for an ordinary

community member like myself (or the majority of xrp twitter

community) to locate and confirm the halt despite being given the

date and time it might have happened, correct?

I ask this because it appeared to me that the original intention (of the

hints and questions on twitter) was for the "xrp community" to do the

due diligence and figure this out on their own... almost seemed that it

was a surprise that nobody already did it as it was sooooo easy

(admittedly my own interpretation of what I've ingested on twitter) to

figure out.... BUT, there would be no way in heII anybody would have

been able to figure that out.... Or (and wouldn't surprise me) I totally

misread/misinterpreted a lot of stuff....

Seems a lot of confusion could have been avoided a long time ago if

what you had written above was posted days/weeks/months ago....

maybe at the beginning of this thread?

Thanks again for the quick and detailed information!

Soup

Member
 18

S
Posted October 13, 2020

No company policy about airing dirty laundry?

39 minutes ago, nikb said:

The data that Galgitron is showing would not represent the issue:

he's post-processing ledgers based on the close_time field.

Here are the facts: sometime around midnight (UTC time!) on 2018-

11-14, the validator operated by data443 stopped issuing

validations. This persisted for almost 30 minutes and was probably

caused by a network or other outage as opposed to routine system

maintenance.

Shortly after, the rabbitkick.club validator operated by 

@ScottBranson  desynced (that's generally not a problem, the

Internet isn't a perfect network) and sporadically issued several

validations which propagated poorly and which other validators were

generally unable to acquire from the network. This lasted for almost 2

hours.

During this time, other validators continued to issue validations, but

due a bug, the "healthy" validators repeatedly switched working

branches for consensus and only issued partial validations,

which was what they were supposed to do per the protocol

design as the XRP Ledger values safety. Even though a quorum of

validators were periodically in agreement on the proper ledger, the

partial status on the validations prevented them from fully validating.

I personally restarted several of Ripple's validators, and other

validator operators restarted theirs. The restart effectively reset

the LedgerTrie state (it's ephemeral by design), which, in turn,

stopped those validators from switching working branches post-

restart, resolving the issue as the restarted validators began issuing

full, instead of partial validations for the ledgers during this incident.

This, by the way, is why the timeline, as represented by the

close_time field appears unaffected.

Post-incident, the team at Ripple invested a significant amount of

time troubleshooting the issue and proposed several improvements,

including a commit that improved the calculation of the preferred

ledger branch, added additional diagnostic checks to help making

troubleshooting easier, and introduced several unit tests to try and

exercise the LedgerTrie code more deeply.

nikb

Ripple Employee
 1.1k

Posted October 13, 2020 (edited)

Dirty laundry? What? 

I answered a question people had about an incident that occurred on

the open, permissionless and publicly accessible XRP Ledger.

I don’t see this as “airing dirty laundry” nor do I feel it’s a bad idea for

incidents to be discussed and evaluated so lessons can be learned.

Edited October 13, 2020 by nikb

Wrote "good idea" instead of "bad idea" accidentally reversing my

intent.

2 hours ago, Soup said:

No company policy about airing dirty laundry?

Soup

Member
 18

S
Posted October 13, 2020

Your casting doubt on the health of the company's cash cow. I doubt

Ripple loves the clarification. 

Just now, nikb said:

Dirty laundry? What? 

I answered a question people had about an incident that occurred on

the open, permissionless and publicly accessible XRP Ledger.

I don’t see this as “airing dirty laundry” nor do I feel it’s a good idea

for incidents to be discussed and evaluated so lessons can be

learned.

nikb

Ripple Employee
 1.1k

Posted October 13, 2020

I am not casting doubt on anything. I’m explaining an incident

which occurred on a public blockchain.

You may prefer to stick your head in the sand, but I don’t and I doubt

that Ripple does.

Just now, Soup said:

Your casting doubt on the health of the company's cash cow. I doubt

Ripple loves the clarification. 

Soup

Member
 18

S
Posted October 13, 2020

Well, I bet the business side of the house prefers the issue fixed and

forgotten and not used as a means to cast doubt on the network and

its future prospects.

1 minute ago, nikb said:

I am not casting doubt on anything. I’m explaining an incident

which occurred on a public blockchain.

You may prefer to stick your head in the sand, but I don’t and I doubt

that Ripple does.

nikb

Ripple Employee
 1.1k

Popular Post Posted October 13, 2020

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.

3 minutes ago, Soup said:

Well, I bet the business side of the house prefers the issue fixed and

forgotten and not used as a means to cast doubt on the network and

its future prospects.

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Amen!

2 minutes ago, nikb said:

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.

Soup

Member
 18

S
Posted October 13, 2020

That sounds great, but no progress was made by the substantiation.

It only emboldens FUD, but what do I know??? I'm only HODLing and

remaining poor. 

4 minutes ago, nikb said:

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.
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nikb
October 13, 2020

The data that Galgitron is showing would not

represent the issue: he's post-processing

ledgers based on the close_time field. Here are

the facts: sometime around midnight (UTC time!)

on 2018-11-1

nikb
October 13, 2020

Nothing casts more doubt that uncertainty and

secrets. We all benefit when issues are

discussed, analyzed and understood because

the net result is a better, stronger network.

nikb
October 14, 2020

Good question. I wish I had a better answer for

you, but it boils down to this: The company was

using JIRA for everything else, and management

wanted to be able to monitor the work we were

doing
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velmet

Member
 120

V
Posted November 14, 2018

If you look at individual ledgers during roughly an hour this occurred

it seems that ledgers closed every 3.5 seconds as usual but there

were no transactions in at least the ledgers I have looked during this

period. Perhaps simply this is due to Ripple public S1 cluster

malfunctioning (since most services/people still use it instead of their

own node or alternative public nodes)?

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Anybody been following Galgitron on twitter... he seems to have not

only proven the opposing party wrong, but demonstrated that they

are liars... anybody?

FOOD

Gold Member

 3.8k

Posted October 13, 2020

For reference, I discovered this thread because it seemed to be

pointed to as definitive proof that the ledger halted..... here is what 

@galgitron  posted on twitter:

Seems he proved that the ledger never halted even though, from

what I understand, an employee of Ripple stated that it did....

anybody watching this on Twitter?  It's fascinating!  Also, I have to

admit, I never followed Galgitron very closely, but that guy is a

genius!

Anybody agree, disagree, or just want to say something?

Also, I can't get any work done because of this..... 

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Okay....so the plot thickens... here is the response backing up the

claim that the ledger halted:

In case anybody missed it, the "sailboat" is also "Galgitron".... okay

so I am trying to think this through objectively and the one thing that

sticks out is that the party stating/hinting at/misleading people to

believe the ledger was halted was openly encouraging people to

"figure it out on their own, as all the information, including dates is

readily available".... but it doesn't seem that even the savviest of

technical prowess would be able to spot the "halt"...IMO 

What am I missing here?  Am I the only one as fascinated by all

this....?  Is there a there here? Is this all nothing...... stay tuned... Lol,

I'll stop.

nikb

Ripple Employee
 1.1k

Popular Post Posted October 13, 2020

The data that Galgitron is showing would not represent the issue:

he's post-processing ledgers based on the close_time field.

Here are the facts: sometime around midnight (UTC time!) on 2018-

11-14, the validator operated by data443 stopped issuing

validations. This persisted for almost 30 minutes and was probably

caused by a network or other outage as opposed to routine system

maintenance.

Shortly after, the rabbitkick.club validator operated by 

@ScottBranson  desynced (that's generally not a problem, the

Internet isn't a perfect network) and sporadically issued several

validations which propagated poorly and which other validators were

generally unable to acquire from the network. This lasted for almost 2

hours.

During this time, other validators continued to issue validations, but

due a bug, the "healthy" validators repeatedly switched working

branches for consensus and only issued partial validations,

which was what they were supposed to do per the protocol

design as the XRP Ledger values safety. Even though a quorum of

validators were periodically in agreement on the proper ledger, the

partial status on the validations prevented them from fully validating.

I personally restarted several of Ripple's validators, and other

validator operators restarted theirs. The restart effectively reset

the LedgerTrie state (it's ephemeral by design), which, in turn,

stopped those validators from switching working branches post-

restart, resolving the issue as the restarted validators began issuing

full, instead of partial validations for the ledgers during this incident.

This, by the way, is why the timeline, as represented by the

close_time field appears unaffected.

Post-incident, the team at Ripple invested a significant amount of

time troubleshooting the issue and proposed several improvements,

including a commit that improved the calculation of the preferred

ledger branch, added additional diagnostic checks to help making

troubleshooting easier, and introduced several unit tests to try and

exercise the LedgerTrie code more deeply.

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Thanks @nikb  ....

but to be clear, there really would not be a way for an ordinary

community member like myself (or the majority of xrp twitter

community) to locate and confirm the halt despite being given the

date and time it might have happened, correct?

I ask this because it appeared to me that the original intention (of the

hints and questions on twitter) was for the "xrp community" to do the

due diligence and figure this out on their own... almost seemed that it

was a surprise that nobody already did it as it was sooooo easy

(admittedly my own interpretation of what I've ingested on twitter) to

figure out.... BUT, there would be no way in heII anybody would have

been able to figure that out.... Or (and wouldn't surprise me) I totally

misread/misinterpreted a lot of stuff....

Seems a lot of confusion could have been avoided a long time ago if

what you had written above was posted days/weeks/months ago....

maybe at the beginning of this thread?

Thanks again for the quick and detailed information!

nikb

Ripple Employee
 1.1k

Posted October 13, 2020

If anyone was monitoring the validation stream they could have

detected it in real-time.

Galgitron dismisses the issue and traduces the good name of

others by relying on incorrect information and a flawed

understanding of the protocol and the incident.

By way of analogy, this would be like going through a diary and

claiming that just because a page is marked as “January 29, 2020”

the page must have, necessarily, been written on January 29, 2020

as opposed to a week later, and the timestamp only serves to

indicate that the events being described took place at that time.

Just now, EcneitapLatnem said:

Thanks @nikb  ....

but to be clear, there really would not be a way for an ordinary

community member like myself (or the majority of xrp twitter

community) to locate and confirm the halt despite being given the

date and time it might have happened, correct?

I ask this because it appeared to me that the original intention (of the

hints and questions on twitter) was for the "xrp community" to do the

due diligence and figure this out on their own... almost seemed that it

was a surprise that nobody already did it as it was sooooo easy

(admittedly my own interpretation of what I've ingested on twitter) to

figure out.... BUT, there would be no way in heII anybody would have

been able to figure that out.... Or (and wouldn't surprise me) I totally

misread/misinterpreted a lot of stuff....

Seems a lot of confusion could have been avoided a long time ago if

what you had written above was posted days/weeks/months ago....

maybe at the beginning of this thread?

Thanks again for the quick and detailed information!

Soup

Member
 18

S
Posted October 13, 2020

No company policy about airing dirty laundry?

39 minutes ago, nikb said:

The data that Galgitron is showing would not represent the issue:

he's post-processing ledgers based on the close_time field.

Here are the facts: sometime around midnight (UTC time!) on 2018-

11-14, the validator operated by data443 stopped issuing

validations. This persisted for almost 30 minutes and was probably

caused by a network or other outage as opposed to routine system

maintenance.

Shortly after, the rabbitkick.club validator operated by 

@ScottBranson  desynced (that's generally not a problem, the

Internet isn't a perfect network) and sporadically issued several

validations which propagated poorly and which other validators were

generally unable to acquire from the network. This lasted for almost 2

hours.

During this time, other validators continued to issue validations, but

which was what they were supposed to do per the protocol

design as the XRP Ledger values safety. Even though a quorum of

validators were periodically in agreement on the proper ledger, the

partial status on the validations prevented them from fully validating.

I personally restarted several of Ripple's validators, and other

validator operators restarted theirs. The restart effectively reset

the LedgerTrie state (it's ephemeral by design), which, in turn,

stopped those validators from switching working branches post-

restart, resolving the issue as the restarted validators began issuing

full, instead of partial validations for the ledgers during this incident.

This, by the way, is why the timeline, as represented by the

close_time field appears unaffected.

Post-incident, the team at Ripple invested a significant amount of

time troubleshooting the issue and proposed several improvements,

including a commit that improved the calculation of the preferred

ledger branch, added additional diagnostic checks to help making

troubleshooting easier, and introduced several unit tests to try and

exercise the LedgerTrie code more deeply.

nikb

Ripple Employee
 1.1k

Posted October 13, 2020 (edited)

Dirty laundry? What? 

I answered a question people had about an incident that occurred on

the open, permissionless and publicly accessible XRP Ledger.

I don’t see this as “airing dirty laundry” nor do I feel it’s a bad idea for

incidents to be discussed and evaluated so lessons can be learned.

Edited October 13, 2020 by nikb

Wrote "good idea" instead of "bad idea" accidentally reversing my

intent.

2 hours ago, Soup said:

No company policy about airing dirty laundry?

Soup

Member
 18

S
Posted October 13, 2020

Your casting doubt on the health of the company's cash cow. I doubt

Ripple loves the clarification. 

Just now, nikb said:

Dirty laundry? What? 

I answered a question people had about an incident that occurred on

the open, permissionless and publicly accessible XRP Ledger.

I don’t see this as “airing dirty laundry” nor do I feel it’s a good idea

for incidents to be discussed and evaluated so lessons can be

learned.

nikb

Ripple Employee
 1.1k

Posted October 13, 2020

I am not casting doubt on anything. I’m explaining an incident

which occurred on a public blockchain.

You may prefer to stick your head in the sand, but I don’t and I doubt

that Ripple does.

Just now, Soup said:

Your casting doubt on the health of the company's cash cow. I doubt

Ripple loves the clarification. 

Soup

Member
 18

S
Posted October 13, 2020

Well, I bet the business side of the house prefers the issue fixed and

forgotten and not used as a means to cast doubt on the network and

its future prospects.

1 minute ago, nikb said:

I am not casting doubt on anything. I’m explaining an incident

which occurred on a public blockchain.

You may prefer to stick your head in the sand, but I don’t and I doubt

that Ripple does.

nikb

Ripple Employee
 1.1k

Popular Post Posted October 13, 2020

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.

3 minutes ago, Soup said:

Well, I bet the business side of the house prefers the issue fixed and

forgotten and not used as a means to cast doubt on the network and

its future prospects.

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Amen!

2 minutes ago, nikb said:

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.

Soup

Member
 18

S
Posted October 13, 2020

That sounds great, but no progress was made by the substantiation.

It only emboldens FUD, but what do I know??? I'm only HODLing and

remaining poor. 

4 minutes ago, nikb said:

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.
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nikb
October 13, 2020

The data that Galgitron is showing would not

represent the issue: he's post-processing

ledgers based on the close_time field. Here are

the facts: sometime around midnight (UTC time!)

on 2018-11-1

nikb
October 13, 2020

Nothing casts more doubt that uncertainty and

secrets. We all benefit when issues are

discussed, analyzed and understood because

the net result is a better, stronger network.

nikb
October 14, 2020

Good question. I wish I had a better answer for

you, but it boils down to this: The company was

using JIRA for everything else, and management

wanted to be able to monitor the work we were

doing
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velmet

Member
 120

V
Posted November 14, 2018

If you look at individual ledgers during roughly an hour this occurred

it seems that ledgers closed every 3.5 seconds as usual but there

were no transactions in at least the ledgers I have looked during this

period. Perhaps simply this is due to Ripple public S1 cluster

malfunctioning (since most services/people still use it instead of their

own node or alternative public nodes)?

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Anybody been following Galgitron on twitter... he seems to have not

only proven the opposing party wrong, but demonstrated that they

are liars... anybody?

FOOD

Gold Member

 3.8k

Posted October 13, 2020

For reference, I discovered this thread because it seemed to be

pointed to as definitive proof that the ledger halted..... here is what 

@galgitron  posted on twitter:

Seems he proved that the ledger never halted even though, from

what I understand, an employee of Ripple stated that it did....

anybody watching this on Twitter?  It's fascinating!  Also, I have to

admit, I never followed Galgitron very closely, but that guy is a

genius!

Anybody agree, disagree, or just want to say something?

Also, I can't get any work done because of this..... 

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Okay....so the plot thickens... here is the response backing up the

claim that the ledger halted:

In case anybody missed it, the "sailboat" is also "Galgitron".... okay

so I am trying to think this through objectively and the one thing that

sticks out is that the party stating/hinting at/misleading people to

believe the ledger was halted was openly encouraging people to

"figure it out on their own, as all the information, including dates is

readily available".... but it doesn't seem that even the savviest of

technical prowess would be able to spot the "halt"...IMO 

What am I missing here?  Am I the only one as fascinated by all

this....?  Is there a there here? Is this all nothing...... stay tuned... Lol,

I'll stop.

nikb

Ripple Employee
 1.1k

Popular Post Posted October 13, 2020

The data that Galgitron is showing would not represent the issue:

he's post-processing ledgers based on the close_time field.

Here are the facts: sometime around midnight (UTC time!) on 2018-

11-14, the validator operated by data443 stopped issuing

validations. This persisted for almost 30 minutes and was probably

caused by a network or other outage as opposed to routine system

maintenance.

Shortly after, the rabbitkick.club validator operated by 

@ScottBranson  desynced (that's generally not a problem, the

Internet isn't a perfect network) and sporadically issued several

validations which propagated poorly and which other validators were

generally unable to acquire from the network. This lasted for almost 2

hours.

During this time, other validators continued to issue validations, but

due a bug, the "healthy" validators repeatedly switched working

branches for consensus and only issued partial validations,

which was what they were supposed to do per the protocol

design as the XRP Ledger values safety. Even though a quorum of

validators were periodically in agreement on the proper ledger, the

partial status on the validations prevented them from fully validating.

I personally restarted several of Ripple's validators, and other

validator operators restarted theirs. The restart effectively reset

the LedgerTrie state (it's ephemeral by design), which, in turn,

stopped those validators from switching working branches post-

restart, resolving the issue as the restarted validators began issuing

full, instead of partial validations for the ledgers during this incident.

This, by the way, is why the timeline, as represented by the

close_time field appears unaffected.

Post-incident, the team at Ripple invested a significant amount of

time troubleshooting the issue and proposed several improvements,

including a commit that improved the calculation of the preferred

ledger branch, added additional diagnostic checks to help making

troubleshooting easier, and introduced several unit tests to try and

exercise the LedgerTrie code more deeply.

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Thanks @nikb  ....

but to be clear, there really would not be a way for an ordinary

community member like myself (or the majority of xrp twitter

community) to locate and confirm the halt despite being given the

date and time it might have happened, correct?

I ask this because it appeared to me that the original intention (of the

hints and questions on twitter) was for the "xrp community" to do the

due diligence and figure this out on their own... almost seemed that it

was a surprise that nobody already did it as it was sooooo easy

(admittedly my own interpretation of what I've ingested on twitter) to

figure out.... BUT, there would be no way in heII anybody would have

been able to figure that out.... Or (and wouldn't surprise me) I totally

misread/misinterpreted a lot of stuff....

Seems a lot of confusion could have been avoided a long time ago if

what you had written above was posted days/weeks/months ago....

maybe at the beginning of this thread?

Thanks again for the quick and detailed information!

nikb

Ripple Employee
 1.1k

Posted October 13, 2020

If anyone was monitoring the validation stream they could have

detected it in real-time.

Galgitron dismisses the issue and traduces the good name of

others by relying on incorrect information and a flawed

understanding of the protocol and the incident.

By way of analogy, this would be like going through a diary and

claiming that just because a page is marked as “January 29, 2020”

the page must have, necessarily, been written on January 29, 2020

as opposed to a week later, and the timestamp only serves to

indicate that the events being described took place at that time.

Just now, EcneitapLatnem said:

Thanks @nikb  ....

but to be clear, there really would not be a way for an ordinary

community member like myself (or the majority of xrp twitter

community) to locate and confirm the halt despite being given the

date and time it might have happened, correct?

I ask this because it appeared to me that the original intention (of the

hints and questions on twitter) was for the "xrp community" to do the

due diligence and figure this out on their own... almost seemed that it

was a surprise that nobody already did it as it was sooooo easy

(admittedly my own interpretation of what I've ingested on twitter) to

figure out.... BUT, there would be no way in heII anybody would have

been able to figure that out.... Or (and wouldn't surprise me) I totally

misread/misinterpreted a lot of stuff....

Seems a lot of confusion could have been avoided a long time ago if

what you had written above was posted days/weeks/months ago....

maybe at the beginning of this thread?

Thanks again for the quick and detailed information!

Soup

Member
 18

S
Posted October 13, 2020

No company policy about airing dirty laundry?

39 minutes ago, nikb said:

The data that Galgitron is showing would not represent the issue:

he's post-processing ledgers based on the close_time field.

Here are the facts: sometime around midnight (UTC time!) on 2018-

11-14, the validator operated by data443 stopped issuing

validations. This persisted for almost 30 minutes and was probably

caused by a network or other outage as opposed to routine system

maintenance.

Shortly after, the rabbitkick.club validator operated by 

@ScottBranson  desynced (that's generally not a problem, the

Internet isn't a perfect network) and sporadically issued several

validations which propagated poorly and which other validators were

generally unable to acquire from the network. This lasted for almost 2

hours.

During this time, other validators continued to issue validations, but

due a bug, the "healthy" validators repeatedly switched working

branches for consensus and only issued partial validations,

which was what they were supposed to do per the protocol

design as the XRP Ledger values safety. Even though a quorum of

validators were periodically in agreement on the proper ledger, the

partial status on the validations prevented them from fully validating.

I personally restarted several of Ripple's validators, and other

validator operators restarted theirs. The restart effectively reset

the LedgerTrie state (it's ephemeral by design), which, in turn,

stopped those validators from switching working branches post-

restart, resolving the issue as the restarted validators began issuing

full, instead of partial validations for the ledgers during this incident.

This, by the way, is why the timeline, as represented by the

close_time field appears unaffected.

Post-incident, the team at Ripple invested a significant amount of

time troubleshooting the issue and proposed several improvements,

including a commit that improved the calculation of the preferred

ledger branch, added additional diagnostic checks to help making

troubleshooting easier, and introduced several unit tests to try and

exercise the LedgerTrie code more deeply.

nikb

Ripple Employee
 1.1k

Posted October 13, 2020 (edited)

Dirty laundry? What? 

I answered a question people had about an incident that occurred on

the open, permissionless and publicly accessible XRP Ledger.

I don’t see this as “airing dirty laundry” nor do I feel it’s a bad idea for

incidents to be discussed and evaluated so lessons can be learned.

Edited October 13, 2020 by nikb

Wrote "good idea" instead of "bad idea" accidentally reversing my

intent.

2 hours ago, Soup said:

No company policy about airing dirty laundry?

Soup

Member
 18

S
Posted October 13, 2020

Your casting doubt on the health of the company's cash cow. I doubt

Ripple loves the clarification. 

Just now, nikb said:

Dirty laundry? What? 

I answered a question people had about an incident that occurred on

the open, permissionless and publicly accessible XRP Ledger.

I don’t see this as “airing dirty laundry” nor do I feel it’s a good idea

for incidents to be discussed and evaluated so lessons can be

learned.

nikb

Ripple Employee
 1.1k

Posted October 13, 2020

I am not casting doubt on anything. I’m explaining an incident

which occurred on a public blockchain.

You may prefer to stick your head in the sand, but I don’t and I doubt

Just now, Soup said:

Your casting doubt on the health of the company's cash cow. I doubt

Ripple loves the clarification. 

Soup

Member
 18

S
Posted October 13, 2020

Well, I bet the business side of the house prefers the issue fixed and

forgotten and not used as a means to cast doubt on the network and

its future prospects.

1 minute ago, nikb said:

I am not casting doubt on anything. I’m explaining an incident

which occurred on a public blockchain.

You may prefer to stick your head in the sand, but I don’t and I doubt

that Ripple does.

nikb

Ripple Employee
 1.1k

Popular Post Posted October 13, 2020

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.

3 minutes ago, Soup said:

Well, I bet the business side of the house prefers the issue fixed and

forgotten and not used as a means to cast doubt on the network and

its future prospects.

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Amen!

2 minutes ago, nikb said:

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.

Soup

Member
 18

S
Posted October 13, 2020

That sounds great, but no progress was made by the substantiation.

It only emboldens FUD, but what do I know??? I'm only HODLing and

remaining poor. 

4 minutes ago, nikb said:

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.
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nikb
October 13, 2020

The data that Galgitron is showing would not

represent the issue: he's post-processing

ledgers based on the close_time field. Here are

the facts: sometime around midnight (UTC time!)

on 2018-11-1

nikb
October 13, 2020

Nothing casts more doubt that uncertainty and

secrets. We all benefit when issues are

discussed, analyzed and understood because

the net result is a better, stronger network.

nikb
October 14, 2020

Good question. I wish I had a better answer for

you, but it boils down to this: The company was

using JIRA for everything else, and management

wanted to be able to monitor the work we were

doing

Home  XRP  Technical Discussion 

the network is down
?

By yxxyun, 
November 14, 2018 in Technical Discussion
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velmet

Member
 120

V
Posted November 14, 2018

If you look at individual ledgers during roughly an hour this occurred

it seems that ledgers closed every 3.5 seconds as usual but there

were no transactions in at least the ledgers I have looked during this

period. Perhaps simply this is due to Ripple public S1 cluster

malfunctioning (since most services/people still use it instead of their

own node or alternative public nodes)?

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Anybody been following Galgitron on twitter... he seems to have not

only proven the opposing party wrong, but demonstrated that they

are liars... anybody?

FOOD

Gold Member

 3.8k

Posted October 13, 2020

For reference, I discovered this thread because it seemed to be

pointed to as definitive proof that the ledger halted..... here is what 

@galgitron  posted on twitter:

Seems he proved that the ledger never halted even though, from

what I understand, an employee of Ripple stated that it did....

anybody watching this on Twitter?  It's fascinating!  Also, I have to

admit, I never followed Galgitron very closely, but that guy is a

genius!

Anybody agree, disagree, or just want to say something?

Also, I can't get any work done because of this..... 

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Okay....so the plot thickens... here is the response backing up the

claim that the ledger halted:

In case anybody missed it, the "sailboat" is also "Galgitron".... okay

so I am trying to think this through objectively and the one thing that

sticks out is that the party stating/hinting at/misleading people to

believe the ledger was halted was openly encouraging people to

"figure it out on their own, as all the information, including dates is

readily available".... but it doesn't seem that even the savviest of

technical prowess would be able to spot the "halt"...IMO 

What am I missing here?  Am I the only one as fascinated by all

this....?  Is there a there here? Is this all nothing...... stay tuned... Lol,

I'll stop.

nikb

Ripple Employee
 1.1k

Popular Post Posted October 13, 2020

The data that Galgitron is showing would not represent the issue:

he's post-processing ledgers based on the close_time field.

Here are the facts: sometime around midnight (UTC time!) on 2018-

11-14, the validator operated by data443 stopped issuing

validations. This persisted for almost 30 minutes and was probably

caused by a network or other outage as opposed to routine system

maintenance.

Shortly after, the rabbitkick.club validator operated by 

@ScottBranson  desynced (that's generally not a problem, the

Internet isn't a perfect network) and sporadically issued several

validations which propagated poorly and which other validators were

generally unable to acquire from the network. This lasted for almost 2

hours.

During this time, other validators continued to issue validations, but

due a bug, the "healthy" validators repeatedly switched working

branches for consensus and only issued partial validations,

which was what they were supposed to do per the protocol

design as the XRP Ledger values safety. Even though a quorum of

validators were periodically in agreement on the proper ledger, the

partial status on the validations prevented them from fully validating.

I personally restarted several of Ripple's validators, and other

validator operators restarted theirs. The restart effectively reset

the LedgerTrie state (it's ephemeral by design), which, in turn,

stopped those validators from switching working branches post-

restart, resolving the issue as the restarted validators began issuing

full, instead of partial validations for the ledgers during this incident.

This, by the way, is why the timeline, as represented by the

close_time field appears unaffected.

Post-incident, the team at Ripple invested a significant amount of

time troubleshooting the issue and proposed several improvements,

including a commit that improved the calculation of the preferred

ledger branch, added additional diagnostic checks to help making

troubleshooting easier, and introduced several unit tests to try and

exercise the LedgerTrie code more deeply.

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Thanks @nikb  ....

but to be clear, there really would not be a way for an ordinary

community member like myself (or the majority of xrp twitter

community) to locate and confirm the halt despite being given the

date and time it might have happened, correct?

I ask this because it appeared to me that the original intention (of the

hints and questions on twitter) was for the "xrp community" to do the

due diligence and figure this out on their own... almost seemed that it

was a surprise that nobody already did it as it was sooooo easy

(admittedly my own interpretation of what I've ingested on twitter) to

figure out.... BUT, there would be no way in heII anybody would have

been able to figure that out.... Or (and wouldn't surprise me) I totally

misread/misinterpreted a lot of stuff....

Seems a lot of confusion could have been avoided a long time ago if

what you had written above was posted days/weeks/months ago....

maybe at the beginning of this thread?

Thanks again for the quick and detailed information!

nikb

Ripple Employee
 1.1k

Posted October 13, 2020

If anyone was monitoring the validation stream they could have

detected it in real-time.

Galgitron dismisses the issue and traduces the good name of

others by relying on incorrect information and a flawed

understanding of the protocol and the incident.

By way of analogy, this would be like going through a diary and

claiming that just because a page is marked as “January 29, 2020”

the page must have, necessarily, been written on January 29, 2020

as opposed to a week later, and the timestamp only serves to

indicate that the events being described took place at that time.

Just now, EcneitapLatnem said:

Thanks @nikb  ....

but to be clear, there really would not be a way for an ordinary

community member like myself (or the majority of xrp twitter

community) to locate and confirm the halt despite being given the

date and time it might have happened, correct?

I ask this because it appeared to me that the original intention (of the

hints and questions on twitter) was for the "xrp community" to do the

due diligence and figure this out on their own... almost seemed that it

was a surprise that nobody already did it as it was sooooo easy

(admittedly my own interpretation of what I've ingested on twitter) to

figure out.... BUT, there would be no way in heII anybody would have

been able to figure that out.... Or (and wouldn't surprise me) I totally

misread/misinterpreted a lot of stuff....

Seems a lot of confusion could have been avoided a long time ago if

what you had written above was posted days/weeks/months ago....

maybe at the beginning of this thread?

Thanks again for the quick and detailed information!

Soup

Member
 18

S
Posted October 13, 2020

No company policy about airing dirty laundry?

39 minutes ago, nikb said:

The data that Galgitron is showing would not represent the issue:

he's post-processing ledgers based on the close_time field.

Here are the facts: sometime around midnight (UTC time!) on 2018-

11-14, the validator operated by data443 stopped issuing

validations. This persisted for almost 30 minutes and was probably

caused by a network or other outage as opposed to routine system

maintenance.

Shortly after, the rabbitkick.club validator operated by 

@ScottBranson  desynced (that's generally not a problem, the

Internet isn't a perfect network) and sporadically issued several

validations which propagated poorly and which other validators were

generally unable to acquire from the network. This lasted for almost 2

hours.

During this time, other validators continued to issue validations, but

due a bug, the "healthy" validators repeatedly switched working

branches for consensus and only issued partial validations,

which was what they were supposed to do per the protocol

design as the XRP Ledger values safety. Even though a quorum of

validators were periodically in agreement on the proper ledger, the

partial status on the validations prevented them from fully validating.

I personally restarted several of Ripple's validators, and other

validator operators restarted theirs. The restart effectively reset

the LedgerTrie state (it's ephemeral by design), which, in turn,

stopped those validators from switching working branches post-

restart, resolving the issue as the restarted validators began issuing

full, instead of partial validations for the ledgers during this incident.

This, by the way, is why the timeline, as represented by the

close_time field appears unaffected.

Post-incident, the team at Ripple invested a significant amount of

time troubleshooting the issue and proposed several improvements,

including a commit that improved the calculation of the preferred

ledger branch, added additional diagnostic checks to help making

troubleshooting easier, and introduced several unit tests to try and

exercise the LedgerTrie code more deeply.

nikb

Ripple Employee
 1.1k

Posted October 13, 2020 (edited)

Dirty laundry? What? 

I answered a question people had about an incident that occurred on

the open, permissionless and publicly accessible XRP Ledger.

I don’t see this as “airing dirty laundry” nor do I feel it’s a bad idea for

incidents to be discussed and evaluated so lessons can be learned.

Edited October 13, 2020 by nikb

Wrote "good idea" instead of "bad idea" accidentally reversing my

intent.

2 hours ago, Soup said:

No company policy about airing dirty laundry?

Soup

Member
 18

S
Posted October 13, 2020

Your casting doubt on the health of the company's cash cow. I doubt

Ripple loves the clarification. 

Just now, nikb said:

Dirty laundry? What? 

I answered a question people had about an incident that occurred on

the open, permissionless and publicly accessible XRP Ledger.

I don’t see this as “airing dirty laundry” nor do I feel it’s a good idea

for incidents to be discussed and evaluated so lessons can be

learned.

nikb

Ripple Employee
 1.1k

Posted October 13, 2020

I am not casting doubt on anything. I’m explaining an incident

which occurred on a public blockchain.

You may prefer to stick your head in the sand, but I don’t and I doubt

that Ripple does.

Just now, Soup said:

Your casting doubt on the health of the company's cash cow. I doubt

Ripple loves the clarification. 

Soup

Member
 18

S
Posted October 13, 2020

Well, I bet the business side of the house prefers the issue fixed and

forgotten and not used as a means to cast doubt on the network and

its future prospects.

1 minute ago, nikb said:

I am not casting doubt on anything. I’m explaining an incident

which occurred on a public blockchain.

You may prefer to stick your head in the sand, but I don’t and I doubt

that Ripple does.

nikb

Ripple Employee
 1.1k

Popular Post Posted October 13, 2020

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.

3 minutes ago, Soup said:

Well, I bet the business side of the house prefers the issue fixed and

forgotten and not used as a means to cast doubt on the network and

its future prospects.

FOOD

Gold Member

 3.8k

Posted October 13, 2020

Amen!

2 minutes ago, nikb said:

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.

Soup

Member
 18

S
Posted October 13, 2020

That sounds great, but no progress was made by the substantiation.

It only emboldens FUD, but what do I know??? I'm only HODLing and

remaining poor. 

4 minutes ago, nikb said:

Nothing casts more doubt that uncertainty and secrets. We all

benefit when issues are discussed, analyzed and understood

because the net result is a better, stronger network.
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