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«{ripple

Ripple, XRP, and the XRP Ledger

NYC Metro Infragard Blockchain Summit
May 10, 2018
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Introduction

Ripple, the Company

XRP, the Digital Asset

The XRP Ledger, the Blockchain
Monitoring & Investigations
Q&A
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BSA Officer, Ripple

San Francisco, CA I-@ripple.com

S ripple

FIELD COMPLIANCE SENIOR AML BSA OFFICER
OFFICER INVESTIGATOR
Oversaw BSA/AML Managed investigation of Head of BSA Compliance
compliance of 300+ MSB 1,000+ cases and for payments Fintech in the
agents in Pacific NW hundreds of SAR filings blockchain/crypto space
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What is Ripple?
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«{ripple

Enterprise Solutions for
Global Payments Using
Blockchain Technology

? 43
o PN
Enabling the world to move money like v v

information moves today.
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QOur Investors

| »-8 London °£ s
San Francisco -~ New.York _L_u;_(embOL_Jrg .~ Tokyo
. ; : ' SBI Ripple Asia
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FOUNDED 2012
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Our Experience

» San Francisco | NYC | London | Sydney | Luxembourg | Mumbai | Singapore | Tokyo
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Ripple’'s Product Suite

Page 9 of 167

«-

xCurrent xRapid

Messaging, Settlement,

and Governance On-demand Liquidity
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xVia

Standard Payments
Interface
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Ripple’'s Product Suite

«-

xCurrent

Messaging, Settlement,
and Governance
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xCurrent

Banks use xCurrent to process global payments for their customers

Bank Bank

10
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Ripple's Product Suite

«-

xCurrent xRapid

Messaging, Settlement,

and Governance On-demand Liquidity

11
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XRapid

Payment providers use xRapid to source on-demand liquidity

3 A =
SRPERY _/’J KABEARN
JREAEY
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Ripple’'s Product Suite

Page 14 of 167

«-

xCurrent xRapid

Messaging, Settlement,

and Governance On-demand Liquidity
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xVia

Standard Payments
Interface
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xVia

Businesses use xVia to plug into RippleNet to send payments

|
¢

Senders RippleNet Beneficiaries
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Building RippleNet

Connecting banks, payment providers,
digital asset exchanges and corporates
to provide one frictionless experience to

send money globally.

15
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E)

Eb

Interledger Protocol (ILP)
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Interledger Protocol (ILP)

Open-source technology
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Interledger Protocol (ILP)

Open-source technology

Synchronizes transactions across multiple ledgers
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For High Volume Corridors

E)

Eb
=

=2 3
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For More Exotic Corridors
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XRP

The Digital Asset Liquidity Solution
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XRP is Born

100 billion XRP initially created as
the digital asset native to the XRP
Ledger
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The Attributes of XRP
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The Attributes of XRP
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Pre-Mined

Built directly into
the XRP Ledger
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Pre-Mined

Built directly into
the XRP Ledger

The Attributes of XRP

Scarce

All XRP that will ever
exist already exists
(100 billion)
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Pre-Mined

Built directly into
the XRP Ledger

The Attributes of XRP

Scarce

All XRP that will ever
exist already exists
(100 billion)
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Counterparty-Free

Not dependent on a
specific third party
for redemption
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The Attributes of XRP
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Pre-Mined Scarce

All XRP that will ever
exist already exists
(100 billion)

Built directly into
the XRP Ledger
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Counterparty-Free

Not dependent on a
specific third party
for redemption

Fungible

All units of XRP are
considered equal
and valued equally
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XRP as an Anti-Spam
Measure

_ K
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have a small reserve of XRP.

XRP as an Anti-Spam
Measure
All XRP wallets are required to i i

30
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XRP as an Anti-Spam @

Measure

There is a fee of .00001 XRP for i . i
each transaction, which is vﬁ»—v

destroyed upon transaction.

3
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BUT HOW IS IT DIFFERENT FROM BITCOIN?
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Comparing XRP to Bitcoin

3
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Comparing XRP to Bitcoin

() 4 hours to settle (>) 4 seconds to settle

&)
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Comparing XRP to Bitcoin

() 4 hours to settle (>) 4 seconds to settle

(>) Fees: +$2.00/transaction (>) Fees: $0.005/transaction

¥
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Comparing XRP to Bitcoin

(>) 4 hours to settle (>) 4 seconds to settle
(>) Fees: +$2.00/transaction (>) Fees: $0.005/transaction
(») 8transactions per second (>) 1000 transactions per second

e
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Comparing XRP to Bitcoin

() 4 hours to settle (>) 4 seconds to settle

(>) Fees: +$2.00/transaction (>) Fees: $0.005/transaction

) 8transactions per second (>) 1000 transactions per second
) 94 kWh per transaction (>) Negligible energy consumption

37
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Comparing XRP to Bitcoin

() 4 hours to settle (>) 4 seconds to settle

(>) Fees: +$2.00/transaction (>) Fees: $0.005/transaction

») 8transactions per second (>) 1000 transactions per second
) 94 kWh per transaction (>) Negligible energy consumption
_ Requires global adoption (>) Works across networks

Hp

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC. RPLI_SEC 0258211



Case 1:20-cv-10832-AT-SN Document 827-13 Filed 06/13/23 Page 40 of 167

Comparing XRP to Bitcoin

() 4 hours to settle (>) 4 seconds to settle
(>) Fees: +$2.00/transaction (>) Fees: $0.005/transaction
(») 8transactions per second (>) 1000 transactions per second
) 94 kWh per transaction (>) Negligible energy consumption
Requires global adoption (>) Works across networks
Unstable governance (>) 30 million ledgers closed without issue
l

B
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XRP for the Enterprise Use Case
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Today: Payment Reach Through Account Relationships
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Today: Payment Reach Through Account Relationships
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Today: Payment Reach Through Account Relationships
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Today: Payment Reach Through Account Relationships

i
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P;P Mﬂ;ﬂ (> Ongoing compliance costs for the bank
(>) Opportunity cost of trapped liquidity
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Today: Payment Reach Through Account Relationships

uspb
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P;P Mﬂ;ﬂ (> Ongoing compliance costs for the bank
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(>) Opportunity cost of trapped liquidity
i . 5 : :
R b (>) Reach limited to high-volume corridors
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Expanding Reach through a Digital Asset — XRP
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Expanding Reach through a Digital Asset — XRP
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Expanding Reach through a Digital Asset — XRP
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Expanding Reach through a Digital Asset — XRP

usD
i
. ® XRP: liquidity tool for efficient reach
& _ = ~ & XRP: liquidity tool for efficient reac
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Expanding Reach through a Digital Asset — XRP

m
EUR : CAD @
a_— | fi XRP: liquidity tool for efficient reach
o 5 B d y
PEP 't MﬁTR (> Sources liquidity for fiat-to-fiat payments
g T e e o .
S S (>) Eliminates accounts & capital costs
- i S :
o * S (>) XRP complements fiat currency
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The XRP Ledger

——

The Home of XRP
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Interledger Protocol...

-]
By (=]
2 ®

ILP Enabled Network

52
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Interledger Protocol... Connects Ledgers Together

Ledger
Ledger - Ledger
S = il
Led & Led
edger edger
g o - e g
e
© =t
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il m
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i, i, \
/ i il . m
Ledger

ILP Enabled Network
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The XRP Ledger Is Just Another Ledger
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i The XRP Ledger
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i The XRP Ledger

\/ \/ (>) Open source, distributed

ledger

20
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i The XRP Ledger

\»} \J (>) Open source, distributed

ledger

ﬁ i @ “Consensus” based

e
o )
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i The XRP Ledger

'\j \} (>) Open source, distributed

ledger
“Consensus” based

\‘J \} (>) Supports transfer and
exchanges of currency “lIOUs”

and XRP

I
=4iF o
©
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i The XRP Ledger

\fJ \} @ Open source, distributed

ledger
ﬁ i @ “Consensus” based
_ J \} (>) Supports transfer and

exchanges of currency “|IOUs”
and XRP

(>) Users deposit and withdraw

2
‘ ’ ! ﬁ ‘ ' _! through “gateways”
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Moving Funds On and Off the XRP Ledger

Gateways are businesses that link the XRP Ledger to the rest of the world.
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Moving Funds On and Off the XRP Ledger

Gateways are businesses that link the XRP Ledger to the rest of the world.

v e Issuing Gateway: receives money (or other assets of value) outside of the
ledger, and creates issuances in XRP Ledger.
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Issuing Gateway: Bitstamp

Bitstamp

Il

Go for the digital currency stars.

Start trading Bitcoin (BTC), XRP, Litecoin (LTC), Ether (ETH) and Bitcoin Cash (BCH).

SETTING STANDARDS
L with lea amples of best pract
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Moving Funds On and Off the XRP Ledger

Gateways are businesses that link the XRP Ledger to the rest of the world.

v e Issuing Gateway: receives money (or other assets of value) outside of the
ledger, and creates issuances in XRP Ledger.

ﬁ e Private Exchange: holds XRP and lets its customers buy and sell that XRP
in its own system.
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Private Exchange: Poloniex

EXCHANGE MARGIN TRADING LENDING Sign in or Create an Account to start trading

WELCOME TO POLONIEX

We are a US-based digital asset exchange offering maximum security and advanced trading features.

Trade securely on the world's
most active digital asset exchange.

Already a member? Sjan in
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Moving Funds On and Off the XRP Ledger

ﬁ Gateways are businesses that link the XRP Ledger to the rest of the world.

v e Issuing Gateway: receives money (or other assets of value) outside of the
ledger, and creates issuances in XRP Ledger.

ﬁ e Private Exchange: holds XRP and lets its customers buy and sell that XRP
in its own system.

e Merchants accept payment within XRP Ledger in exchange for goods and
services in the outside world.
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Merchants

S Micro Plant ¥
Powder

o

Royal '.

Hawallan

SEA SALT

MACADAMIAS

[ Dl
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Moving Funds On and Off the XRP Ledger

ﬁ Gateways are businesses that link the XRP Ledger to the rest of the world.

v e Issuing Gateway: receives money (or other assets of value) outside of the
ledger, and creates issuances in XRP Ledger.

e Private Exchange: holds XRP and lets its customers buy and sell that XRP
in its own system.

e Merchants accept payment within XRP Ledger in exchange for goods and
services in the outside world.

\) Gateways are responsible for complying with local regulations, including any
applicable AML/KYC and reporting requirements.
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Transaction Example

oD
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Transaction Example - Setting Up a Wallet

@
e Alice opens an account at ' ]
ACME Gateway ﬁ ~ ﬁ
| | ' |
S "
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Transaction Example - Depositing Funds

e Alice opens an account at ' |
ACME Gateway ﬁ
! | ! -
e Alice transfers $200 USD to $20 ~ ~~
ACME /\
/ L

o

(-
(=
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Transaction Example - Gateway I0U Payment

e Alice opens an account at _ ' !
ACME Gateway ﬁ ~ ﬁ
! ! | :
e Alice transfers $200 USD to ~ \"A
ACME
ﬁ 9
e ACME issues Alice an “|OU” ; _ ACME$200 | i | ’ 4
v

for $200 USD on XRP Ledger

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC. RPLI_SEC 0258244



Case 1:20-cv-10832-AT-SN Document 827-13 Filed 06/13/23 Page 73 of 167

Transaction Example - Trading on the XRP Ledger

e Alice opens an account at ' |
ACME Gateway ﬁ ~ ﬁ
| | | |
e Alice transfers $200 USD to ~ ~
AGME 1000 XRP &
e ACME issues Alice an “IOU” | ﬁ J i.e.i 5 ' y
for $200 USD on XRP Ledger ~~
$200 ACME
e Alice exchanges her $200 ' >
ACME-USD for 1000 XRP = ’ — |\L
from Bob ~ ﬁ
- s
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Transaction Example - P2P Payment on the XRP Ledger

e Alice conducts payments ' |
and exchanges within XRP ﬁ ~ ﬁ
Ledger ! ! ! >
1000 XRP
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Transaction Example - Trading on the XRP Ledger

e Alice conducts payments ' |
and exchanges within XRP ﬁ ~ ﬁ
Ledger ! ! ! |
" "
e When Alice is ready to “cash
out,” she exchanges the XRP ﬁ $200 ACME i
for ACME-issued currency J BN ; 4
~ ’ "\ ' “~
1000 XRP
® &
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Transaction Example - Withdrawing Funds

e Alice conducts payments
and exchanges within XRP ﬁ
Ledger | |

e When Alice is ready to “cash [\
out,” she exchanges the XRP ﬁ

for ACME-issued currency i .. ACME $200
e ..and sends it to ACME, who

redeems the 10U for fiat i

currency outside of the ,

ledger >
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XRP Ledger Monitoring
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Monitoring for Suspicious Behavior on the XRP Ledger

UNITED STATES DEPARTMENT OF THE TREASURY gy

FIN

FINANCIAL CRIMES

ENFORCEMENT NETWORK

ABOUT « RESOURCES ~ NEWSROOM « CAREERS «

FinCEN Fines Ripple Labs Inc. in First Civil Enforcement Action Against a
Virtual Currency Exchanger

Contact Contact: Steve Hudak (T03) 905-3770
Immediate Release: May 05, 2015

WASHINGTON, DC - The Financial Crimes Enforcement Network (FinCEN), working in coardination with the U.S. Attormey's Office for the Northern District of Callfornia (USAO-NDCA|,
assessed a $700,000 civil money penalty today against Ripple Labs Inc. and its wholly-owned subsidiary, XRP I, LLC (formerly known as XRP Fund 1|, LLC), Ripple Labs wilifully violated
seversl requirements of the Bank Secrecy Act (BSA) by acting as 3 money services business (MSB) and selling Its virtual currency, known as XRP, without registering with FInCEN, and by
failing to implement and maintain an adeguate anti-money laundering (AML) program designed to protect its products from use by money launderers or terrorist financiers. XRP Il later
assumed Ripple Labs' functions of selling virtual currency and acting as an MSB; however, like its parent company, XRP || willfully violated the BSA by failing ta implement an effective AML
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Monitoring for Suspicious Behavior on the XRP Ledger

LAYERING

Uses multiple gateways
to rapidly move funds in
and out
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Monitoring for Suspicious Behavior on the XRP Ledger

LAYERING

Uses multiple gateways
to rapidly move funds in
and out

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC.

STRUCTURING

Breaks up transactions
to avoid known U.S.
reporting thresholds
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Monitoring for Suspicious Behavior on the XRP Ledger

LAYERING

Uses multiple gateways
to rapidly move funds in
and out
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STRUCTURING

Breaks up transactions
to avoid known U.S.
reporting thresholds

XRP THEFTS

User reports that XRP
has been stolen from
his/her wallet
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Monitoring for Suspicious Behavior on the XRP Ledger

Uses multiple gateways
to rapidly move funds in
and out

| LAYERING

Many to one, one to many
transactions through
multiple wallets

| FUNNELING
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STRUCTURING

Breaks up transactions
to avoid known U.S.
reporting thresholds

XRP THEFTS

User reports that XRP
has been stolen from
his/her wallet
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Monitoring for Suspicious Behavior on the XRP Ledger

Uses multiple gateways
to rapidly move funds in
and out

| LAYERING

Many to one, one to many
transactions through
multiple wallets

| FUNNELING
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STRUCTURING

Breaks up transactions
to avoid known U.S.
reporting thresholds

PYRAMID SCHEMES

Third party sales of XRP or
I0Us through illegal
marketing schemes

XRP THEFTS

User reports that XRP
has been stolen from
his/her wallet
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Monitoring for Suspicious Behavior on the XRP Ledger

Uses multiple gateways
to rapidly move funds in
and out

| LAYERING

Many to one, one to many
transactions through
multiple wallets

| FUNNELING
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STRUCTURING

Breaks up transactions
to avoid known U.S.
reporting thresholds

PYRAMID SCHEMES

Third party sales of XRP or
I0Us through illegal
marketing schemes

XRP THEFTS

User reports that XRP
has been stolen from
his/her wallet

PHISHING SCHEMES

Emails and websites
designed to compromise
user wallets
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%, XRP CHAT

W Our Picks

Public Posts of

Suspicious Activity SALTION Suichil Dol s

A — L3 FHEY 1 T n -

Attempting to connect potentially illegal -

aCthlty identifled In public forums 10 H!‘:?'N:i'f:'-'—i'f | received the previous phishing emal and | also recelved this one

wallets and transactions on the XRP Ledger
. Theee of my emall addresses appears in the fist {but | only received the phishing on 2 of them)

The emall was senl 1o 50 diffenent emall sddresses (Ihe addresses list “sent 1o’ s the same on thel
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«fripple

User-reported XRP XRP Theft Report
Thefts

ir

Analyzing patterns in user-reported thefts
to uncover common culprits and their

technigues on the XRP Ledger
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Investigation Case Study #1
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First Alert

A user of the XRP Ledger
(“victim”) reports a theft of 1
million XRP
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First Alert

The victim, based in Japan,
reports receiving unsolicited
emails with 2FA codes
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First Alert

Ripple’s investigation finds two
other XRP theft reports naming
the same counterparty wallet
(“suspect”)
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Ongoing Investigation

Over the next 30+ months, Ripple
has continued to investigate this
suspect’'s wallet along with other
associated wallets

ORORORO.
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Ongoing Investigation

Over the next 30+ months, Ripple
has continued to investigate this
suspect’s wallet along with other
associated wallets

e No KYC information (suspect is
not a Ripple customer)

ORORORO.
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117 . i

user-reported thefts
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y1l i : [ RL. F 110
I : : ;[ | i i
- y o yiv I "
el i
| .. ‘Ilu' B 'i ! 1
117 e
- ll 14
|
user-reported thefts ]
I
| i
" |
I ' II [
' g11111011101010111
. 7] " i I _: |.I T 1 111 184!
associated “suspect” wallets 1111010010198 11010001118
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l‘ g1l a1 TAL. - 118
T : : :11‘
111 i 'L; i*'l
/ i1 ' I jiid
117 N e
|
user-reported thefts )
|
! :
] : 1a1010100
J : 1 |
I'II |- 11010 |
oiRIct 016

associated “suspect” wallets j11101001010871 (10100011110

113 million '

reportedly stolen XRP
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XRP received by suspect wallets between 2015 and 2017
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»

XRP received by suspect wallets between 2015 and 2017
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$4 m | | | ion (at time of thefts)

XRP received by suspect wallets between 2015 and 2017
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$225 m | | | |O N (in today’s XRP value)

y
y 4

A

XRP received by suspect wallets between 2015 and 2017
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Flow of Funds

—_—
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Flow of Funds

+706 more
101

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC. RPLI_SEC 0258274



Case 1:20-cv-10832-AT-SN Document 827-13 Filed 06/13/23 Page 103 of 167

Flow of Funds

F=
i
EEE 3
5 ® Em
Other

+706 suspicious (Gztrt-e;va;/)s
i il wallets (5) variou

102
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Flow of Funds

tn
EH
EEE B
il | -Hn
Other

+706 suspicious (Gztrt.e;vag)s
v wallets (5) variou
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Flow of Funds

suspicious Gatt?ways
1,206 wallets wallets (5) (various)
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Flow of Funds

:

Other
suspicious Gatt?ways
1,906 wallets wallets (5) (various)

105
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Flow of Funds

Other
suspicious Gateways
wallets (5) (various)
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Flow of Funds

i
EITI 750%

E
H__.—-

Other
suspicious
wallets (5)

Gateways

107
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Flow of Funds

Eﬁ BTC38
Hm
]

Other
suspicious
wallets (5)

Gateways

108
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BTC38.com (Chinese Gateway)
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BTC38.com as a “Bridge” Gateway

.
B ~ 5 g

Lop® D

110
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BTC38.com as a “Bridge” Gateway
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BTC38.com as a “Bridge” Gateway

112
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Flow of Funds

{ )

X
4:51
~
i
00
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En
Eﬁ BITTREX

Other
suspicious
wallets (4)

Gateways
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Bittrex (U.S.)

\a C' & Secure hitps./bittrex.com w a3 By © ] ~ 3 P :

BITTREX

BITTREX

THE NEXT-GENERATION DIGITAL
CURRENCY EXCHANGE

o
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Flow of Funds

EH BITTREX

Eﬁ UQUID

Other
suspicious
wallets (4)

Gateways
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L) Froos Dese Care | LOLID

B Sacum M Ui Dom

UuauIo

4000 5k78 7987k 5432

T n - 22719 DEsT

JOHN SMITH VISA

EUR

Fippla (XAP) Dabi Card
Ripple Debit Card

st G @ & card that inks dinthy B your fape and keaps your money protecaed

- Worid's first Uniimited Ripple debit card

NOOO Sk78 87W 543¢
- AN -

N——— “You can easily use
i Ripple (XRP) Debit Card
everyday, everywhere, for
everything.”
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Pttt iritpibae 1

UEUID Card Solutions Deposit Topup Fees Login ‘ Sign Up

d

5 Reasons to choose Ripple debit card

—

4

NO FEE DEPOSIT ANONYMOUS MULTI CARDS BUY SUPPORT
Instant load with 02 fee We do not require for ID or verification, You can get unlimited cards with only 1 UQUID account
FAST AND FREE DELIVERY AVS MATCHING
Our card ships free 10 178 + countries with no fees. Typically within 2-3 working days Get Easy for shopping at Amazon, Uber, Skrill, Just-Eat, Deliveroo ...

JOIN FOR FREE
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Features and limits

Rules

POS Aules

Number of purchases

Value of purchases

ATM Rules

Number of ATM transactions
Value ol ATM withdrawal

Value of ATM withdrawal
Maimiurm ATM withdraw
Loading Rules

Max any daily load

Max any Ketime lond

Number of ioads

Unioads Aules

Maximum Tolal Unloads (All Channaels)
Bank Loads (Direct from Bank)
Max single load

Max dally load

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC.

There are some siandard usage limits for our Uguid Visa Cards:

Per day

Par day

Per day
Par ATM Transaction
Pear day

Litetime

Per Day

Liletima

Per Day

Liletime

Per Transaction

Per Day

Acceptable ID documents include:

! Driving license
| Passport

Government issued |ID card

1 Acceptable proof of residence documents include:
Utility bill (electricity, internet, water, phone etc...)

4 Credit card bill

Your proof of residence must not be more than 3 months old and in English

52,500 €2,500 £2,000 §20,000
82,500 €2,500 £2,000 no Timit
2 2 2 no firmit
81,000 €1,000 £1,000 no limit
$5,000
$5,000

€20,000
no lmit

no Bmit

€5,000
£€5,000

ey Bl

£16,000
no limit

no fimét

na lmdit

£4.000

£4,000

118
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10001696
10001637
10001698
10001699
10001700
10001701
10001702
10001703
10001704
10001705
10001706
10001707
10001708
10001709
10001710
10001711
10001712

AANMETEITS 4 ThCnAa 4 NYTOC 4NANYNODCNS AnnnoocCc™s 4
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10002418
10002419
10002420
10002421
10002549
10002678
10002679
10002680
10002682
10002683
10002684
10002685
10002686
10002687
10002688
10002689
10002650
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10006242 10008673 10008830 10009004 10009233 10009795 10010035 10011767 10011921

10006243 10008674 10008831 10009005 10009234 10009797 10010037 10011768 10011522
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10009243 10009802 10010041

10008839
10008844
10006250 10

10008847 10009282
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10006253 10008687 10011790 10011934
10006254 10DO8BGER
10006255 1(@O8689 1000z35® 10009030 1 o7 10009824
~festination ta

10006257 10008692 10008859 10009034 10009290 10009851

10008853
10008854

10009023
10008027

10009285
10005286

10009816
10005817

10010051
10010053

100117591 10011835
054 10011792 10011935

gsaﬂllgdﬂ
10010056 1 95 10011941

10006258 10008653 10008861 10005036 10005291 10005863 10010058 10011796 10011942

TWENOMATTT 4TINS SETnNOoEs 94 Aa0 T9NES9TTNT TRnYT Ao

10014208
10014210
10014211
10014213
10014214
10014215
10014216
10014217
10014218
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10014361
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10014364
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10015969
10015970
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10015980
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544.6448347
944.6448347
544.6448347
544.6448347
844, 6448347
944.6448347
5944.6448347
844.6448347
544.6448347
544.6448347
544.6448347
944.6448347
544.6448347
944.6448347
944.6448347
944.6448347
944.6448347
544.6448347
844.6448347
944.6448347
544.6448347
544.6448347
918.3857212
918.3807212
918.3807212
918.3897212
618,3857212
918,3897212
918.3897212

Structuring Below
Identification Thresholds

One of UQUID's identity verification
tiers starts at $1,000 USD.

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC.
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Investigation Case Study #2
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Ripple Identifies Copycat Websites

-
W e s S GO B MO el S v [ Ternan Cops (0 P B () By

= o Bl == wm]

O ABOUT PROICT wEwe CONTALY

-Srippie -

g il e e - QR (MTTIERN < ey Cwn it e e 0! Vale (0] S0 Bolna
Ry I VTR R (F AT e PR DORE TRV ey srTly e s ooy F merane duss t e T irw T
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Ripple Identifies Copycat Websites

“ripple

Initial Research:

» No information regarding how XRP is sold
» No XRP Ledger address(es) listed on site
« Domain registration anonymous

» Google search for generic email address
rendered no matches
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Connecting the Dots via OSINT

s - —
- - |
1

“VLOG: Buying another
100USD Ripple Coin | Ripple
Network"

BLOCKCHAIN

125

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC. RPLI_SEC 0258298



Case 1:20-cv-10832-AT-SN Document 827-13 Filed 06/13/23 Page 127 of 167

Connecting the Dots via OSINT

Leon Parelra

Security
Bt it comT) Ty (e arimtie T Sleg Vertfcs
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Connecting the Dots via OSINT

47,100.13 x

The missing
piece, uncovered

The XRP Ledger

wallet address is

briefly provided in . N
the video

NC. RPLI_SEC 0258300
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Connecting the Dots via OSINT

& h.q.n.huy@gmail.com is associated to this person

Name Huy Nguyen is associated with 100+ domains
Organization Han Limited

Address 5243 ASTWELL AVE map

City MISSISSAUGA

State ONTARIO

Country J*l Canada

Phone +1.6478618809

Fax +1 801 765 9400

Private noe

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC.

One of Two Individuals
|dentified

Email address and
physical address seen in
video match that of a
“Huy Nguyen” in Canada
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Uncovering More
through Social
Media

An Instagram
account for a "Leon
Pereira” uncovers
photos evidencing
misrepresentation

Connecting the Dots via OSINT

& Secure Bipn./www.instagram.com o/ B TaskmmlAILL

= rppie

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC.

* &2 e o0

a _leanpereirsn m
Hao Chi Minh Cry, Viet...

218 likes

Jeonpereira #1bi (o sarlier this year
(February) when we did our very first
formai ssminanfinroducton on crypho
currencies and our privats/invitation only
¥RippieNetwork, Excited to go back to
Vietram for Round 2 in 2 weeks D& =2,
#HarcdWork & # TeamWork pays off!

_leonpereira .

#Crypiocurrency Fiitcoin #Ripple

#RippleNetwork #Vistnam SAsin

MGG urrency #Hanks FOpportunty

Winvestmonts #Grawth Sfome #Trading

#SmariBusness ¥Business VExpansion

#Knowledge #2017 #TeamWork #Morfix
t > <

PN —
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Connecting the Dots via OSINT

[ o =

102 likes

_leonpereira Llong Post.L

It's safe to say that today was by far the
best cay of 2017, WFirst, we expactsc
only 200 peaple 10 attend our event, but
over 400 people showed wpl ¢ Earlier thig
yasar in February | chalienged a group of
people that # anyone was able o faciitate
$1,000,000USD In XRP exchangefii.. we
would give them @ brand new FLLLY
PAID Mazcia (a big car (n Vietnam), Well...,
today it was an honour to award A
#Mazda CX-5 to Mr. Vien Ngold W He has
worked extremaly hard these past 4

& months sharng his passion, educating
| peopla on oryplo curmencies and growing

a network around XRF

Al the hard work wa put in has made us
the SECOND largast piatfarm in Vietnam
providing the type of serdcs that we dol
We are posaibly days away fram
bacaming #1 & Thare ware many
amotional, heart foit & IHe changing

Log in

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC.

|dentifying the
Relationship

Another Instagram
post by Leon Pereira
finds potential
match to “Huy
Nguyen”
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Connecting the Dots via OSINT

| & .. = |dentifying the
Relationship

since 84 In Fetruary we had a chance to
farmally conduct our first somenar and
introduction to tha Cryptocunaray space
Wil du BrvElaS s ey
#FpoieNatwors. We ame mxciied 10 be

Paading beck 10 A3k I 2 weaks 1o furtner An account appearing

expand and deveino our next ohase o

apphcaton. | Se=g

oo to match Huy Nguyen
posts similar photos
evidencing

misrepresentation
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Action & Resolution

e g e 4 8 in -] L E- TN . 1 e sm——— & L [ 3 - tOw0o0O
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Frroe

X rmm— T - *0e0Q

Wikcome (s ripplenetnsrs et

"’m ks Wit gt o youitint ot TUEFE, oo o ol omy

st v Website Takedown

m 1 L R i o & el

e . :::.::..nu.»l.nww. [===]
o = After the issuance of several cease-and-desists,
Mipaes W32 «com -
— J the website owners took them down.
$0.99* .CcOM
==
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Investigative Challenges
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Investigative Challenges

1

Off-Ledger is a Black Box

..
B 8

& .
= Kl o
. . Lo B
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Investigative Challenges

1

Off-Ledger is a Black Box

L
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Investigative Challenges

1 2
Off-Ledger is a Black Box KYC Info (if available) is
held by the Gateway

(:'

~— ~ HAWAII vz,
& L2 =N
I L VIR it oAy
L 0 e S e
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Investigative Challenges — Following the Trail
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Investigative Challenges — Following the Trail

» Regulation across different countries is patchwork, unclear, or non-existent
- Virtual currency exchanges are not always subject to AML regulation
» Critical KYC data is often not captured or is only partial
» Law enforcement may encounter dead-ends at these exchanges
« 314(b) requests return limited or no information
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Investigative Challenges — Following the Trail

« Regulation across different countries is patchwork, unclear, or non-existent
« Virtual currency exchanges are not always subject to AML regulation
» Critical KYC data is often not captured or is only partial
» Law enforcement may encounter dead-ends at these exchanges
« 314(b) requests return limited or no information

» Distributed nature complicates cross-border coordination
« Information sharing across borders difficult due to varying privacy / info-sharing laws
» Law enforcement coordination across borders can be cumbersome, time-consuming

140
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Investigative Challenges — Following the Trail

» Regulation across different countries is patchwork, unclear, or non-existent
= Virtual currency exchanges are not always subject to AML regulation
» Critical KYC data is often not captured or is only partial
» Law enforcement may encounter dead-ends at these exchanges
« 314(b) requests return limited or no information

» Distributed nature complicates cross-border coordination
» Information sharing across borders difficult due to varying privacy / info-sharing laws
» Law enforcement coordination across borders can be cumbersome, time-consuming

» Virtual currency wallets relatively easy to set up, from anywhere
« Law enforcement often must rely on outbound flow of funds (i.e. exchanges) to identify suspects
» Potentially unlimited structuring and layering of funds through multiple wallets
« Employment of straw men for additional layering
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Investigative Challenges — Following the Trail

» Transactions move quickly and are irreversible
- Layering can happen in real-time among a variety of exchanges, coins, and wallets
» Recovery of funds (e.g. thefts) incredibly rare
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Investigative Challenges — Following the Trail

» Transactions move quickly and are irreversible
- Layering can happen in real-time among a variety of exchanges, coins, and wallets
» Recovery of funds (e.g. thefts) incredibly rare

» Use of mixers/tumblers/shufflers break audit traceability
« Potential investigative dead-end
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Investigative Challenges — Following the Trail

» Transactions move quickly and are irreversible
- Layering can happen in real-time among a variety of exchanges, coins, and wallets
» Recovery of funds (e.g. thefts) incredibly rare

« Use of mixers/tumblers/shufflers break audit traceability
« Potential investigative dead-end

» Use of privacy coins further severs audit trail

144
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Investigative Challenges — Following the Trail

» Transactions move quickly and are irreversible
- Layering can happen in real-time among a variety of exchanges, coins, and wallets
« Recovery of funds (e.g. thefts) incredibly rare

« Use of mixers/tumblers/shufflers break audit traceability
« Potential investigative dead-end

» Use of privacy coins further severs audit trail

» Hardware crypto wallets allow for easy portability (cash smuggling alternative)

145
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Investigative Challenges — Following the Trail

» Transactions move quickly and are irreversible
- Layering can happen in real-time among a variety of exchanges, coins, and wallets
» Recovery of funds (e.g. thefts) incredibly rare

« Use of mixers/tumblers/shufflers break audit traceability
« Potential investigative dead-end

» Use of privacy coins further severs audit trail
» Hardware crypto wallets allow for easy portability (cash smuggling alternative)
« Anonymity / pseudo-anonymity

« Non face-to-face customer relationships

« Anonymous funding

« Anonymous transfers if sender/receiver not identified
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Reporting & Information Sharing

Notifying Gateways, Law Enforcement, and the Industry

147
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Information Sharing

Ripple's wholly owned subsidiary XRP II, LLC participates in the 314(b) Voluntary Information Sharing program.

Parent company Ripple is a founding member of the Blockchain Alliance, and regularly engages with law enforcement.
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Information Sharing

Ripple's wholly owned subsidiary XRP II, LLC participates in the 314(b) Voluntary Information Sharing program.

Parent company Ripple is a founding member of the Blockchain Alliance, and reqularly engages with law enforcement.

314(B) VOLUNTARY
INFORMATION SHARING

XRP |I, LLC has notified
FinCEN that it elects to
share information pursuant
to section 314(b).
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Information Sharing

Ripple's wholly owned subsidiary XRP |I, LLC participates in the 314(b) Voluntary Information Sharing program.

Parent company Ripple is a founding member of the Blockchain Alliance, and regularly engages with law enforcement.

314(B) VOLUNTARY GATEWAY NOTIFICATIONS
INFORMATION SHARING OF UNUSUAL ACTIVITY

XRP I, LLC has natified Ripple notifies gateways upon

FinCEN that it elects to user reports of suspicious
share information pursuant  activity proceeds exiting via
to section 314(b). the gateway.

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC.
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Notifying Gateways

Hello,

We are reaching out to notify you of a suspicious wallet that is sending payments through

Uquid. The suspicious wallet is:

The above wallel has been named in al leas! one XRP thefl report submitted to Ripple. The
suspicious wallet has sent 458 payments to Uguid's wallet over the past two weeks using

458 unique destination tags. Please see the attachad spreadshr "
transactions and destination tags.

While Ripple has only received one theft report involving this su
itis involved in other suspicious activity. Therefore, we are notif
any associated transactions and/or customer accounts.

Sincarely,

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC.

Dear Melissa,
Thank you for alerting ws!

Actually, we have such an option as a biack list of suspicious wallets we are being reported
about, so if you keep us informed abaut such ones as they appear, we'll be able to block
them.

Concemning these particular transactions, unfortunately, it is too late 1o get this fraudulent
activity blocked, for funds have already been exchanged and sent along, 5o they are no
longer in our disposition. However, once being officially requested to do so, we can provide
wallet owner with the IP and the addresses of BTC recipient who has got the exchanged
funds once these transactions were compieted.

Thank you for your cooperation!

Sincerely,
Changelly support team
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Information Sharing

Ripple's wholly owned subsidiary XRP |I, LLC participates in the 314(b) Voluntary Information Sharing program.

Parent company Ripple is a founding member of the Blockchain Alliance, and regularly engages with law enforcement.

314(B) VOLUNTARY GATEWAY NOTIFICATIONS
INFORMATION SHARING OF UNUSUAL ACTIVITY

XRP Il, LLC has notified Ripple notifies gateways upon

FinCEN that it elects to user reports of suspicious
share information pursuant  activity proceeds exiting via
to section 314(b). the gateway.

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC.

l,,ﬁ‘ BLOCKCHAIN

ALLIANCE |

FOUNDING MEMBER -
BLOCKCHAIN ALLIANCE

In January 2016, Ripple
became one of the
Blockchain Alliance's first
industry members.
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A PUBLIC-PRIVATE FORUM TO HELP COMBAT

CRIMINAL ACTIVITY ON THE BLOCKCHAIN

QUR MISSION WHO WE ARE

Toy paeeitle @ Jorum Jor tpee dislogui Betasen thoustry ed Thi Bicadkechiain Akkaneg & @ puble-pevatia fonan comoed
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Filed 06/13/23 Page 154 of 167

BITFINEX4 1 BITFURY O BitGo  bitpay
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gamcvcmm wﬁ‘-?c_ﬁ':_'*"‘”“f Eleiockownin  BLACKSEER
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coinbase  coinx O 1tBat
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mKraken L mit NW3C @
lab PE TS e NETKI

«/¥O8E  <tripple xapo @
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Information Sharing

Ripple's wholly owned subsidiary XRP II, LLC participates in the 314(b) Voluntary Information Sharing program.

Parent company Ripple is a founding member of the Blockchain Alliance, and regularly engages with law enforcement.

’ « BLOCKCHAIN

ALLIANCE |

314(B) VOLUNTARY GATEWAY NOTIFICATIONS FOUNDING MEMBER - ONGOING LAW
INFORMATION SHARING OF UNUSUAL ACTIVITY BLOCKCHAIN ALLIANCE ENFORCEMENT ENGAGEMENT
XRP |l, LLC has notified Ripple notifies gateways upon In January 2016, Ripple Ripple regularly hosts
FinCEN that it elects to user reports of suspicious became one of the on-site law enforcement

share information pursuant  activity proceeds exiting via Blockchain Alliance's first visits and presents at
to section 314(b). the gateway. industry members. AML/CFT conferences.
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Reporting to Law Enforcement

Complaint Referral Form
Internet Crime Complaint Center

Note: Fields marked with * are required.

~| Victim Information }

* Name:
Business Name:

* Address:
Address (continued):
Suite/Apt./Mail Stop:
* City:
County:

* Country:

* Zip Code/Route:
* Phone Number:

* Email Address:
FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC.

A.ge: Please salect one... 2

numbers only (1112223333)
jdoe@email.com
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Reporting to Law Enforcement

Description of Incident

* Provide a description of the incident and how you were victimized. Provide information not captured
elsewhere in this complaint form.

Which of the following were used in this incident? (Check all that apply.)
Spoofed Email
Similar Domain
Email Intrusion

@ Other Please specify: 'theft of virtual currency funds

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC. RPLI_SEC 0258329
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Broader Solutions to Investigative Challenges
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Broader Solutions to Investigative Challenges

!! Consistent regulation of digital currency exchanges
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Broader Solutions to Investigative Challenges

!! Consistent regulation of digital currency exchanges

== Information sharing (trends, typologies, etc.) between industry and
1 agency

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC.
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Broader Solutions to Investigative Challenges

!! Consistent regulation of digital currency exchanges

= Information sharing (trends, typologies, etc.) between industry and
1 agency

X )+ Collaborative cross-border law enforcement and regulatory partnerships
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Broader Solutions to Investigative Challenges

!! Consistent regulation of digital currency exchanges

= Information sharing (trends, typologies, etc.) between industry and
1 agency

X3+ Collaborative cross-border law enforcement and regulatory partnerships

Continued development and enhancement of tools to identify illicit
M funds flows, darknet nodes, related wallets (structuring),
mixers/tumblers/shufflers
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Broader Solutions to Investigative Challenges

!! Consistent regulation of digital currency exchanges

: Information sharing (trends, typologies, etc.) between industry and

=
1 agency
X )+ Collaborative cross-border law enforcement and regulatory partnerships

Continued development and enhancement of tools to identify illicit
funds flows, darknet nodes, related wallets (structuring),
mixers/tumblers/shufflers

' Implement improved reporting solutions to more quickly triage and
address cases
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Public XRP Tools for Investigations
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xrpcharts.ripple.com

View wallets, transactions, and

general market activity

FOIA CONFIDENTIAL TREATMENT REQUESTED BY RIPPLE LABS, INC.
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STATUS:
This transacran was successtid, and vatdated in ledger MGATES on june I 3017 558 AM.

DESCRIPTION:
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coinmarketcap.com

List of gateways that list XRP
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Source
Bithumb
Coinone
Poloniex
Bittrex
Korbit
Kraken
Poloniax
Kraken
Bitstamp
Kraken
Bitfinex
Bitfinex
Gatehub
Jubi
Bitstamp
Bitstamp
BTC38
Bittrex

RinnleFox

Pair
XRP/KRW
XRP/KRW
XRP/BTC
XRP/BTC
XRP/KRW
XRP/BTC
XRP/USDT
XRP/EUR
XRP/USD
XRP/USD
XRP/USD
XRP/BTC
XRP/BTC
XRP/CNY
XRP/EUR
XRP/BTC
XRP/CNY
XRP/USDT
XRP/CNY

Volume (24h)
$9,625,340
$5,642,280
$5,634,470
$3,656,310
$3,609,590
$1,761,580
$1,634,180
$1,498,250
$1,398,070
$1,343,200

$957,568
$757,144
$524,248
$503,130
$424,378
£354,637
$345,025
$256,208

$240.832
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